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Introduction

The Third-Party Technical Guidelines is a one-stop-shop document for information about third-
party software application compatibility with NICE systems.

This document should be used by NICE customers and customer service organizations in order to
verify the compatibility of third-party software to NICE products in addition to specific
configuration information.

This document serves as general guidelines and applies to all existing NICE Engage Platform
versions.

Updates for specific product versions may be issued separately based on these guidelines. NICE,
at its sole discretion, may decide to change the general guidelines or deviate from them for a
specific product version.

This document should apply in cases where it contradicts a previous Technical Note.

Contents
SCoPe Of thiS GUILE .. e 10
Document Revision HiStOry . . 11
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1: Introduction

Scope of this Guide

Scope of this Guide

Software Version
This guide is updated for:
NICE Engage Platform 6.15

Advanced Process Automation

What is included in this guide?
Guidelines for third party software with NICE applications.

What is not included in this guide?

Topic Where to Find this Topic...

NICE Screen Agent software ScreenAgent Installation and Configuration Guide
Microsoft .NET framework Certified Servers Guide

Setting up a client computer to work Workstation Setup Guide

with ASPX

Configuring XBAP Workstation Setup Guide

Microsoft Daylight Savings Time Maintenance Guide

configurations
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1: Introduction

Document Revision History

Document Revision History

Revision Modification Software Description
Date Version
H1 September NICE Engage Updated:
Platform 6.x

E  General Antivirus on page 130

®  Antivirus Matrixes for NICE Products on

page 137
HO August 2022 NICE Engage ®  Updated:
Platform 6.x B Microsoft Software Service Packs
Certified by NICE on page 17
= Compatibility of NICE Web
Applications with Microsoft Edge
Chromium in IE Mode on page 54
®  Compatibility of NICE Web
Applications with the IE Tab
Extension in Google Chrome 32/64-
bit on page 76
B General Description and
Conclusions on page 77
= Added Windows 11 64-bit on page 43
G9 July 2022 NICE Engage B Added Client-side Component table to
Platform 6.x Folders and Files Exclusion on page 141.
= Added FIPS Verification Flow on
page 124.
G8 April 2022 NICE Engage Engage 7.x content removed
Platform 6.x
G7 April 2022 NICE Engage Added information about IE11 retirement to
Platform 6.X Internet Explorer on page 47
and 7.X
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Document Revision History

Revision Modification Software Description
Date Version
G6 March 2022 NICE Engage ®m  Updated IIB and MQ versions for
Platform 6.X Engage 6.15
and7.X = Updated Microsoft Software Service
Packs Certified by NICE on page 17
G5 February 2022  NICE Engage B Added:
Platform 6.X m  Additional Third Party Components
and 7.X on page 99
B Updated Compatibility of NICE Web
Applications with Microsoft Edge
Chromium in IE Mode on page 54
(release information for Compliance
Center)
G4 November NICE Engage Added a new certified version of Windows 10 to
2021 Platform 6.X Microsoft Software Service Packs Certified by
and 7.X NICE on page 17
G3 August 2021 NICE Engage Updated:
Platform 6.X = Compatibility of NICE Web Applications
and 7.X with the IE Tab Extension in Google
Chrome 32/64-bit on page 76
B Adding the IE Tab to Google Chrome on
page 79
= NICE Web Applications Known Issues
with the IE Tab in Google Chrome on
page 88
®  Enabling IE Mode for Microsoft Edge
Chromium on page 56
G2 May 2021 NICE Engage Removed IE Mode Limitations - Removed
Platform 6.X procedure for accessing applications from the

dropdown menu in NICE Engage when you are
using Edge Chromium. This is no longer
required.
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Document Revision History

Revision Modification

Date
G1 April 2021
GO March 2021
Fo December
2020

Software
Version

NICE Engage
Platform 6.X

NICE Engage
Platform 6.X

NICE Engage
Platform 6.X

Description

Updated

Microsoft Software Service Packs
Certified by NICE on page 17

ActiveMQ on page 102

Client Application Compatibility on
page 77

Compatibility of NICE Web Applications
with the IE Tab Extension in Google
Chrome 32/64-bit on page 76

Updated Microsoft Software Service Packs
Certified by NICE on page 17

Updated:

®  Microsoft Software Service Packs
Certified by NICE on page 17

= Adding the IE Tab to Google Chrome
on page 79

= Compatibility of NICE Web
Applications with the IE Tab
Extension in Google Chrome 32/64-
bit on page 76

Moved and updated NICE Web

Applications Known Issues with the IE
Tab in Google Chrome on page 88

Added:

= Enabling IE Mode for Microsoft Edge
Chromium on page 56

= Compatibility of NICE Web
Applications with Microsoft Edge
Chromium in IE Mode on page 54
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Document Revision History

Revision

F8

F7

F6

F5

F4

F3

Modification
Date

September
2020

March 2020

March 2020

March 2020

February 2020

October 2019

Software
Version

NICE Engage
Platform 6.X

NICE Engage
Platform 6.X

NICE Engage
Platform 6.X

NICE Engage
Platform 6.X

NICE Engage
Platform 6.X

NICE Engage
Platform 6.X

Description
®  Updated:
B Adding the IE Tab to Google Chrome
on page 79

®  Microsoft Daylight Savings Time
Updates on page 127

®  Microsoft Software Service Packs
Certified by NICE on page 17

= ActiveMQ on page 102

®  Antivirus Matrixes for NICE Products
on page 137

Updated Microsoft Software Service Packs
Certified by NICE on page 17

Updated Microsoft Software Service Packs
Certified by NICE on page 17

Updated Compatibility of NICE Web
Applications with the IE Tab Extension in
Google Chrome 32/64-bit on page 76

m  Updated Microsoft Software Service
Packs Certified by NICE on page 17

®  Added ActiveMQ on page 102

m  Updated Nessus Vulnerability Scanner
on page 188

®  Added Trend Micro Apex One support
to Antivirus Matrixes for NICE Products
on page 137

m  Removed asterisk in .NET versions in
Microsoft .NET Framework Client-Side
Support on page 91
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Document Revision History

Revision Modification
Date

F2 September
2019

F1 June 2019

Software
Version

NICE Engage
Platform 6.X

NICE Engage
Platform 6.X

Description

Added Microsoft Kerberos Configuration
Manager on page 109

®  Added Configuring Internet Explorer 11
to Disable Protected Mode on page 50

®  Updated .NET 4.8 in Microsoft
.NET Framework Server-Side Support on
page 90

®  Updated Windows 10 updates in
Microsoft Software Service Packs
Certified by NICE on page 17
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Microsoft Software Service Packs Certified

by NICE

This section lists the Microsoft Software Service Packs certified by NICE. These service pack
versions are part of the site readiness tests in the SRT, in addition to the minimum hardware and
software requirements that are in the Certified Servers Guide.

Product NICE Engage Platform
Release NICE Engage Platform 6.x
Synopsis Provides information regarding the latest Microsoft Software

Service Packs certified by NICE.

Below are two tables that list the latest Microsoft Software Service Packs certified by NICE for

servers and client machines.

Windows Server and SQL Server Service Packs

Microsoft Software Service Pack

Windows 2012
Datacenter 64-bit

Windows 2012
Standard 64-bit

Windows 2012 R2
Datacenter 64-bit

NICE Release Comment

NICE Engage Platform 6.x

NICE Engage Platform 6.x

NICE Engage Platform 6.x

Configuration Guide - Cross-Release
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2: Microsoft Software Service Packs Certified by NICE

Microsoft Software

Windows 2012 R2
Standard 64-bit

Windows 2016
Datacenter 64-bit
Windows 2016
Standard

64-bit

Windows 2016
Datacenter 64-bit

Windows 2016
Standard 64-bit

SQL Server 2012
Enterprise Edition 64-bit

SQL Server 2012
Standard 64-bit

SQL Server 2012
Enterprise Edition 64-bit

SQL Server 2012
Standard 64-bit

SQL Server 2012
Standard 64-bit

Service Pack

Supported

Creator
Updates:

Version 1709

Supported

Creator
Updates:

Version 1709

SP1

SP1

SP2

SP2

SP3

NICE Release

NICE Engage Platform 6.x

NICE Engage Platform 6.x

NICE Engage Platform 6.x

NICE Engage Platform 6.x

NICE Engage Platform 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

Comment
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2: Microsoft Software Service Packs Certified by NICE

Microsoft Software

SQL Server 2012
Enterprise Edition 64-bit

SQL Server 2012
Enterprise Edition 64-bit

SQL Server 2012
Standard 64-bit

SQL Server 2012
Enterprise Edition 64-bit

SQL Server 2012
Enterprise Edition 64-bit

SQL Server 2014
Enterprise Edition 64-bit

SQL Server 2014
Standard 64-bit

SQL Server 2014
Enterprise Edition 64-bit

SQL Server 2014
Standard 64-bit

Service Pack

SP3

SP3 CU10 (KB
4025925)

SP4

SP4

SP4 (KB
4018073)

SP1

SP1

NICE Release

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x

NICE Engage Platform 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

Comment

CU Release Date:
August 08, 2017

NICE Certification
Date: March 13,
2020

CU Release Date:
October 05, 2017

NICE Certification
Date: March 13,
2020
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2: Microsoft Software Service Packs Certified by NICE

Microsoft Software

SQL Server 2014
Enterprise Edition 64-bit

SQL Server 2014
Standard 64-bit

SQL Server 2014
Enterprise Edition 64-bit

SQL Server 2014
Standard 64-bit

SQL Server 2014
Enterprise Edition 64-bit

SQL Server 2016
Enterprise Edition 64-bit

SQL Server 2016
Standard 64-bit

SQL Server 2016
Enterprise Edition 64-bit

Service Pack

SP2

SP2

SP3

SP3

SP3 CU4 (KB
4500181)

SP2

SP2

SP2 CU11

NICE Release

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x

NICE Engage Platform 6.x
NICE Sentinel 6.x
Playback Portal 6.8

NICE Engage Platform 6.x
NICE Sentinel 6.x
Playback Portal 6.8

NICE Engage Platform 6.x
NICE Sentinel 6.x
Playback Portal 6.8

Comment

CU Release Date:
July 29, 2019

NICE Certification
Date: February
14,2020
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2: Microsoft Software Service Packs Certified by NICE

Microsoft Software

SQL Server 2016
Standard 64-bit

SQL Server 2016
Enterprise Edition 64-bit

SQL Server 2016
Enterprise Edition 64-bit

SQL Server 2016
Enterprise Edition 64-bit

SQL Server 2016
Enterprise Edition 64-bit

SQL Server 2016
Enterprise Edition 64-bit

Service Pack

SP2 CU11

SP2 CU11 (KB
4527378)

SP2 CU12 (KB
4536648)

SP2 CU13 (KB
4549825)

SP2 CU14
(KB4564903)

SP2 CU15
(KB4577775)

NICE Release

NICE Engage Platform 6.x
NICE Sentinel 6.x
Playback Portal 6.8

NICE Engage Platform 6.x
NICE Sentinel 6.x
Playback Portal 6.8

NICE Engage Platform 6.x
NICE Sentinel 6.x
Playback Portal 6.8

NICE Engage Platform 6.x
NICE Sentinel 6.x
Playback Portal 6.8

NICE Engage Platform 6.x
NICE Sentinel 6.x
Playback Portal 6.8

NICE Engage Platform 6.x
NICE Sentinel 6.x
Playback Portal 6.8

Comment

CU Release Date:
September 12,
2019

NICE Certification
Date: January 20,
2020

CU Release Date:
February 25, 2020

NICE Certification
Date: March 17,
2020

CU Release Date:
May 28, 2020

NICE Certification
Date: August 7,
2020

CU Release Date:
August 6, 2020

NICE Certification
Date: August 28,
2020

CU Release Date:
September 28,
2020

NICE Certification
Date: October 8,
2020
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2: Microsoft Software Service Packs Certified by NICE

Microsoft Software

SQL Server 2016

Enterprise Edition 64-bit

SQL Server 2016

Enterprise Edition 64-bit

SQL Server 2016

Enterprise Edition 64-bit

SQL Server 2016
Standard 64-bit

Service Pack

SP2 CU16
(KB5000645)

SP2 CU17
(KB5001092)

SP3
(KB5003279)

SP3
(KB5003279)

NICE Release Comment
NICE Engage Platform 6.x CU Release Date:
NICE Sentinel 6.x February 11, 2021

NICE Certification

Date: March 29,
2021

NICE Engage Platform 6.x CU Release Date:
NICE Sentinel 6.x March 29, 2021
NICE Certification

Date: April 23,
2021

NICE Engage Platform 6.x SP Release Date:

NICE Sentinel 6.x September 15,
2021

NICE Certification
Date: January 22,

2022
NICE Engage Platform 6.x SP Release Date:
NICE Sentinel 6.x September 15,
2021

NICE Certification

Date: January 22,
2022

Windows Client Software Service Packs

Microsoft Software

Windows 10

SP/Creator Update

NICE Release Comment

NICE Engage Platform 6.x
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2: Microsoft Software Service Packs Certified by NICE

Microsoft Software SP/Creator Update NICE Release Comment

Windows 10 Supported Creator Updates: = NICE Engage Platform 6.x
Version 1511
Version 1703
Version 1709
Version 1803
Version 1809
Version 1903
Version 1909
Version 2004
Version 20H2
Version 21H1
Version 21H2

Windows 11 Supported Creator Updates: = NICE Engage Platform 6.x
Version 21H2
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Microsoft Server Operating Systems

This section provides information regarding Microsoft Server Operating Systems. This includes
secure solutions, updates, and guidelines.

The list of the certified Microsoft Server Operating Systems versions is in the Certified Servers
Guide. For the detailed information on the specific version, see the Microsoft Windows Server
Configuration Guide.
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Microsoft Client Operating Systems

This section provides information regarding Microsoft Client Operating Systems. This includes
secure solutions, updates, and guidelines.

In addition to the operating systems that are highlighted in this section, NICE Engage Platform was
also certified for Windows 7, 8/8.1, and 10.

Contents
G Al L 28
WiINdoWs 7 32-bit/64- 00t L. 29
Windows 8 and Windows 8.1 32-bit/64-bit ... 35
WINAOWS 10 32-Dit/04- Dt . 39
WINAOWS 11 B4-D0t 43
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4: Microsoft Client Operating Systems

General

General

Localization

NICE does not support machine names and/or domain names with non-ASCII characters (IRl) on
Client workstations.

Configuration Guide - Cross-Release
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4: Microsoft Client Operating Systems
Windows 7 32-bit/64-bit

Windows 7 32-bit/64-bit
Client Application Compatibility

NICE Systems supports the following editions of Microsoft Windows 7 in both 32-bit and 64-bit

configurations:

Microsoft Windows 7 Professional Edition

Microsoft Windows 7 Enterprise Edition

Microsoft Windows 7 Ultimate Edition

The following table shows the compatibility of NICE Engage Platform client applications with

Microsoft Windows 7:

(@) Important!

of Internet Explorer.

NICE Applications and the Set Security feature support only the 32-bit version

(*) These components must be installed with the UAC turned OFF.

Table 4-1: Compatibility With Microsoft Windows 7 32-bit and 64-bit by Release

Windows 7

Application

Screen Agent Approved
ROD Client Approved
Standalone NICE Player and Approved

NICE Player Codec Pack
Reporter Viewer Approved

NICE Applications (including Set = Approved
Security)

Survey Manager Approved

NICE Engage 6.x

Windows 7

Approved
Approved

Approved

Approved

Approved

Approved

Configuration Guide - Cross-Release
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4: Microsoft Client Operating Systems

Using Silent Installation to Install Client Applications

Table 4-1: Compatibility With Microsoft Windows 7 32-bit and 64-bit by Release (continued)

Application

VRA

Media Library

BSF Tool kit

NICE Sentinel Remote Client

Desktop Analytics (using PO
Client)

RTS

NICE Engage 6.x

Windows 7 Windows 7
32-bit 64-bit
Approved Approved
Approved Approved
Approved Approved
Approved Approved
Approved NICE Approval

Approved

Approved

Using Silent Installation to Install Client

Applications

NOTE: The commands listed below are applicable to both Microsoft Windows 7
32-bit and 64-bit operating systems.

Use the following commands to install NICE Engage Platform client-side applications using the
silent installation on workstations running Microsoft Windows 7 (usually from a central
deployment server, such as SMS/SCCM 2007, etc.):

Set Security Application below.

NICE Player and NICE Player Codec Pack on the facing page.

Reporter Viewer on the facing page.

NICE ScreenAgent on the facing page.

Record on Demand on page 32.

PO Client on page 32

NICE Insight to Impact Bridge on page 32

Nice BSF Toolkit on page 32

Set Security Application

Enter in the Command line:

Configuration Guide - Cross-Release
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4: Microsoft Client Operating Systems
NICE Player and NICE Player Codec Pack

SetSecurityApp.exe Server <nnnn>

NICE Player and NICE Player Codec Pack

Enter in the Command line:
msiexec /i "Nice Player.msi" /gn

msiexec /i "Nice Player Codec Pack.msi" /qn

Reporter Viewer

Enter in the command line:
ReporterViewer.exe /S /D=<ReporterViewer installation folder>
or

msiexec /i "ReporterViewer.msi" /qn
NICE ScreenAgent

= To install NICE ScreenAgent using a silent installation:

1. Copy the NICE ScreenAgent installation folder to a temporary location on the server on which
you want to run the silent installation.

2. Extract the .msi files by running the following command in the Run window:
<Path\Setup.exe file> /t:<Path\target folder> /c

Here <Path\Setup.exe file> is the path to the Setup file in the NICE ScreenAgent installation folder
and <Path\target folder> is the path to the folder to which you want to extract the .msi files.

(2) IMPORTANT

You must leave a space (not an underscore) after <path to Setup.exe file> and after
<target folder> .

This command extracts two .msi files to the target folder:
screenagentxp.msi - (32-bit installation)

screenagentxp64.msi - (64-bit installation)

3. Toinstall the NICE ScreenAgent software, run one of the following procedures (for details
about configuring the parameters see Configuring NICE ScreenAgent Installation Parameters, in
the ScreenAgent Installation and Configuration Guide):

If you are running the silent installation locally on each client machine, in the Run
window, run the following command:

msiexec.exe /i <full path to .msi file> /q SYSADMIN = <Application Server Host Name>
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Record on Demand

{g) Important!

You must leave a space (not an underscore) after msiexec, after /i, after <full path to
.msi file>, and after q.

_or-

If you are deploying NICE ScreenAgent using a publishing application, configure the
publishing application to run the relevant .msi file.

NOTE:

You can use any publishing application that supports .msi files.

After completing the installation, you configure the NICE ScreenAgent in the System
Administrator.

Record on Demand

Enter in the Command line:
msiexec /i "RODSetup.msi" /gn SERVERURL=<nnnn> LAUNCH="No" ALLUSERS=1

in which “nnnn” is the Host Name

PO Client

Enter in the command line:
msiexec /i "Full path to the NICE Real-Time Client.msi" /qn STANDALONE="1"
EGDEFAULTP="full path for project. XML"

NICE Insight to Impact Bridge

Enter in the command line:

msiexec /i "full path to the NICE Insight to Impact Bridge.msi file" /qn EGHOST="
Application Server HostName "

Nice BSF Toolkit

For NICE Engage Platform, in the Command line, enter the following:

msiexec /i "NICE BSF Toolkit.msi" /qn
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Manually Installing Client Applications

NOTE:

The procedures listed below are applicable to NICE Engage Platform 6.x client-
side components on workstations running Microsoft Windows 7 32-bit or 64-bit
operating systems.

Keep in mind that:

In NICE Engage Platform 6.x, UAC can be turned on during the
installation of the client-side applications.

= To install client-side applications on workstations with Microsoft Windows 7:

1. Locate the application installation directory.

The default path for NICE Player, NICE Player Codec Pack, Reporter Viewer, and Record on
Demand is:
\\server_name\...\Program Files\NICE Systems\Applications\Client Side Applications

2. Copy the required application installation file(s) to the local computer.
3. Login to the workstation using a User with Administrative privileges.

4. Refer to Windows 7 32-bit/64-bit on page 29 to see if the component requires that the UAC be
turned Off. If the UAC can remain on, run the installation wizard.

If the UAC must be turned off, do one of the following:

If you logged in under the Built-in Administrator, in the Local Group Policy Editor
window, set the User Account Control: Admin Approval Mode for the Built-in
Administrator policy to Disabled.
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Figure 4-1: Local Group Policy Editor Window
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= Ifyou logged in under another user with Administrative privileges, in the Local Group
Policy Editor window, set the User Account Control: Run all administrators in Admin
Approval Mode policy to Disabled.

Figure 4-2: Local Group Policy Editor Window
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5. Run the installation wizard.
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Windows 8 and Windows 8.1 32-bit/64-bit

Client Applications Compatibility

NICE Engage Platform 6.x supports the following editions of Microsoft Windows 8 and Microsoft
Windows 8.1, in both 32-bit and 64-bit configurations:

Microsoft Windows 8 Professional Edition
Microsoft Windows 8 Enterprise Edition
Microsoft Windows 8.1 Professional Edition
Microsoft Windows 8.1 Enterprise Edition

The following table shows the compatibility of NICE Engage Platform 6.x client applications with
Microsoft Windows 8/8.1:

Table 4-2: Compatibility With Microsoft Windows 8 and 8.1 32-bit and 64-bit for Engage Platform 6.x

Windows 8 Windows 8 Windows 8.1 Windows 8.1

Application 32-bit 64-bit 32-bit 64-bit

Screen Agent Approved Approved Approved Approved

ROD Approved Approved Approved Approved

Standalone NICE Player Approved Approved Approved Approved

and NICE Player Codec

Pack

Reporter Viewer Approved Approved Approved Approved

NICE Applications Approved Approved Approved Approved

(including Set Security)

Survey Manager Not Approved Not Not Supported
Supported Supported

VRA Approved Approved Approved Approved

Media Library Approved Approved Approved Approved
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Table 4-2: Compatibility With Microsoft Windows 8 and 8.1 32-bit and 64-bit for Engage Platform 6.x (con-
tinued)

Windows 8 Windows 8 Windows 8.1 Windows 8.1

Application 32-bit 64-bit 32-bit 64-bit
BSF Tool Kit Approved Approved Approved Approved
NICE Sentinel Remote Not Approved Not Approved
Client Supported Supported

Real-Time Designer Approved Approved Approved Approved
NOTE:

The Real-Time Designer
cannot be installed on
Windows 8/8.1 in VMware
view.

The Real-Time Designer
requires .NET Framework 4
to be installed side-by-side
with .NET Framework 4.5
(the Windows 8/8.1
default).

Real-Time Client Approved Approved Approved Approved

NOTE:

The Real-Time Client
requires .NET Framework 4
to be installed side-by-side
with.NET Framework 4.5
(the Windows 8/8.1 default)

Using the Silent Installation to Install Client
Applications

Use the following commands to install NICE Engage Platform client-side applications with the
silent installation on workstations running Microsoft Windows 8 and Windows 8.1:

NICE Player and NICE Player Codec Pack on the facing page
NICE Screen Agent on the facing page

Record on Demand on page 38
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NICE Player and NICE Player Codec Pack
This topic describes how to install the NICE Player and NICE Player Codec Pack.

= To use NICE Player and NICE Player Codec Pack:

At the command-line prompt, type:
msiexec /i "Nice Player.msi" /gn

msiexec /i "Nice Player Codec Pack.msi" /gn

NICE Screen Agent

This section describes how toinstall NICE ScreenAgent by using the silent installation Use one of
the following methods:

Run the silent installation locally on each client machine on which you want to install NICE
ScreenAgent.

Use a publishing application to deploy NICE ScreenAgent on all the client machines.

= To install NICE ScreenAgent using a silent installation:

1. Copy the NICE ScreenAgent installation folder to a temporary location on the server where
you want to run the silent installation.

2. Extract the .msi files by running the following command in the Run window:
<Path\Setup.exe file> /t:<Path\target folder> /c

where <Path\Setup.exe file> is the path to the Setup file in the NICE ScreenAgent installation
folder and <Path\target folder> is the path to the folder with the .msi files to be extracted.

This command extracts two .msi files to the target folder:
screenagentxp.msi - (32-bit installation)

screenagentxp64.msi - (64-bit installation)

3. Toinstall the NICE ScreenAgent software, run one of the following procedures:

For local manual installation, in the Run window on each client machine, type the
following command:

msiexec.exe /i <full path to .msi file> /q SYSADMIN = <Application Server Host Name>

NOTE:
You must leave a space (not an underscore) after <path to Setup.exe file> and after

<target folder>.
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You must leave a space (not an underscore) after msiexec, after /i, after <full path to .msi
file>, and after q.

Or

For a batch installation, configure the publishing application to run the relevant .msi
file.

NOTE: You can use any publishing application that supports .msi files. After completing the
installation, configure the NICE ScreenAgent in the System Administrator.

Record on Demand

This topic describes how to install the Record on Demand application.

=} To use Record on Demand:

At the command-line prompt, type the following:
msiexec /i "RODSetup.msi" /gn SERVERURL=<nnnn> LAUNCH="No" ALLUSERS=1

Where nnnnis the Host Name.

Manually Installing NICE Client Applications

NOTE: The procedures listed below are applicable to all NICE Engage Platform client-side
components on workstations running Microsoft Windows 8/8.1 operating systems.
In NICE Engage Platform systems, UAC can be turned on while installing client-side
applications.

> To manually install NICE client-side applications on workstations with Microsoft
Windows 8 or Microsoft Windows 8.1:

1. Log in to the workstation with a valid user with administrative privileges.

2. Locate the application installation directory. The default path for NICE Player, NICE Player
Codec Pack, Reporter Viewer, and Record on Demand is:

\\server_name\...\Program Files\NICE Systems\Applications\Client Side Applications
3. Copy the required application installation file(s) to the local computer.

4. Run the installation wizard.
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Windows 10 32-bit/64-bit

NICE Engage Platform Release 6.x supports Windows 10. This section provides information on
Microsoft Windows 10 Operating system, both in the 32-bit and 64-bit versions.

Windows 10 Client Applications Compatibility

From NICE Engage 6.4 and up, Microsoft Windows 10 Professional Edition and Windows 10
Enterprise Edition are compatible with NICE client applications, in both 32-bit and 64-bit

configurations.

Table 4-3: Compatibility with Microsoft Windows 10 32-bit and 64-bit for NICE Engage Platform 6.x

Application
Screen Agent

Record on Demand/Stop on
Demand

Standalone NICE Player and
NICE Player Codec Pack

Reporter Viewer

QM Apps

Survey Manager

VRA

Media Library

BSF Tool Kit

NICE Sentinel Remote Client
Real-Time Designer

Real-Time Client

Windows 10 Pro

32-bit
Approved

Approved

Approved

Approved
Approved
Not approved
Not approved
Not approved
Approved
Approved
Approved

Approved

64-bit
Approved

Approved

Approved

Approved
Approved
Not approved
Not approved
Not approved
Approved
Approved
Approved

Approved

Windows 10 Enterprise

32-bit
Approved

Approved

Approved

Approved
Approved
Not approved
Not approved
Not approved
Approved
Approved
Approved

Approved

64-bit
Approved

Approved

Approved

Approved
Approved
Not approved
Not approved
Not approved
Approved
Approved
Approved

Approved

Configuration Guide - Cross-Release
Third Party Technical Guidelines (H1)

-39-



4: Microsoft Client Operating Systems

Using the Silent Installation to Install Client Applications

Table 4-3: Compatibility with Microsoft Windows 10 32-bit and 64-bit for NICE Engage Platform 6.x (con-
tinued)

Windows 10 Pro Windows 10 Enterprise
Application 32-bit 64-bit 32-bit 64-bit
NDM/SRT/RHT Approved Approved Approved Approved
Engage Search Approved Approved Approved Approved
Analytics Apps Approved Approved Approved Approved
High Availability Manager Not approved Not approved Notapproved Not approved
NICE Web Applications Approved Approved Approved Approved

Using the Silent Installation to Install Client
Applications

Use the following commands to install NICE Engage Platform client-side applications with the
silent installation on workstations running Microsoft Windows 10:

Reporter Viewer

NICE Player and NICE Player Codec Pack on the facing page
Record on Demand on the facing page

NICE BSF Toolkit on the facing page

RTI Client on the facing page

NICE Insight to Impact Bridge on the facing page

Reporter Viewer
= To install the Reporter Viewer Application:

1. Inthe command-line prompt, enter the following command:
ReporterViewer.exe /S /D=<ReporterViewer installation folder>
or

msiexec /i "ReporterViewer.msi" /gn

2. Afterinstalling the Reporter Viewer, install the SAP Business Object Bl platform located in the
following folder:
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C:\Program Files (x86)\Nice Systems\Reporter Viewer\32bitCA\32bit
In a silent installation BI platform, enter the following command:

setup.exe -r response.ini /g

NICE Player and NICE Player Codec Pack

= To install the NICE Player and NICE Player Codec Pack:

In the command-line prompt, enter the following command:
msiexec /i "Nice Player.msi" /qn

msiexec /i "Nice Player Codec Pack.msi" /qn

Record on Demand

= To install the Record on Demand:

At the command-line prompt, type the following;:
msiexec /i "RODSetup.msi" /qn SERVERURL=<nnn> LAUNCH="No" ALLUSERS=1

Where nnnis the Host Name.

NICE BSF Toolkit

= To install the NICE BSF Toolkit:

In the command-line prompt, enter the following command:

msiexec /i "NICE BSF Toolkit.msi" /gn

RTI Client

= To install the RTI Client:

In the command-line prompt, enter the following command:

msiexec /i "Full path to the NICE Real-Time Client.msi" /gn
STANDALONE="1" EGDEFAULTP="full path for project.XML"

NICE Insight to Impact Bridge

= To install the NICE Insight to Impact Bridge

In the command-line prompt, enter the following command:
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msiexec /i "full path to the NICE Insight to Impact Bridge.msi file" /qgn
EGHOST=" Application Server HostName"

Manually Installing NICE Client Applications

NOTE: The procedures listed below are applicable to all NICE Engage Platform client-side
components on workstations running Microsoft Windows 10 operating system.
In NICE Engage Platform systems, UAC can be turned on while installing client-side
applications.

To manually install NICE client-side applications on workstations with Microsoft
Windows 10:

1. Login to the workstation with a valid user with administrative privileges.

2. Locate the application installation directory. The default path for NICE Player, NICE Player
Codec Pack, Reporter Viewer, and Record on Demand is:

\\server_name\...\Program Files\NICE Systems\Applications\Client Side Applications
3. Copy the required application installation file(s) to the local computer.

4. Run the installation wizard.
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Windows 11 64-bit

NICE Engage Platform Release 6.7 and up supports Windows 11. This section provides information
on Microsoft Windows 11 Operating system 64-bit version.

Windows 11 Client Applications Compatibility

From NICE Engage 6.7 and up, Microsoft Windows 11 Pro Edition and Windows 11 Enterprise
Edition are compatible with NICE client applications.

Important! Before using Windows 11 Pro or Enterprise Editions with supported browsers,
configure the required browser. See Enabling IE Mode for Microsoft Edge Chromium on
page 56 or Adding the IE Tab to Google Chrome on page 79.

Table 4-4: Compatibility with Microsoft Windows 11 NICE Engage Platform 6.x

Windows 11 Pro Windows 11
Application 64-bit Enterprise 64-bit
ScreenAgent Approved Approved
Record on Demand/Stop on Demand Approved Approved
Standalone NICE Player and NICE Player Codec Pack Approved Approved
Reporter Viewer Approved Approved
QM Apps Approved Approved
Survey Manager Not approved Not approved
VolIP Recording Agent (VRA) Not approved Not approved
Media Library Approved Approved
BSF Tool Kit Approved Approved
NICE Sentinel Remote Client Approved Approved
Real-Time Designer Not approved Not approved
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Table 4-4: Compatibility with Microsoft Windows 11 NICE Engage Platform 6.x (continued)

Windows 11 Pro Windows 11
Application 64-bit Enterprise 64-bit
Real-Time Client Not approved Not approved
NDM/SRT/RHT Approved Approved
Engage Search Approved Approved
Analytics Apps Approved Approved
High Availability Manager Approved Approved
NICE Web Applications Approved Approved

Using the Silent Installation to Install Client
Applications

Use the following commands to install NICE Engage Platform client-side applications with the
silent installation on workstations running Microsoft Windows 11:

Reporter Viewer

NICE Player and NICE Player Codec Pack on the facing page
Record on Demand on the facing page

NICE BSF Toolkit on the facing page

RTI Client on the facing page

NICE Insight to Impact Bridge on the facing page

Reporter Viewer
= To install the Reporter Viewer Application:

1. Inthe command-line prompt, enter the following command:
ReporterViewer.exe /S /D=<ReporterViewer installation folder>
or

msiexec /i "ReporterViewer.msi" /gn

Configuration Guide - Cross-Release
Third Party Technical Guidelines (H1) - 44 -



4: Microsoft Client Operating Systems

Using the Silent Installation to Install Client Applications

2. Afterinstalling the Reporter Viewer, install the SAP Business Object Bl platform located in the
following folder:

C:\Program Files (x86)\Nice Systems\Reporter Viewer\32bitCA\32bit
In a silent installation BI platform, enter the following command:

setup.exe -r response.ini /q

NICE Player and NICE Player Codec Pack

= To install the NICE Player and NICE Player Codec Pack:

In the command-line prompt, enter the following command:
msiexec /i "Nice Player.msi" /gn

msiexec /i "Nice Player Codec Pack.msi" /qn

Record on Demand

= To install the Record on Demand:

At the command-line prompt, type the following:
msiexec /i "RODSetup.msi" /gn SERVERURL=<nnn> LAUNCH="No" ALLUSERS=1

Where nnnis the Host Name.

NICE BSF Toolkit

= To install the NICE BSF Toolkit:

In the command-line prompt, enter the following command:

msiexec /i "NICE BSF Toolkit.msi" /qgn

RTI Client

= To install the RTI Client:

In the command-line prompt, enter the following command:

msiexec /i "Full path to the NICE Real-Time Client.msi" /gn
STANDALONE="1" EGDEFAULTP="full path for project.XML"

NICE Insight to Impact Bridge

= To install the NICE Insight to Impact Bridge

In the command-line prompt, enter the following command:
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msiexec /i "full path to the NICE Insight to Impact Bridge.msi file" /qgn
EGHOST=" Application Server HostName"

Manually Installing NICE Client Applications

NOTE: The procedures listed below are applicable to all NICE Engage Platform client-side
components on workstations running Microsoft Windows 11 operating system.

In NICE Engage Platform systems, UAC can be turned on while installing client-side
applications.

= To manually install NICE client-side applications on workstations with Microsoft
Windows 11:

1. Login to the workstation with a valid user with administrative privileges.

2. Locate the application installation directory. The default path for NICE Player, NICE Player
Codec Pack, Reporter Viewer, and Record on Demand is:

\\server_name\...\Program Files\NICE Systems\Applications\Client Side Applications
3. Copy the required application installation file(s) to the local computer.

4. Run the installation wizard.
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{g) Important!

Microsoft announced that Internet Explorer 11 (IE11) desktop application will be retired on
June 15, 2022.

For more information, see Internet Explorer 11 desktop app retirement FAQ.

NICE Engage Platform is fully compatible with Microsoft Edge Chromium and Google Chrome
browsers.

= To continue working in your NICE environment, follow one of these options:

= Use the Microsoft Chromium Edge browser in IE mode. This is the official Microsoft
alternative to IE11. Microsoft have stated that they are committed to supporting this
solution until at least 2029.

For more details, see The future of Internet Explorer on Windows 10 is in Microsoft Edge.

To configure Microsoft Edge Chromium with IE Mode for Engage, see Microsoft Edge
Chromium with IE Mode on page 53.

= Use the Google Chrome browser with IE Tab. IE Tab is a certified extension to Chrome from
Blackfish Software that fully supports IE11.

For more details, see |E Tab - Run Internet Explorer Inside Chrome.

To configure Google Chrome with the IE Tab Extension for Engage, see Google Chrome with
the |IE Tab Extension on page 75.

Contents

Internet EXPlOrer 10 48
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Internet Explorer 11

Internet Explorer 11

This section describes compatibility of Internet Explorer 11 with NICE Web Applications.

Comp athI|ItY of NICE Web Applications with
Internet Explorer 11 32, 64-bit

Product NICE Engage Platform, NICE Sentinel, NICE Advanced Process
Automations, Engage Search

Release NICE Sentinel:
NICE Sentinel Remote Client: R6.x.

NOTE: Internet Explorer works with Sentinel Remote Client
only when using compatibility mode (Compatibility mode is
the Microsoft Internet Explorer default mode). For more
information, see the Sentinel Installation and Configuration
Guide.

NICE Advanced Process Automation

Synopsis Windows 10 Professional 32/64-bit (from Engage 6.4 and up)
Windows 10 Enterprise 32/64-bit (from Engage 6.4 and up)
Windows 8.1 Professional 32/64-bit
Windows 8.1 Enterprise 32/64-bit
Windows 7 Professional SP1 32/64-bit
Windows 7 Enterprise SP1 32/64-bit
Windows 7 Ultimate SP1 32/64-bit
Windows Server 2008 R2 SP1 Standard Edition 64-bit
Windows Server 2008 R2 SP1 Enterprise Edition 64-bit
Windows Server 2012 R2 Standard 64-bit
Windows Server 2012 R2 Datacenter 64-bit

Prerequisite Updates for Internet Explorer 11

During the installation of Internet Explorer 11 for Windows 7 SP1 or Windows Server 2008 R2 SP1,
prerequisite components are installed as well. If the prerequisite components cannot be installed,
the installation stops. In this case, install the following prerequisite updates manually:

KB2729094
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KB2731771
KB2533623
KB2670838
KB2786081
KB2834140

General Description and Conclusions

General tests were performed using Internet Explorer 11 (IE11) with NICE Engage Platform 6.x.

Conclusions

The NICE Engage Platform is compatible with all tested operating systems with the following
limitations:

Run only one NICE Engage Platform Applications Suite per browser.
Use XBAP with the Windows 8.1 and Windows 7 client systems only.

For Internet Explorer 11 on Windows 10, Windows 8.1 and Windows 7, you must have NICE
Engage Platform 6.x.

See NICE Web Applications Known Issues with Internet Explorer 11 on the next page.

Using XBAP with Internet Explorer

When using XBAP, the Tool menu disappears from the Internet Explorer tool bar. To view
the tool menu, you can do one of the following:
Open a new tab. The Tools menu will be available in the new tab.

Click the Internet Options button in Internet Explorer and use the Internet Options
window. If this button does not appear, right-click in the Button bar and add it.

The URL address to any NICE Engage Platform projects you were using will be different
when using XBAP.

Instead of the ASPX link http://<server

name>/NiceApplications/Desktop/webpage/DeskTopWebForm.aspx, the new address will
be

http://<server name>/NiceApplications/Desktop/XbapApplications/NiceDesktop.XBAP.
NICE Engage Platform 6.x is designed to work only with XBAP, but not with ASPX.

If you previously created shortcuts/favorites, then replace all previously saved links to the new
address.

For more information on setting up XBAP, see the Workstation Setup Guide
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NICE Web Applications Known Issues with
Internet Explorer 11

{n) Important!

NICE Applications and the Set Security feature support only the 32-bit version of Internet
Explorer.

The following section describes known issues when using Internet Explorer 11:

When the NICE Application Server is identified as an Internet site, the following message may
appear:

NICE Applications Suite requires Microsoft.NET framework version 3.5 or higher Installed on this
computer. Install the proper version and restart the Web browser.

NICE Perform
Applications Suite requires
Microsoft .NET framework
version 3.5 or higher
Installed on this computer.
Install the proper version
and restart the Web
browser.

Configuring Internet Explorer 11 to Disable
Protected Mode

Perform the following procedure to configure Internet Explorer 11 to disable Protected Mode.

=k To disable Protected Mode:
1. Run Internet Explorer 11. Right-click the Internet Explorer icon, and select Run as Admin.

2. Onthe Menu Bar, select Tools, and then Internet Options.

The Internet Options windows appears:
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Figure 5-1: Internet Options Window

Internet Options

Select a zone to view or change security settings,

[21x]

General  Security |Privacy I Cnntentl Cnnnectinnsl Programs | Advancedl

¢ 4 v O

Internet Localintranct  [EVEESEEEEE  Restricted
sikes

Trusted sites =
ites
’7 This zone contains wehsites that you ~

v trust not to damage your computer or
wour Files,
“fou have websites in this zone.

Security level For this zone
Allowed levels far this zone: Al

- | - Medium
- Prompts before downloading potentially unsafe
conkent

-_|_|- - Unsigned Activex cantrols will nak be downloaded

™ Enable Protected Mode (requires restarting Internet Explorer)

Custom level. .. Default level

Reset all zones ta defaulk level

o] I Cancel | Apply

3. Click the Security tab. In the Security level for this zone area, make sure that Enable Protected

Mode is not selected.

4. Click OK.
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Microsoft Edge Chromium with IE Mode

This section describes compatibility of the Microsoft Edge Chromium browser in IE Mode with
NICE Web Applications.

Contents
Compatibility of NICE Web Applications with Microsoft Edge Chromium in IE Mode ............... 54
Enabling IE Mode for Microsoft Edge Chromium ..., 56
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Compatibility of NICE Web Applications
with Microsoft Edge Chromium in IE Mode

Browser Support Policy

Microsoft Edge Latest supported public version

Chromium IE Mode

Product NICE Engage Platform, NICE Sentinel, NICE Advanced Process
Automation, Engage Search, NICE Playback Portal, Compliance
Center

Release NICE Engage Platform 6.x

Compliance Center 8.9 and above
NICE Sentinel:
NICE Sentinel Server

NICE Sentinel Remote Client

Synopsis Windows 10 Pro 32/64-bit
Windows 10 Enterprise 32/64-bit
Windows 8.1 Professional 32/64-bit
Windows 8.1 Enterprise 32/64-bit
Windows 7 Professional SP1 32/64-bit
Windows 7 Enterprise SP1 32/64-bit
Windows 7 Ultimate SP1 32/64-bit
Windows Server 2012 R2 Standard 64-bit
Windows Server 2012 R2 Datacenter 64-bit
Windows Server 2016
Windows Server 2019
Windows 11 Pro 64-bit
Windows 11 Enterprise 64-bit

Configuration Guide - Cross-Release
Third Party Technical Guidelines (H1) -54 -



6: Microsoft Edge Chromium with IE Mode

Client Application Compatibility

Client Application Compatibility

The following table shows the NICE Engage Platform 6.x client applications compatible with the IE-
Tab extension in Microsoft Edge Chromium.

IE Tab (Version 9.5.2.1, 13.x, 14.x) Extension
Application in Google Chrome (Version 49 and above)
Analytics Apps Approved
NICE Web Applications Approved
QM Apps Approved
RTA Approved
Engage Search Approved
Reporter Approved
NICE Sentinel Remote Client Approved
NICE Playback Portal Approved
Engage Search Approved
Compliance Assurance Approved
Policy Manager Approved
Fraudster Exposure Approved
Authentication spotlight Approved
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Enabling IE Mode for Microsoft Edge
Chromium

This section describes how to use Edge Chromium in IE Mode to access NICE Web Applications.
This is necessary because Edge Chromium does not support ActiveX controls, Browser Helper
Objects, VBScript, or other legacy technology. To access the NICE Web Applications that use this
technology, you can configure Edge Chromium to automatically load these sites in IE Mode.

Before you configure Edge Chromium with IE Mode, make sure that all your workstations have the
latest version of Edge Chromium as well as IE11, as I[E Mode utilizes Internet Explorer
components.

Enabling IE Mode in Edge Chromium includes the following steps:

1. Configuring the Edge Chromium Policy Settings on Windows below
2. Configuring the Internet Explorer Integration Policy on page 58

3. Configuring the Enterprise Mode Site List on page 60

4. Configuring the Enterprise Mode Site List Policy on page 62

5. Disabling download file type extension-based warnings for xbap file types on domain on
page 66

6. Configuring the Standards Mode Site List Policy on page 68
7. Testing the IE Mode Configuration on page 70

8. |E Mode Limitations on page 73

Configuring the Edge Chromium Policy Settings on Windows

You can use group policy objects to configure policy settings for Microsoft Edge Chromium. To
configure Edge Chromium with group policy objects, you have to install administrative templates:

= Depending on your Platform, select the latest stable Channel/Version, Build, and click GET
POLICY FILES to download the Microsoft Edge policy templates file from Download and
deploy Microsoft Edge for business.

®  Depending on your Platform, select the latest stable Channel/Version, Build, and click
DOWNLOAD to download the latest Microsoft Edge version.
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Select channelfversion @ Select build Select platform

CHANNEL/VERSION v

BUILD v ‘ ‘ PLATFORM v

L DOWNLOAD L GET POLICY FILES

The policy template files add rules and settings for Microsoft Edge to the group policy in your
Active Directory domain or to the Policy Definition template folder on your individual computer, as
described in:

B To Add the Administrative Template to the Active Directory: below

B To Add the Administrative Template to an Individual Computer: on the next page

= To Add the Administrative Template to the Active Directory:

1. Onadomain controller or workstation with RSAT, browse to the PolicyDefinition folder (also
known as the Central Store) on any domain controller for your domain.

For older versions of Windows Server, you may need to create the PolicyDefinition folder. For
more information, see How to create and manage the Central Store for Group Policy
Administrative Templates in Windows.

2. Open MicrosoftEdgePolicyTemplates, and go to windows > admx.

3. Copy the msedge.admx file to the PolicyDefinition folder. (Example:
%systemroot%\sysvol\domain\policies\PolicyDefinitions)

4. Inthe admx folder, open the appropriate language folder. For example, if you're in the U.S,,
open the en-US folder.

5. Copy the msedge.adml file to the matching language folder in the Policy Definition folder.
Create the folder if it does not already exist. (Example:
%systemroot%\sysvol\domain\policies\PolicyDefinitions\EN-US)

6. If your domain has more than one domain controller, the new ADMX files will be replicated to
them at the next domain replication interval.

7. To confirm the files loaded correctly, open the Group Policy Management Editor from
Windows Administrative Tools and expand Computer Configuration > Policies >
Administrative Templates > Microsoft Edge. You should see one or more Microsoft Edge
nodes as shown below.
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'=[ Local Group Policy Editor O =
File Action View Help

Lol ANl RESN ? Nl ¢

'=[ Local Computer Policy Setting - State

v & Computer Configuration
| Software Settings
| Windows Settings
~ [ Administrative Templates

| Control Panel

| Microsoft Edge
~| Microsoft Edge - Default Settings (users can override)
| Metwork

Printers

Server

Start Menu and Taskbar
System

Windows Components

4 All Settings

Configure InPrivate mode availability
onfigure Internet Explorer integration
\i=] Configure list of force-installed Web Apps

\iz] Configure Online Text To Speech
\iz] Configure the Enterprise Mode Site List

\iz] Configure the list of names that will bypass the HSTS pelicy ..

\iz] Configure tracking prevention exceptions for specific sites

\iz] Configure whether a user always has a default profile autom...
\iz] Continue running background apps after Microsoft Edge cl...
\iz] Control communication with the Experimentation and Conf...

\iz] Control where developer tools can be used
\iz] Control where security restrictions on insecure origins apply
|i=| Define a list of allowed URLs

8. Continue with Configuring the Internet Explorer Integration Policy below.

= To Add the Administrative Template to an Individual Computer:

Mot configured

Mot configured
Mot configured
Mot configured
Not configured
Not configured
Not configured
Not configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot confiqured

1. On the target computer, open MicrosoftEdgePolicyTemplates, and go to windows > admx.

2. Copy the msedge.admx file to your Policy Definition template folder. (Example:
C:\Windows\PolicyDefinitions)

3. Inthe admx folder, open the appropriate language folder. For example, if you're in the U.S.,
open the en-US folder.

4. Copy the msedge.adml file to the matching language folder in your Policy Definition folder.
(Example: C:\Windows\PolicyDefinitions\en-US)

5. To confirm the files loaded correctly either open Local Group Policy Editor directly (Windows
key + R and enter gpedit.msc) or open MMC and load the Local Group Policy Editor snap-in. If
an error occurs, it's usually because the files are in an incorrect location.

6. Continue with Configuring the Internet Explorer Integration Policy below.

Configuring the Internet Explorer Integration Policy

To enable IE Mode in Edge Chromium you need to configure the Internet Explorer integration
settings in the group policy.
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=} To configure the Internet Explorer integration policy:

1. Inthe Group Policy Management Editor, browse to Policies > Administrative Templates
Policy definitions > Microsoft Edge.

4 Group Policy Management Editor
File Adion View Help
e 2@ HEm T

1] Edge [DCSO0TPOTLABX.COZA] Policy
~ ¥ Co Configuration
« . Ptfficies
2| Software Settings
= Windows Settings
- @ Templates: Policy
7 Control Panel

| LAPS
| O

| Mierosoft Edge Update
7 Netwerk
1 Printers
1 Server
2| Start Menu and Taskbar
2 System
2 Windows Companents
2 M Sattings
| Preferences
« & User Configuration
« [ Policies
7 Software Settings
= Windows Settings
[ Administrative Tamplates: Policy

«

156 setting(s)

(ADMX files) retrieve

| Microsoft Edge - Default Settings (users can override)

[ADMX files) retrieve *
»

Allow or block video capture

Edit policy setting

Requirements:
Microsoft Edge version 77,
Windows 7 or later

Description:
Control whether sites can capture
video.

If enabled or not configured
(default), the user will be asked
about video capture access for all
sites except those with URLs
configured in

the ‘VideoCaptureallowedUrls’
(Sites that con access video
capture devices without
requesting permission) policy list.
which will be granted access
without prompting.

If you disable this policy, the user
isn't prompted, and video capture

Setting State Camment
|&2) Block third party cookies Mat configured No
™ |12 Block tracking of users' web-browsing activity Nat configured No
|i2) Browser sign-in settings Mot configured No
i) Clear browsing data when Microsoft Edge doses Mot configured No
i Clear cached images and files when Microsaft Edge dases Mot configured No
&) Configure automatic sign in with an Active Directory domain . Nat configured No
&2) Configure Do Not Track Not configured No
&) Configure faverites Mot configured No
i Configure InPrivate mode availabili Mot mnfigured No
|E Configure Internet Explorer integration Mot configured No |
1 Configure list of force-installed Web Apps Not configured No
i Configure Online Text To Speech ot i Ng.
i Configure the Enterprise Mode Site List Not configured No |
[E=. Configure the list of names that will ypass the HSTS policy c. Mot configured No
&) Configure the list of sites for which Microsoft Edge will attem.. Mot configured No
i2) Configure the list of types that are exduded from synchroniz. Nt configured No
[i2] Configure the Share experience Nat configured No
i) Configure tracking prevention exceptions for specific sites Mot configured No
w L= Configure whether a user abwarys has a default profile automa.. Mot configured MNe

[

|, Extened £, Standarg |

2. Click Configure Internet Explorer integration. The Configure Internet Explorer integration

window appears.
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& Configure Internet Explorer integration (] X

fi I i i R > 3
] Configure Internet Explorer integration e Next Setting

) Not Configured ~ Comment:

(®) Enabled

(O Disabled

Supported on: Microsoft Edge version 77, Windows 7 or later

Options: Help:

For guidance about configuring the optimal experience for
Internet Explorer mode see https./go.microsoft.com/fwlink/?
Internet Explorer mode linkid=2094210

Configure Intemet Explorer integration

*0=None
* 1 = Internet Explorer mode

* 2 = Internet Explorer 11

3. Select the Enabled radio button, then, in the Options area select Internet Explorer mode
from the dropdown menu.

4. Click Apply, then click OK to close the Configure Internet Explorer integration window.

5. Continue with Configuring the Enterprise Mode Site List below.

Configuring the Enterprise Mode Site List

The Enterprise Mode Site List XML file lists the sites and domains that should automatically be
opened in |[E Mode in Edge Chromium.

= To configure the Enterprise Mode Site List:

1. Download and install the Enterprise Mode Site List Manager (schema v.2):
https://www.microsoft.com/en-us/download/details.aspx?id=49974.
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Gl

Enterprise
2. Open the Enterprise Mode Site List Manager application Il

The Enterprise Mode Site List Manager for v.2 schema window appears.

File Help Configure IE mode

Search: Version: 4

= Created On: 07/10/2020 10:07:44 (UTC1)
URL Open In Standalone IE  Allow Redirect Compat Mode

Notes about URL:

Edit Delete

3. Click Add. The Add new website window appears.

URL:

Open In: | IE11 ¥ | Standalone IE: [] Allow Redirect: [

Compat Mode: | Default Mode i

Motes about URL:

[ %]

1]
iT

Ve Cancel
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4. Enter the following information:

a. Inthe URL field, enter your Engage FQDN without http or https. The Enterprise Mode Site
List Manager tool automatically attempts to run both versions during the validation of the
URL. If you are in an AD FS environment, you need to add the FQDN of the Federation
Service name.

b. From the Open In dropdown menu, select IE11.
¢. Ensure the Standalone IE check box and the Allow Redirect check box are unchecked.
d. From the Compat Mode dropdown menu, select IE 11 Document Mode.

e. Click Save. The Enterprise Mode Site List Manager window appears with the list of sites
you selected to open in IE Mode.

Enterprise Maode Site List Manager for v.2 schema

File Help Configure IE mode

Search:
URL OpeniIn Standalone IE Allow Redirect Compat Mode
bs-aa-app-acg.sys12.com IE11 False False IET11

5. Select File, then select Save to XML.

6. Copy the xml file to the Application server in the folder C:\inetpub\wwwroot.

PC » Local Disk (C:) » inetpub » wwwroot »

Fat

Mame Date medified Type Size
aspnet_client 12/27/2019 4:34 PM  File folder
Temp 10/27/2020 8:03 PM  File folder

a lisstart.hitm 1272772019 3:30 PM HTML Docurment 1 KB

=l iisstart.png 12/27/20193:30 PM  PNG File G2 KB

17

= Listxrnl 0/27/2020 3:59 PM XML Document 1KE

7. Continue with Configuring the Enterprise Mode Site List Policy below.

Configuring the Enterprise Mode Site List Policy

To enable IE Mode in Edge Chromium you need to configure the Enterprise Mode Site List policy
settings in the group policy.
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= To configure the Enterprise Mode Site List Policy:

1. Inthe Local Group Policy Editor (gpedit.msc), under Computer Configuration, browse to
Administrative Templates > Microsoft Edge.
=] Local Group Policy Editor — |

File Action Wiew Help
LI ARl 7 N Tk 4

=] Local Computer Policy ~ || Setting State
~ i Computer Configuration 3

- - == Configure favorites Mot configured
jl Sn.ftware SEttlfﬂgs \i=| Configure InPrivate mode availability Mot configured
| Windows Settings . . .
- . . \i=| Configure Internet Explorer integration Enabled
~ || Administrative Templates . . ) .
i=| Configure list of force-installed Web Apps Mot configured

| Control Panel =
w | Microsoft Edge

[ Application Guard setti
[ Cast =] Configure the list of names that will bypass the H5TS policy ... Mot configured

Configure Online Text To Speech Mot configured

.onfigure the Enterprise Mode Site List Mot configured

2. Click Configure the Enterprise Mode Site List. The Configure the Enterprise Mode Site List
window appears.

&= Configure the Enterprise Mode Site List o x

5] Configure the Enterprise Mode Site List Previous Setting Next Setting

(®) Not Configured Comment:

(O Enabled
(O Disabled
Supported on: [ figrosoft Edge version 78, Windows 7 or later
Options: Help:
Configure the Enterprise Mode Site List Fer guidance about configuring the optimal expenence for
Internet Explorer mode see https://go.microsoft.com/fwlink/?
linkid=20134210

Example value: https://internal.contoso.com/sitelist.om|

==
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3. Select the Enabled radio button, then in the Options area enter the location of your site list.

A Configure the Enterprise Mode Site List [m| X

E} Configure the Enterprise Mode Site List Bz SoHnT Next Setting

(0 Mot Configured Comment:

(®) Enabled

(O Disabled
Supported on: Microsoft Edge version 78, Windows 7 or later
Options: Help:
Configure the Enterprise Mode Site List For guidance about configuring.the optimal expgriencefor Internet
Explorer mode see https://go.microsoft.com/fwlink/?
'1ttp:,-",."bs-aa-app-acg.sys‘ll.com.-"List.xml|I linkid=2094210

Example value: https://internal.contoso.com//sitelistxml

NOTE: The location of your site list is in the Registry Editor: HKEY_LOCAL_
MACHINE\Software\Policies\Microsoft\Edge\

For example:

B Registry Editor = O X
File Edit View Favorites Help
HARDWARE ~ || Name Type Data
o z:cNLva 20 (Default) REG_SZ (value not sef)
o SOFTWARE 4"5'5"] InternetExplorerintegrationLevel REG_DWORD 00000001 (1)
W
- cl 3_‘_']IntemetExpIorerlntegrationSiteLi:t REG_SZ http://bs-aa-app-acg.sys12.com/Listxml
- asses
Clients
Intel
Microsoft
MICE Systems
----- Motepad++

ODBC
Partner

v | Policies

- Microsoft
Cryptography
Edge
; PeerDist
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Paolicies\Microsoft\Edge
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4. Click Apply, then click OK to close the Configure the Enterprise Mode Site List window.

5. Open Microsoft Edge, in the address bar, enter edge://compat/enterprise, then click Force

update.
e = m}
D Microsoft Edge Compatibility %+
< @) @ Edge I edge://compat/enterprise I Y5 3= 2
= Microsoft Edge Compatibility A Search compatibility
Enterprise Mode Site List
Sites on this list use Internet Explorer Mode with Microsoft Edge to automatically open in Internet Explorer 11. Once in
Internet Explorer 11, sites are rendered using a modified browser configuration that emulates IE8, IE7. and the IES - [E11
document modes to help avoid the common compatibility problems associated with web apps written and tested on an older
version of Internet Explorer. If you feel that a site should be removed from the list then please contact your system
administrator.
Version number
Location
Currently there are no entries in this list.
The Enterprise Mode Site List is updated.
- = O
D Microsoft Edge Compatibility x =
< @) @ Edge | edgey//compat/enterprise ¥ 3= 2
= Microsoft Edge Compatibility A search compatibility

Enterprise Mode Site List

Sites on this list use Internet Explorer Mode with Microsoft Edge to automatically open in Internet Explorer 11. Once in
Internet Explorer 11, sites are rendered using a modified browser configuration that emulates IE8, IE7, and the IE8 - IE11
document modes to help avoid the common compatibility problems associated with web apps written and tested on an older
version of Internet Explorer. If you feel that a site should be removed from the list then please contact your system
administrator.

Version number 1

Location http://bs-aa-app-acg.sys12.com/Listxml Force update

M We recommend https:// for a site list location because it's more secure than other options such as
= filey//, and http://

Domain Engine Allow Redirects
bs-aa-app-acg.sys12.com/ IE11 False
yp-adfs-provider.sys12.com/ IE11 False

6. Continue with Disabling download file type extension-based warnings for xbap file types on
domain on the next page.
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Disabling download file type extension-based warnings for xbap file types on

domain

For more information, see Disab

le download file type extension-based warnings for specified file

types on domains.

= To disable download file type extension-based warnings for xbap file types on domain:

1. In the Local Computer Policy, under Computer Configuration, browse to Administrative
Templates > Microsoft Edge.
e 5= BE T
'=[ Local Computer Policy ~ . Microsoft Edge
= Computer Confiquration ] 5 N Sett 5
“ Software Settings Dlsahle.downk}ad fllet:'ype etting tate
| Windows Settings EKtE.I'fI?::'If'.IIJaSEd warnl:gs f‘:‘lr [i=| Allow certificates signed using SHA-1 when issued by local t... Mot configured
[~ T Administrative Templates ] specified file types on domains Allow managed extensions to use the Enterprise Hardware P... Mot configured
| Control Panel Edit policy setting Allow 3 o the Fnterprize Mode Site List Manager ool Mot configured
| MICrosol ge isable download file type extension-based warnings for sp... Enabled
~| Application Guard settings Efqu"erge;njg S Control communication with the Experimentation and Conf... Mot configured
2. Double-click Disable download file type extension-based warnings for specific file types on

domains. The Disable download file type extension-based warnings for specific file types on

domains window appears.
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! & Disable download file type extension-based warnings for specified file types on domains O >

[
E‘ Dizable download file type extensicn-based warnings for specified file types on domains

|
| | Previous Setting Mext Setting
VMot roefio g Comment:

(®) Enabled
| O Disabled
. Supported on: Microsoft Edge version 83, Windows 7 or later
|
! Qptions: Help:

Show Contents Od X E

Disable download file type

warnings for specified file 4 Dizable download file type extension-based warnings for specified file types on domains

|
|
| L]
|
|
H

Show...

Walue

Corcel | 1

| oK || Cancel |' Apaly

3. Select the Enabled radio button, then in the Options area click Show.

The Show Contents window appears.
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Show Contents O >

Disable downlozd file type extension-based warnings for specified file types on domains

Value

4 { "fle_extension": "sbap", "domains": [""]}

Cance

4. Inthe Value field, enter the following value:
[ { "file_extension": "xbap", "domains": ["nicevm-49-197/Nice"] }

where "nicevm-49-197/Nice" is the NICE Engage URL.
5. Click OK.

6. Click Apply, then click OK to close the Disable download file type extension-based warnings
for specific file types on domains window.

7. Continue with Configuring the Standards Mode Site List Policy below.

Configuring the Standards Mode Site List Policy

To enable IE Mode in Edge Chromium you need to configure the Standards Mode Site List policy
settings in the group policy.

= To configure the Standards Mode Site List Policy:

1. Inthe Local Group Policy Editor (gpedit.msc), under Computer Configuration, browse to
Administrative Templates > Windows Components > Internet Explorer > Compatibility
View.
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Compatibility View

Turn on Internet Explorer Standards  Setting State

Mode for local intranet \i=] Turn on Internet Explorer 7 Standards Mode Mot configured

Turn off Compatibility View Mot configured

Edit pelicy setting
Turn on Internet Explorer Standards Mode for local intranet Enabled |

Requirements: || Turn off Compatibility View button Mot configured

At least Internet Explorer 8.0 \=| Include updated website lists from Microsoft Mot configured

Description: |i=| Use Policy List of Internet Explorer 7 sites Mot configured
escription:

This pelicy setting controls how |i=| Use Policy List of Quirks Mode sites Mot configured

2. Double-click Turn on Internet Explorer Standards Mode for local intranet. The Turn on

Internet Explorer Standards Mode for local intranet window appears.

& Turn on Internet Explorer Standards Mode for local intranet O x

E‘ Turn cn Internet Explorer Standards Mode for local intranet Next Setting

() Not Configured ~ Comment:
(®) Enabled
() Disabled
supported on | At least Internet Explorer 8.0
Cptions: Help:

This policy setting controls how Internet Explorer displays local | &
intranet content. Intranet content is defined as any webpage that
belongs to the local intranet security zone,

If you enable this policy setting, Internet Explorer uses the
current user agent string for local intranet content. Additionally,
all local intranet Standards Mode pages appear in the Standards
Muode available with the latest version of Internet Explorer. The
user cannct change this behavior through the Compatibility
View Settings dialog box,

Select the Enabled radio button.

Click Apply, then click OK to close the Turn on Internet Explorer Standards Mode for local
intranet window.

Continue with Testing the IE Mode Configuration on the next page.
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Testing the IE Mode Configuration

After configuring the Group Policy, check that the specified NICE Engage URL opens in IE Mode in
Edge Chromium.

= To test the IE Mode configuration:
1. Verify that the NICE Engage URL is added to the Trusted sites in Internet Properties:
a. Goto Internet Options.
b. Click the Security tab.
c. Click the Trusted sites icon.
d. Click the Sites button.

e. Enter the NICE Engage URL in the Add this website to the zone field.

General Security Privacy Content Connections Programs  Advanced

Select a zone to view or change security settings.

@ ¢ v O

Internet  Local intranet Trusted sites  Restricted

sites
Trusted sites
. . . Sites
#"  This zone contains websites that you
v trust not to damage your computer or
Trusted sites *

You can add and remove websites from this zone. All websites in
LY 4 this zone will use the zone's security settings.

Add this website to the zone:
(I Add

Websites:

https: //bs-aa-app-acg.sys12.com Remove

Require server verification (https:) for all sites in this zone

f. Click Add to add the website to the list.
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g. Click Close to close the Trusted sites dialog box.

NOTE: If you are in an SSL environment, from the Internet Options, you need to select the
Advanced tab, then select the Security options and clear the Do not save encrypted
pages to disk checkbox.

Internet Options ? *

General Security Privacy Content Connections Programs Advanced

Settings

5 Security ~
[ Allow active content from CDs to run on My Computer®
[ Allow active content to run in files on My Computer®
[ Allow software to run or install even if the signature is inv
[ Blodk unsecured images with other mixed content
Check for publisher's certificate revocation
Check for server certificate revocation™
Check for signatures on downloaded programs

Do not save encypted pages to disk

h. Click OK to apply your changes and close the Internet Options window.

2. Open Edge Chromium and log in to Engage: https://ENGAGE_FQDN/Nice.

® [f the IE Mode configuration is working, the Internet Explorer favicon will appear on the left
side of the navigation bar:

| & NICE Application Suite x | + - X
i O 8 https://bs-aa-app-acg.sys12.com/NiceApplications/Desktop/XbapApplications/NiceDesktop.... ¥1 ¥ . 20
e Would you like to set Microsoft Edge as your default browser? X

NICE®

| My Universe | Business Analyzer epor | Insight Manager ht | PBO Requests

= x|

=} ‘Organization
{H Active Directory
J;é Agent Center
@ Customer Center
‘% Distributed Cache
5% Import/Export
@ License Manager
@ Storage
-- Master Site

= When you click the Internet Explorer favicon, the following information appears:
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6: Microsoft Edge Chromium with IE Mode

Enabling IE Mode for Microsoft Edge Chromium

o & https//www.contoso.com

This page is open in Internet Explorer
mode

This mode allows organizational sites that only work
i Internet Explorer ta be opened in Microsoft Edge.

[ Compatibility Mode: IE11
L Protected Mode: On

E Lone: Internet

3. Inthe Application Run - Security Warning window, click Run.

& https/fbs-aa-app-acgsysl2cor X |+ n o
<~ O el https://bs-aa-app-acg.sys12.com/NiceApplications/Desktop/XbapApplications/... 3% = z
Q Would you like to set Microsoft Edge as your default browser?

X

Application Run - Security Warning

Publisher cannot be verified.
Are you sure you want to run this application?

Name:
MICE Application Suite

From (Hover over the string below to see the full domain):
bs-aa-app-acg.sys1d.com

Publisher:
Unknown Publisher

While applications from the Internet can be useful, they can potentially harm your computer. If
you do not trust the source, do not run this software, More Information...

TOTAT DY TES: U KD

Cancel

4. Loginto Engage.
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6: Microsoft Edge Chromium with IE Mode

Enabling IE Mode for Microsoft Edge Chromium

NOTE: If the following error message appears, you do not have all the required Windows
updates. See the prerequisites listed in About IE mode for the required versions of
Windows and Edge Chromium.

D Microsoft Edge Compatibility * MNew tab » | -+
o (O & Edge | edge://compat/enterprise

i} To open this page in Internet Explorer made, reinstall Microsoft Edge with administrator privileges.

IE Mode Limitations

Using multiple browser types at the same time, on the same workstation, is not supported in
Engage 6.x. For example, Microsoft Edge and Google Chrome can't both be open and in use on the
same workstation, at the same time.
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Google Chrome with the IE Tab Extension

This section describes compatibility of the Google Chrome browser with the |IE Tab Extension with
NICE Web Applications.

Contents
Compatibility of NICE Web Applications with the |IE Tab Extension in Google Chrome 32/64-
It 76
Adding the [E Tab to Google Chrome ... 79
NICE Web Applications Known Issues with the [E Tab in Google Chrome ............................. 88
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7: Google Chrome with the |IE Tab Extension

Compatibility of NICE Web Applications with the IE Tab Extension in Google Chrome 32/64-bit

Compatibility of NICE Web Applications
with the IE Tab Extension in Google Chrome
32/64-bit

Browser Support Policy
Google Chrome Latest supported public version
IE-Tab

Product NICE Engage Platform, NICE Sentinel, NICE Advanced Process
Automation, Engage Search, NICE Playback Portal, Compliance
Center

Release NICE Engage Platform 6.x
NICE Sentinel:

NICE Sentinel Server

NICE Sentinel Remote Client

Synopsis Windows 10 Pro 32/64-bit
Windows 10 Enterprise 32/64-bit
Windows 8.1 Professional 32/64-bit
Windows 8.1 Enterprise 32/64-bit
Windows 7 Professional SP1 32/64-bit
Windows 7 Enterprise SP1 32/64-bit
Windows 7 Ultimate SP1 32/64-bit
Windows Server 2012 R2 Standard 64-bit
Windows Server 2012 R2 Datacenter 64-bit
Windows Server 2016
Windows 11 Pro 64-bit
Windows 11 Enterprise 64-bit
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7: Google Chrome with the |IE Tab Extension

General Description and Conclusions

General Description and Conclusions

General tests were performed using the |IE Tab extension in Google Chrome with Engage Platform
6.X.

The NICE Engage Platform is compatible with all tested operating systems with the following
limitations:

You should run only one NICE Engage Platform Applications Suite per browser.

You should only use the XBAP technology with the Windows 7, Windows 8.1, Windows 10,
or Windows 11 client systems.

Client Application Compatibility

The following table shows the NICE Engage Platform 6.x client applications compatible with
Microsoft Edge Chromium in IE Mode.

IE Tab (Version 9.5.2.1, 13.x, 14.x) Extension
Application in Google Chrome (Version 49 and above)
Analytics Apps Approved
NICE Web Applications Approved
QM Apps Approved
RTA Approved
Engage Search Approved
Reporter Approved
NICE Sentinel Remote Client Approved
NICE Playback Portal Approved
Engage Search Approved
Compliance Assurance Approved
Policy Manager Approved
Fraudster Exposure Approved
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7: Google Chrome with the |IE Tab Extension

Client Application Compatibility

IE Tab (Version 9.5.2.1, 13.x, 14.x) Extension
Application in Google Chrome (Version 49 and above)

Authentication spotlight Approved
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7: Google Chrome with the |IE Tab Extension
Adding the IE Tab to Google Chrome

Adding the IE Tab to Google Chrome

The |E Tab is an extension that allows you to emulate Internet Explorer, while working in Google
Chrome.

= To add the IE Tab
1. Install and start Google Chrome.

2. C(lick the Customize and Control button and select Settings.

o

L

Mew tab
Mew windaw

MNew incognito window

History »
Downloads
Bookmarks L4

Zoom - 100%  +

Print...
Find...

Maore tools L4

Edit Cut Copy Paste

Settings

Help L4

Ewit

3. Inthe Settings window, open the Extensions tab.
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7: Google Chrome with the IE Tab Extension
Adding the IE Tab to Google Chrome

@ Welcome to Chrome X £t Settings x 4+

<« C & Chrome | chrome//settings & 6

Settings

G You and Google
- d You and Google
E Autofill
@  safetycheck
e Privacy and security v . >
@  Appearance
Get Google smarts in Chrome
Q. searchengine Sync and personalize Chrome across your devices
B  Defaultbrowser
Sync and Google services 3
0} On startup
Chrome name and picture 3
Advanced -
Import bookmarks and settings 3
.
Autofill
About Chrome
O+  Passwords 3
B  Payment methods 3
Q  Addresses and more »

4. Click the Main menu icon.

C @ Chrome | chrome://extensions *r

= Extensions Q, Developermode @

Google Docs Offline

&‘ Edit, create, and view your documents,
spreadsheets, and presentations — all without
internet access.

Details Remove ®

5. Click the Open Chrome Web Store tab.
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7: Google Chrome with the IE Tab Extension
Adding the IE Tab to Google Chrome

£t Settings X ¢ Extensions x 4+

C  ® Chrome | chrome://extensions w O

Extensions

Extensions

Keyboard shortcuts

Open Chrome Web Store =@

6. Inthe Search field, type in "IE Tab" and press Enter.

c @ chrome.google.com/u

£~ chrome web store

=] s

s Themes

7. Inthe Search results, find the IE Tab extension and click to open.

Extensions Meore extensions

Gy, IE Tab
-
(9 Offered by: www.blackfishsoftware.com
Display web pages using |E within Chrome. Use Java, Silv
IE Tab Py Heb prgss e

k20,836 Productivity

8. C(lick the Add to Chrome button.
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7: Google Chrome with the IE Tab Extension
Adding the IE Tab to Google Chrome

£~ chrome web store

Home > Extensions > IETab

c:; IE Tab

Offered by: www.blackfishsoftware.com
% o ok & 9k 20,836 | Productivity | & 4,000,000+ users

5 Offers in-app purchases

9. Inthe dialog box that appears, click Add extension.

@ Add "IE Tab"?

It can:

X

Read and change all your data on the websites you visit

Communicate with cooperating native applications

10. Click the Extensions icon, select Pin extension, then click the IE Tab button.

o | O :

. x
Extensions
Full access
These extensions can see and change informaticn on
this site.
® KT n :
£ Manage extensions
The IE Tab button is added to the Tool bar.
New Tab x  + - Cl 23
c 0 la * a e :

3 Apps @ Engage MDC A-A

Gmail  Images

11. The ietabhelper.exe file is automatically downloaded.
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7: Google Chrome with the |IE Tab Extension

Adding the IE Tab to Google Chrome

O ietabhelper.exe A

12. Open the ietabhelper.exe file and click Run.

Open File - Security Warning >
Do you want to run this file?

Mame: ChlUsers\depntau\Downloadshietabhelper.exe
Publisher: Blackfish Software, LLC
Type: Application

From: Ch\Users\depntau\Downloads\ietabhelper.exe

I Run Cancel

Always ask before opening this file

.-fx] While files from the Internet can be useful, this file type can potentially
l\ ﬂ; harm your computer. Only run software from publishers you trust,
- What's the risk?

13. The |IE address bar is added to Google Chrome.

£ Settings X | W Extensions X (D Chrome Web Store X +

« =2 C B IETab | chrome-extension://hehijbfgiekmijfkfjpbkbammjbdenadd/nhchtm#url=https://chrome.google.com/webstore/unsupported/hehijbfgie

|® Addresst|hnp5'h’cnrnmegnngle comiwebstore/unsupported/henibfgiskmjfkpbkbammjpdenadd?hi=en-US |

14. Click the Settings button (35).

The IE Tab Options and Settings window opens. Scroll down to the IE Compatibility Mode
area and select IE 11 Standard Mode.
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7: Google Chrome with the |IE Tab Extension

Adding the IE Tab to Google Chrome

IE Compatibility Mode

This feature enables you to emulate different versions of IE. On Windows the default
emulation mode is IE 7. In general you should use the "Forced" option.

Read more about these options at the |IE Team Blog

O IE 7 standards Mode

O IE 8 standards Mode

O IE 8 Forced Standards Mode
O IE 9 Standards Mode

O IE 9 Forced Standards Mode
O IE 10 standards Mode

O IE 10 Forced Standards Mode
@® |E 11 Standards Mode

O IE 11 Forced Standards Mode

15. Verify that the NICE Engage URL is added to the Trusted sites in Internet Properties:
a. Goto Internet Options.
b. Click the Security tab.
c. Click the Trusted sites icon.
d. Click the Sites button.

e. Enter the NICE Engage URL in the Add this website to the zone field.
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7: Google Chrome with the |IE Tab Extension

Adding the IE Tab to Google Chrome

ternet Options ? K
General Security Privacy Content Connections Programs  Advanced
Select a zone to view or change security settings.
@ ¢ v O
Internet  Local intranet Trusted sites  Restricted
sites
Trusted sites
) ) ) Sites
This zone contains websites that you
trust not to damage your computer or
Trusted sites *

You can add and remove websites from this zone, All websites in
this zone will use the zone's security settings.

Add this website to the zone:
(I Add

Websites:

https://bs-aa-app-acg.sys12.com Remaove

Require server verification (https:) for all sites in this zone

Click Add to add the website to the list.

Click Close to close the Trusted sites dialog box.

NOTE: Note: If you are in an SSL environment, from the Internet Options, you need to
select the Advanced tab, then select the Security options and clear the Do not save

[ Allow active content from CDs to run on My Computer®
[ Allow active content to run in files on My Computer®

[ allow software to run or install even if the signature is inv:
[ Blodk unsecured images with other mixed content

Check for publisher's certificate revocation

Check for server certificate revocation™

Check for signatures on downloaded programs

Bl Do not save encrypted pages to disk

encrypted pages to disk checkbox.
Internet Options ? e
General Security Privacy Content Connections Programs Advanced
Settings
% Security ~

h. Click OK to apply your changes and close the Internet Options window.
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7: Google Chrome with the |IE Tab Extension
Adding the IE Tab to Google Chrome

16. Verify that the Internet Explorer Standards Mode for local intranet is on:

a. Inthe Local Group Policy Editor (gpedit.msc), under Computer Configuration,
browse to Administrative Templates > Windows Components > Internet Explorer >

Compatibility View.

- Compatibility View
Turn on Internet Explorer Standards
Mode for local intranet
Edit policy setting

Requirements:
At least Internet Explorer 2.0

Description:
This policy setting controls how

Setting State
\i=] Turn on Internet Explorer 7 Standards Mode Mot configured

Turn off Compatibility View Mot configured

urn on Internet Explorer Standards Mode for local intranet Enabled |

\i=| Turn off Compatibility View button Mot configured
/2] Include updated website lists from Microsoft Mot configured
|i=| Use Policy List of Internet Explorer 7 sites Mot configured
|i=] Use Policy List of Quirks Mode sites Mot configured

b. Double-click Turn on Internet Explorer Standards Mode for local intranet. The Turn
on Internet Explorer Standards Mode for local intranet window appears.

& Turn on Internet Explorer Standards Mode for local intranet O

E‘ Turn on Internet Explorer Standards Mode for local intranet Next Setting

() Not Configured Comment:

(®) Enabled

() Disabled
Supported on:

Options:

At least Internet Explorer 8.0

Help:

This policy setting controls how Internet Explorer displays local
intranet content. Intranet content is defined as any webpage that
belongs to the local intranet security zone.

If you enable this policy setting, Internet Explorer uses the
current user agent string for local intranet content. Additionally,
all local intranet Standards Mode pages appear in the Standards
Mede available with the latest version of Internet Explorer, The
user cannot change this behavior through the Compatibility
View Settings dialog box,

c. Select the Enabled radio button.
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7: Google Chrome with the |IE Tab Extension

Adding the IE Tab to Google Chrome

d. Click Apply, then click OK to close the Turn on Internet Explorer Standards Mode for
local intranet window.

17. Open Google Chrome and click the IE Tab button that appears to the right of the address bar
on the tool bar.

= a X

New Tab x 4+
c (= # » 0
{-‘ Google Chrome isn't your default browser X

18. In the address bar enter the Engage URL (https://ENGAGE_FQDN/Nice).

- o x
Q nttp/fmwwictabnetiie-tab-doc. X+

C % [ETsb | chrome-exts ://hehijbfgiekmifi

i/nhchtm#url=http;//www.istab.net/ie-tab-document.. ¥r % € i

> #e

|Q Address: [vfps://bs-aa-app-acg sys 12 comNicd |

19. Log in to Engage.

20. In the Application Run - Security Warning window click Run.

- o X
© httpsiifbs-aa-app-acgsysidcon X+

<« C  ® IETab | chrome-extension://hehijbfgiekmjfkd add/nhcht. W O & @

&  Google Chrome isn't your default browser ECEREEINY X

() Address: [ntios /b pp-acg.sys12. Deskiop.xbap | » 34 @ [x
Application Run - Security Warning x
Publisher cannot be verified. E"

Are you sure you want to run this application?

‘/_;

NICE Application Suite

From (Hover over the string below to see the full domain):
bs-aa-app-acg.sysl2.com

Publisher:
Unknown Publisher

While applications from the Intenet can be useful, they can potentially harm your computer. If
you do nat trust the source, do not run this software, More Information...
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7: Google Chrome with the |IE Tab Extension

NICE Web Applications Known Issues with the IE Tab in Google Chrome

NICE Web Applications Known Issues with
the IE Tab in Google Chrome

1. Sentinel Web Client doesn’t support Compatibility Mode. However, for IE-Tab it is turned on by
default.

= To disable the Compatibility Mode:
a. Right-click the IE Tab button and select Options.

b. Open the IE Compatibility Mode window and select the Internet Explorer version you
want Google Chrome to emulate.

|IE Compatibility Mode

This feature enables you to emulate different versions of IE. On Windows the default
emulation mode is |E 7. In general you should use the "Forced" option.

Read more about these options at the |IE Team Blog

O IE 7 standards Mode

O |E 8 standards Mode

O IE 8 Forced Standards Mode
O IE 9 Standards Mode

O IE 9 Forced Standards Mode
O IE 10 Standards Mode

O IE 10 Forced Standards Mode
O IE 11 Standards Mode

O IE 11 Forced Standards Mode

2. Using multiple browser types at the same time, on the same workstation, is not supported in
Engage 6.x. For example, Microsoft Edge and Google Chrome can't both be open and in use on
the same workstation, at the same time.
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Microsoft .NET Framework

This section provides information, support, and solutions for Microsoft .NET Framework.

Contents
NICE Support for Microsoft .NET Framework ... 90
Microsoft .NET Framework 4.6 Requirements ... 94
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8: Microsoft .NET Framework

NICE Support for Microsoft .NET Framework

NICE Support for Microsoft .NET Framework

Product .NET Framework Support
Release NICE Engage Platform 6.x, NICE Sentinel 6.x
Synopsis This section describes support for Microsoft .NET Framework

(versions 3.0, 3.5, 4.0, 4.5.2, 4.6/4.6.1,4.7/4.7.1/4.7.2, and 4.8) by
NICE products, for NICE Engage Platform 6.x, NICE Sentinel 6.x

Overview

This section provides information regarding NICE products support for Microsoft .NET Framework
(versions 3.0, 3.5, 4.0, 4.5.2, 4.6/4.6.1, 4.7/4.7.1/4.7 .2, and 4.8).

Microsoft .NET Framework Server-Side Support

The following table lists the NICE release versions and indicates which version supports Microsoft
.NET Framework (versions 3.0, 3.5, 4.0, 4.5.2, 4.6/4.6.1, 4.7/4.7.1/4.7.2, and 4.8)

Table 8-1:
NICE Release Versions support Microsoft .NET Framework - Server-Side

Release Version Status

Approved for all environments, except Playback Organizer version 2.
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8: Microsoft .NET Framework

Microsoft .NET Framework Client-Side Support

Table 8-1: NICE Release Versions support Microsoft .NET Framework - Server-Side (continued)

Release Version Status

NICE Engage .NET 3.5 Service Pack 1 is required

Platform 6.x NET 4.0 is required
.NET 4.5 is approved
.NET 4.5.1 is approved
.NET 4.5.2 is approved
(Engage 6.4 and below) .NET Framework 4.6./4.6.1/4.6.2 is approved
(Engage 6.5 and above) .NET 4.6./4.6.1/4.6.2 Framework is required
.NET 4.7/4.7.1/4.7 .2 is approved

(For Compliance Center only) NET 4.7.2 is required on the Applications
Server

.NET 4.8 is approved
.NET 6.x side-by-side with .NET 4.x is approved

See the Certified Servers Guide for more details about requirements.

NICE Sentinel .NET 3.5 Service Pack 1 is required
6.x .NET 4.5 is required
.NET 4.5.1/4.5.2 is approved
.NET 4.6/4.6.1 is approved
.NET 4.7/4.7.1/4.7 .2 is approved
.NET 4.8 is approved

Microsoft .NET Framework Client-Side Support

The following table lists the NICE release versions and indicates which version supports Microsoft
.NET Framework (Versions 3.0, 3.5, 4.0, 4.5, 4.5.1,4.5.2, 4.6/4.6.1,4.7/4.7.1/4.7.2, and 4.8).
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Microsoft .NET Framework Client-Side Support

Table 8-2:
NICE Release Versions support Microsoft .NET Framework - Client-Side

Release Version Status

NICE Engage .NET 3.5 Service Pack 1 is required
Platform 6.x NET 4.0 is required
.NET 4.5 is approved
.NET 4.5.1 is approved
.NET 4.5.2 is approved
(Engage 6.4 and below) .NET Framework 4.6./4.6.1/4.6.2 is approved
(Engage 6.5 and above) .NET 4.6./4.6.1/4.6.2 Framework is required
.NET 4.7/4.7.1/4.7.2 is approved
.NET 4.8 is approved
.NET 6.x side-by-side with .NET 4.x is approved

See the Certified Servers Guide for more details about requirements.

NICE Sentinel .NET 3.5 Service Pack 1 is required
6.x .NET 4.5 is required
.NET 4.5.1/4.5.2 is approved
.NET 4.6/4.6.1 is approved
.NET 4.7/4.7.1/4.7.2 is approved
.NET 4.8 is approved
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Microsoft .NET Framework Client-Side Support

Figure 8-1: .NET Framework Developer’s Guide

HET Framens s Develiaer's Gude
.NET Framework 3.5 Architectura
The achwecture of the MET Framewerk veraen 1.5 and 38§ Serawe Pack | (8F1) bulls upan the parker verimors o (ke KET Pramewodk.

=l JNET Framework Versions
Tha foligwing toble mea the versiong of the MET Framewnick that org inchuded in the NET Framgwera 11§ ond 3.5 SP1, Thare is nd mood 1o ingtall any of the
prevaus service pacis il you ingtaled the JNET Frameaors 1.5 o 1.5 501 beceuss they are sbeady included.

JHET Fraamewors
WErRien Featured and moled

MET Framewads 15 Updstes seversl assambliss that were ncladed o che NET Framework 1.5, The updemes rchste ror-brenling changes, res a5
fH] alemenis, and addtizna! functionality for the technslcgias shat were included in the MET Framnewsorc 1.5, The following
pechnskizies ace mncluded i e HET Framensek 3.5 SP1:
= ASENET Oynamic Seta,
= ADDKET Ersey Framewsrie

= Dats provider suppan for SQL Server 2008

= Swpedrt far g MNET Framewirs Cignt Prafile, @ 86ive pat<aps thit induded ooy amemblics uaad B cliens
aptheansrt.

For & comelete list of features, see What's Nea in the HET Framesors Versan 15 snd What's Bew in the NET Framewori:
Verzsiom 1.5 501

(MET Framawark 20 | Thest feriace packs sre svaiable orly oy issmaling the ST Framesork 1.5 SPL. Tray crovide addeieeal furctionaboy for futu=e
SP2 mnd 1.0 5P3 infragtructune, They ame not sveidsbls s 8 separste install,

Cerrection: Fraveoutly, this toze: inzommecly stated that they aars available as ceparma dewnizade.
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Microsoft .NET Framework 4.6 Requirements

Microsoft .NET Framework 4.6
Requirements

NICE Engage Platform 6.5 and up requires Microsoft .NET Framework version 4.6. .NET Framework
version 4.6 must be installed on all servers and clients in the site. See Certified Servers Guide for a

complete list.

Ensuring the Correct XBAP Version

In order for .NET Framework 4.6 to work optimally with XBAP, the newest version of XBAP must be
installed. If updating a previous version of NICE Engage Platform to Release 6.5, it is required to
delete the previously installed XBAP version. At the next login, the new version of XBAP will be

installed automatically.
= To ensure the correct XBAP version:
Navigate to C:\Users\<username>\AppData\lLocal, and delete the Apps folder.

At the next login to NICE Engage Platform, the new version of XBAP will be installed
automatically.
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Microsoft SQL Server

This section describes support for the various Microsoft SQL Server versions.

Contents
SO S NVEr 20T 2 96
SO L SEIVEr 20T 97
SO SVl 20T 98
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SQL Server 2012

SQL Server 2012

Product NICE Engage Platform, NICE Sentinel

Release NICE Engage Platform 6.x
Advanced Process Automation

NICE Sentinel 6.X

For more information see:
Microsoft SQL Server - Requirements and Best Practices

Microsoft Cluster Installation for NICE Environments
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9: Microsoft SQL Server
SQL Server 2014

SQL Server 2014

Product NICE Engage Platform

Release NICE Engage Platform 6.x
NICE Sentinel 6.x

For more information see:
Microsoft SQL Server - Requirements and Best Practices

Microsoft Cluster Installation for NICE Environments
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9: Microsoft SQL Server
SQL Server 2016

SQL Server 2016

Product NICE Engage Platform

Release NICE Engage Platform 6.x
NICE Sentinel 6.x

SQL 2016 Standard/Enterprise was certified for the Database Server and Data Mart. Only clean
installation is supported. There is no migration/upgrade from previous SQL versions.

For more information see:
Microsoft SQL Server - Requirements and Best Practices

Microsoft Cluster Installation for NICE Environments
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Additional Third Party Components

This section outlines the additional third party components and their supported versions used by
NICE Engage Platform.

Contents
APAChE SOOI 100
APaChe TOMCAt . 101
ACIVEM Q 102
SAP ProdUCES .. 107
IBM Integration BUs (I1B) ... 108
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Apache Solr

Apache Solr

Apache Solr is an open-source enterprise-search platform, written in Java. NICE Engage Platform
uses Apache Solr for stored interactions and metadata that are sent to Engage Search.

Below are the supported Apache Solr versions:

Table 10-1:
Apache Solr
Apache Solr Version NICE Engage Platform Release
Apache Solr 7.1.0 NICE Engage Release 6.7, 6.10, 6.12, 6.15

Configuration Guide - Cross-Release
Third Party Technical Guidelines (H1) -100 -



10: Additional Third Party Components

Apache Tomcat

Apache Tomcat

NICE Engage Platform uses Apache Tomcat to implement Java Servlet and run the Java-based
applications.

Below are the supported Apache Tomcat versions:

Table 10-2:
Apache Tomcat

Apache Tomcat Version NICE Engage Platform Release
Apache Tomcat 9.0.35 NICE Engage Release 6.7 SP21, 6.10 SP15, 6.12 SP11, 6.15
SP5
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10: Additional Third Party Components
ActiveMQ

ActiveMQ

Apache ActiveMQ is an open source, multi-protocol, Java-based messaging server. NICE Engage
Platform uses ActiveMQ for Application Servers, Real- Time Servers, ITIC Servers and Advanced
Process Automation (APA).

NICE Engage Platform supports these ActiveMQ versions for NICE Engage Platform.

NICE Engage Platform

ActiveMQ Version Release NICE Engage Components

ActiveMQ 5.15.3 - 5.16.1 NICE Engage Release 6.7, 6.10, =

6.12,6.15

Applications Server

u  |TIC server

= To update ActiveMQ:

1. Download the latest version ActiveMQ from the Apache site
https://activemqg.apache.org/download.

2. Go to the run window, and enter service.msc. The Services window opens.

Lo Services
File  Action View Help
&= @ EG= HE > o n»
% services (Local) Mame Description Status Startup Type Log On As

Automatic appntau@...

Gk ActiveX Installer (Ax Start Manual Local Syste...

k..'-';'J_';AIIJD}rn Router Servi Stop Manual (Trig... Local Service

‘..'-'.‘,,:J_';App Readiness Pause Funning  Manual Local Syste...

{,;J_';Applicatiu:un Host Hi Resurme Aunning  Automatic Local Syste...

Q;Applicatiu:un Identity Rectart Manual (Trig... Local Service

: esta

£k Application Inform: Manual (Trig... Local Syste..

{,;J_';Applicatiu:un Layer G All Tasks » Manual Local Service

Q;Applicatiu:un Manag; Refrash Manual Local Syste...

».‘.",;J_';App)( Deployment ¢ e Funning  Manual Local Syste...

"C1 ASP.NET State Servi Properties Manual Network 5...

k..'-';'J_';AutD Time Zone Up o Disabled Local Service

‘..'-'.‘,,:J_';Backgmund Intellig =P Manual Local Syste...

3. Right-click ActiveMQ, and click Stop to stop the service.
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4. Back up apache-activemq-<existing version number> folder.

5. Open <install_dir>\Program files\NICE Systems\ActiveMQ\apache-activemq--<existing
version number>\bin\win64, and run the UninstallService.bat file.

6. Delete the apache-activemq--<existing version number>folder from <install_dir>\Program
files\NICE Systems\ActiveMQ\.

7. Extract the apache-activemq--<new version number>bin.zip file to a temporary directory, and
copy the extracted folder to <install_dir>\Program files\NICE Systems\ActiveMQ\.

8. Open the <install_dir>\Program files\NICE Systems\ActiveMQ\apache-activemq-<new
version number>\bin\win64 folder, and run the InstallService.bat file.

9. Go back to the backup folder of the existing ActiveMQ version before the upgrade inStep 4,
and copy the conf folder.

10. Go to the <install_dir>\Program files\NICE Systems\ActiveMQ\apache-activemqg-<new version
number>\, and replace the conf folder with the one copied in Step 9.

11. Go back to Services. The Services window opens.
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i Services = 0 X
File Action View Help

oM Ecazs BHm ranp

:-ﬁ Services (Local] || Name B Description - Status Startup Type Log On As

' A0 - - Benning  Automatic appntauld..

1k ActiveX Instalier (Axin Start Maniual Local Syste...
1), AlUloyn Router Servict Stop Manual (Trig... Local Service
iﬁ}..ﬂ.pp Readiness Pause inning  Manual Local Syste...
£ spphication Host Hely Fetume nming  Autornatic Local Syste...
ilﬁjk.ﬁp-pic ation |dentity Restart Manual (Trig... Local Serice
£ Apphcation Informats Manual (Trig... Local Syste...
15} Application Layer Gat AH Tasks * Manual Local Service
i} Application Managen Refresh Manual Local Syste...
;‘;}.Appx Deployment 5e - inning  Manual Local Syste..
£}, ASP.MET State Service | ﬂm | Manual Metwork 5...

i‘:’iﬁﬁ-mu Tirme Zone Upd. Help Disabled Local Senvice
S Background Ibelliger.. o e mem s Manual Local Syste...
ﬁf'ﬂlck\gmmd Tasks Infrastru... Windows n... Running  Automatic Local Syste...
£} Base Filtering Engine The BaseFil.. Running Automatic Local Service
lﬁ&&luetoﬂlh Support Service The Bluetoo... Manual (Trig...  Local Service
), CDPUserSve_1103ee <Failedto R.. Running Automatic Local Syste...
I;!.CDPLIeruc_eMdeE&i <Failedto R... Running Automatic Local Syste...
@.},CDPUS«SW__:E?-?HO <Failedto R.. Running Automatic Lecal Syste...
1} Certificate Propagation Copies user... Running  Manual Local Syste...
i} CIMService Cryptograp... Running  Automatic sys12app...

ﬁcukﬂs to Windews Token 5... Service to c.. Manual Local Syste...
& Client License Service (ClipS.. Provides inf.. Running  Manual (Trig.. Local Syste...

|\ Brtended ) Standard /

Opens the properties dialog box for the current selection.

12. Right-click ActiveMQ service, and then select Properties. The Properties window appears.
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ActiveMC Properties (Local Computer) x

General logOn Recovery Dependencies
Service name:  [EINLIE
Display name: ActiveMC

Description: ActiveMQ Broker

Path to executable:
"D:MProgram files\NICE Systems \ActiveMQ apache-activemng-5.15.5bin"w

Startup type: HAutomatic e
Service status:  Running
Start Stop Fause Resume

fou can specify the start parameters that apply when you start the service
from here.

Corca | [1065%

13. Click the Log On tab, and in the Log on as section:
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ActivebC Properties (Local Computer) >

General LoaOn  Recovery Dependencies

Log on as:

i Local System accourt
Allow service to interact with desktop

(®) This accourt: |5§,’S12“\appntau | Bonss.
Passwﬂrd |--------------- |
Corfim password: ||-|-|-|||-|||-| |

Corca | [RGB

a. Select This account, and enter the same account as the Application service.
b. Enter the same password as the Application service, and confirm it.
¢. Click Apply, and close the window.

14. Go back to Services, and start the ActiveMQ service.
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SAP Products

SAP products are used by NICE Engage Platform in the NICE Reporter application to generate and
view reports. Crystal Report deployment includes Oracle JAVA instance.

Below are the supported SAP versions:

Table 10-3: Reporter Viewer Versions

NICE Engage NICE NICE Reporter Server NICE Reporter Server and
Platform Reporter Client Workstations
Release Viewer

(Online

/Offline)
NICE Engage  09.27.75.07 SAP Crystal Reports Server SAP BO BI Platform .NET SDK
Release 6.x 2013 SP10, OEM Edition 4.1 SP10 14.1.10.2483

14.1.10.2483
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IBM Integration Bus (lIB)

NICE Engage Platform uses IBM Integration Bus (I1B) and IBM WebSphere MQ to transfer and save
interactions in ..\NICE Systems\SplashData folder in .csv and .man format.

Below are the supported IBM Integration Bus and IBM WebSphere MQ versions:

Table 10-4:
11B/MQ

11B/MQ Version
1B 10.0.0.3

MQ 8.0.0.0

1B 10.0.0.4

MQ 8.0.0.0

1B 10.0.0.13

MQ 8.0.0.10

NICE Engage Platform Release

NICE Engage Release 6.7

NICE Engage Release 6.10

NICE Engage Release 6.12
NICE Engage Release 6.15
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Microsoft Kerberos Configuration Manager

Microsoft Kerberos Configuration Manager for SQL Server is a diagnostic tool for troubleshooting
Kerberos-related connectivity issues with SQL Server.

The tool performs these functions:

®m  Gathers information about the operating system and Microsoft SQL Server instances
installed on a server.

B Generates reports about all SPN and delegation configurations on the server.
= |dentifies potential issues in SPNs and delegations.
= Repairs potential SPN issues.

The tool requires .NET framework 4.0 or higher.

Supported Operating Systems

Microsoft Kerberos Configuration Manager for SQL Server supports these operating systems:
= Windows 7/8/10

= Windows Server 2008 R2 SP1/ 2012/ 2016

=) To configure Kerberos using Microsoft Kerberos Configuration Manager for SQL Server:

1. Download Microsoft Kerberos Configuration Manager for SQL Server from the Microsoft
website.

2. After the installation is complete, go to ...ProgramFiles\Microsoft\Kerberos Configuration
Manager for SQL Server.

3. Right-click KerberosConfigMgr.exe, and click Run as different user.
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PC » Local Disk(C:) » Program Files » Microsoft » Kerberos Configuration Manager for SOL Server

Fat

MName Date medified Type Size

= Kerberos Configuration Manager License.rtf 22/11/2017 14:46 Rich Text Document 201 KB
[ KerberosConfighMgr.exe 22112017 14:46 Application 305 KB
[ PsExec.exe Open ?3 Application 325 KB

¥ Run as administrator

Run as different user

The Run as different user window appears.

Windows Security X

Run as different user

Please enter credentials to use for C:\Program Files\Microsoft
‘Kerberos Configuration Manager for SQL Server
\KerberosConfigMgr.exe.

lser name

Password

Domain: 5Y512

oK Cancel

4. Enter the user name and password of the user with privileges to fix the SPN on the server, and
click OK. The main Kerberos Configuration Manager for SQL Server appears.
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5 Kerberos Configuration Manager - [m] e
Connect Load Save Refresh Exit Help
T:.\ap\ Maregaodt-
< SQL Server
Kerberos Configuration Manager for SQL Server

Welcome to the Kerberos Configuration Manager for SQL

Server, a supported tool built for troubleshooting and

self-managing Kerberos authentication for SQL Server

family products including SCQL Server Relational Database,

Reporting Services, and Analysis Services.

SQL Reporting Services instance in SharePoint mode

cannot be discovered by this tool.

Only versions 2008 and later are supported.

It may take some time to connect to a server due to slow

responses from Active Directory lookups.

To learn more about the tool, please visit Microsoft Download Center .
5. Click Connect. The Connect to Server window appears.
o=l Connect to Server - O x

Microsaoft

2 SQLServer

Server name:

|ser name:

Password:

Kerberos Configuration Manager

To connect to a remote server, enter the server name, user name, and password.
To connect to the local server, simply press the connect button. Mo server name,

user name and password are required.

[
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6. Inthe Connect to Server window:

a. For aremote instance, enter the Server name for the Windows Authentication server,
User name and Password .

For a local instance, keep all of the fields empty.
b. Click Connect.

7. After connecting to the instance, click the SPN tab, and select the relevant check boxes to filter
the results.

o Kerbercs Configuration Manager = | b4

Connect Load Save Refresh Exit Help

e, Wit

7 SQL Server
System SPM  Delegation
&1 S0L Server B SOL Repoting Senvices | SOL Analysis Senices B4 SOL AG Listeners

_SGL Product Instance Name Cluster TCP Ena.. Port Senvice Account

SOL Senice 2016 Enterprise Edition: C... MSOLAPSINSTZ Mo Yes SYS12DBNTAL

SQL Serice 2016 Enterprise Edition: ©.. MSOLAPSINST2 Mo Yes SYS12\DBNTAL

SOL Senice 2016 Enterprise Edition: C... MSS0QLSINST2 Mo Yes SYS12DBNTAL

SOL Senvice 2016 Enterprise Edition: C... MSSQLSINST2 Mo Yes SYS12DBNTAL

£ »
Generate All Fix All

8. Check the status of the registered SPNs. If the status of any of the SPNs is Missing, click Fix for
specific SPNs or Fix All to fix all of the ones that are missing.
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L Kerberos Configuration Manager

- m] 4
Connect Load Save Refresh Exit Help
% P rerpedbt
# SQLServer
System SPN  Delegation
B SAL Server | SOL Reporting Seraces B SQL Analysis Serices B SAL AG Listeners
it Senice Account  Mode Required SPN Status SPN Script Action
SYS12DBMTAL  Mative MSOLAPSve 3YP-DB-M-N2 SY .. 3 Missing Generate Fix
SYS12DBNTAU  Mative MSOLAPSvc 3P-DB-M-NZINS... &3 Missing Generate Fiox
SYS12DBNTAU MSSOLSveYP-DB-M-N2.SYS12... &3 Missing Generate Fix
SYS12\DBNTAL MSSQLSWYP-DB-M-N2.5Y512... A& Dynamic Por

Generate All Fix A0

A warning appears.
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i Warning — O x

r,']1angir|g 5PN configuration may affect other services running on the same machine. By clicking an “Yes", the following
action(s) will be performed:

Add 5PN MSOLAP Swe 37 YP-DB-M-N2. 5512 COM:INSTZ to aceount 55 12\dbrtau

it may take several minutes for the updated SPM information to be visible to all servers in the domain. For mare
[information, go to Help - More Information.

Are you sure you want to proceed ?

9. Click Yes to start fixing the SPN.

= Ifthe SPN is fixed, the status converts to Good, and the procedure is complete

By Kerberos Coﬂliguratipn M.lrug{r — o w

Connect Load Save Refresh Exit Help

- SQLServer
System SPN  Delegation
B SOL Server b SQL Reporting Senaces B SUL Analysis Sensces [ SQAL AG Listeners
ount Mode Required SPH Status SPN Script Action
ATAL Native MSOLAPSwe Jyp-db-m-n2 sys1 2 Good
ATAL Mative MSOLAPSve Jyp-db-m-n2INST2 O Good
iTAL MSS0LSvohvp-db-m-n2 sys12.co.. (3 Good

®  |f you receive a permissions error as shown below, continue to Step 10.

Error ot

There was a permission issue accessing required services, Please check
logs at %AppData®\Microsoft\KerberosConfighMgr for more
information

0K
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10. This step should only be performed if you receive a permissions error. Create a script, and run

it as a user with privileges to fix the SPN on the server.
a. Gotothe SPN tab, and click Generate to generate a script for specific SPNs or Generate

All to generate scripts for all of the SPNs that are missing.

o Kerberos Configuration Manager

- [m] *
Connect Load Save Refresh Exit Help
B e
< SQL Server
System SPN  Delegation
D SOL Server | SOL Reporting Sendces B SOL Analysis Senices B4 SOLAG Listeners
w  SenviceAccount Mode  Required SPN Status SPNScript  Action
SYS12\DBNTAL  Native MSOLAPSve. 3YP-DB-M-N2.SY.. &3 Missing Generate | Fiox
SYS12\DBNTAL  Native MSOLAPSve 3YP-DB-M-N2INS... {J Missing Generate Fiox
SYS12DBNTAU MSSOLSveYP-DB-M-N2 5YS12 . &3 Missing Generate Fix
SYS12DBNTAL MSSQLSwYP-DB-M-N2 5¥512. . /& Dynamic Port

Ganarate All Fix AN

b. Save the scriptin your desired location.
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o Save As

T _'—: ¥ This PC » Documents » w | Search Documents

Organize ~ MNew folder

A Mame Date modified Type Size
s Quick access
I Desktop

& Downloads

S0L Server Management Studio 29/01/2019 13:34 File folder
Visual Studio 2015 09/ 04/ 2019 13:44 File folder

| Documents

L T T

&= Pictures
Cert
Imstall
System32
TLS

3 Thiz PC

W

File name: | Seript]]

Save as type: | Kerberos Config Mgr (*.cmd)

c. Right-click the file with the script, and click Run as different user.

PC » Documents »

Marne Date modified Type Size
S0L Server Management Studic 29/01,/201913:34 File folder
Visual Studic 2015 09/04/2079 13:44 File folder
(%] Serit1.cmd 06,/00,/2019 14:15 Windows Comma... 2KB
Open
Edit
Brint

$ Run as administrator

Run as different user

The Run as different user window appears.

Configuration Guide - Cross-Release

Third Party Technical Guidelines (H1) -116 -



11: Microsoft Kerberos Configuration Manager

Windows Security >

Run as different user

Please enter credentials to use for C\Program Files\Microsoft
\Kerberos Configuration Manager for SQL Server
\KerberosConfigMgr.exe.

Password

Domain: 5Y512

oK Cancel

d. Enter the user name and password of the user with privileges to fix the SPN on the server,
and click OK. The cmd.exe will open.

W C\Windowssystem 3 omidiee a x

e. Forthe question Are you sure you want to continue?, enter Y to fix the SPN.

B Ch\Windowshsystem 32 omd.exe O by
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Microsoft Security Bulletins

This section describes Microsoft security bulletins.

Contents

KBs Delivered by Microsoft and NICE Certification Policy ... 120

Configuration Guide - Cross-Release
Third Party Technical Guidelines (H1) -119-



12: Microsoft Security Bulletins

KBs Delivered by Microsoft and NICE Certification Policy

KBs Delivered by Microsoft and NICE
Certification Policy

Microsoft launched a new policy in October 2016 where security and non-security packages are
released in a cumulative rollup in addition to security update bulletins.

Security update bulletins are approved by NICE on a monthly basis.

Rollups released by Microsoft are not approved by NICE.

Package Windows 7 SP1, Windows 10 .NET SQL
Windows 8.1, Windows (with Framework
Server 2008 R2, supported IE
Windows Server 2012, versions and
Windows Server 2012 .NET
R2 (with supported IE Framework)
versions)
Separate security KB
KBs delivered
by
Microsoft
and
certified by
NICE
One KB package KB delivered by KB delivered
with security only Microsoft and certified by Microsoft
Includes KBs that by NICE and certified
are relevant and by NICE
non-relevant to
NICE
Monthly rollup KB KB delivered by KB delivered KB delivered

(includes security
and non-security)
Includes KBs that
are relevant and
non-relevant to
NICE

Microsoft

by Microsoft
and certified
by NICE

by Microsoft
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Federal Information Processing Standards
(FIPS)

Federal Information Processing Standards (FIPS) are publicly announced standards developed by
the U.S. federal government for use in computer systems by non-military government agencies
and government contractors. They were issued to establish requirements for various purposes
such as ensuring computer security and interoperability.

The U.S. government developed a variety of FIPS specifications to standardize a number of topics
including:
®=  Codes such as standards for encoding data (e.g., country codes or codes to indicate
weather conditions or emergency indications).

B Encryption standards, such as the Data Encryption Standard (FIPS 46-3) and the
Advanced Encryption Standard (FIPS 197).

Contents
Configuring Windows for FIPS . 122
FIPS Verification FlOW ... 124
Spell Check Limitation .o 125
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Configuring Windows for FIPS

Configuring Windows for FIPS

The FIPS mode can be applied on the server or client machine in one of two ways:
= |t can be part of the domain policy.

= |t can be manually configured on the server or client machine.

= To manually apply FIPS mode on the machine:

1. Open the Local Security Policy by selecting Start -> Administrative tools->Local Security
Policy. Run the Local Security Policy under a user that has privileges to edit the local policy.

N i I Ny ¥ Inkernst Information Serveces {I15) 6.0 Manager
& ' ot Y Intermet Information Services (I15) Manager
;1 : & B5CSI Initiskor
-J Notepad 3 [51 g I
E_ Consand Fromet Harden SysPOE % Performance Marktor
S Security Configuration Wizard
.’;‘- Mice Services Configuration Documents _:ﬁ Server Manager
Sl Manager - Shortcut
u", Internet Enformation Sesvices (115) Computer G| Share and Storage
My Manoger e Management
o, Sorvices ] system Configueation
]_ Control Panel (0) TaskScheduler
iﬂ,J Remote Deskiops dF Windows Frewal with Advanced Security
Devices and Printers M Windows Memaory Diagnastic
rﬂl wm ol Sericwe U £5 Windows PowerShel Modules
o s Windows Server Backup
B oo
E'ii e Run
* Al Frograms Windows Securky
I Search programs and files QI Logoff | B

2. Inthe open window, change the security settings. Navigate to Security Settings->Local
Polices->Security Options and select System Cryptography: Use FIPS compliant algorithms
for encryption, hashing and signing (disabled by default).
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Configuring Windows for FIPS

f__ Local Security Policy

fle  Action  Yew Help
oo m X | Hem

s Security Sattings | Poby = [ Security Setting =l
B g Accourt Polices Netweork saourity: Restrict NTUM: Sdd server exceptions in this d...  Nob Defined
= g Loe Pobcies Hastwrk, sacuriby: Reskrict NTLM: Budt Incoring NTLM Traffic Mk Difirsd
B g AudkPolcy Metwork. security: Restrict NTLM: Sudt NTLM authentication inthi... Mot Defined
£ Liser Rights Assignment Pietwork, security: Festrict NTLM; Tncoming WTUM traffic ook Dvefined
- & : Westweork, security: Restrict NTLM: NTLM suthentcation in this dom... Mot Defined
B [ Windows Firewal with Advanced Seculty | =\ o con vity: Restrict NTLM: Qutgoing NTLM Eraffic bo remet...  Not Defined
. :I mwm Recowery corsole: flow sutomatic sdministrstive logan Dicabled
@ [ Software Restriction Polces Regowery corsole: Allow Floppy copy and access bo ol divves and .. Desabled
P idppicaﬁmcmdm-s Shasteosen: Mk system bo be shut dosen without having to g on Desabled
® Swmmmmw.mcuw Shibdhoven: Chear virtusl memony pagefie Deisabied
® [ Advanced Audt Pobicy Configurstion Al I i oo Mot Dfiresd

ES’ﬁlemn:qrplng’dph‘p: Use FIPS complant algorithms for encrypti... | Ensbled
Swshem chjects: Fegune case nsenstivity For non-Windows subs...  Enabled

3. Restart all of the servers and clients whose FIPS mode was activated.
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FIPS Verification Flow

FIPS Verification Flow

As part of the Engage Media Encryption solution, we use the AesCryptoServiceProvider class in the
Media Encryption Framework (MEF) component. The AesCryptoServiceProvider class is a FIPS 140-
2 compliant wrapper of the Microsoft Crypto API, used in Engage for:

Encryption keys and VI generation
Data encryption

Data decryption

NICE Engage Platform 7.x installed on Windows Server 2016 and Windows Server 2019 uses the
Enhanced Cryptographic Provider library (RSAENH.DLL), a FIPS 140-2 compliant cryptographic
module. The Enhanced Cryptographic Provider library is responsible for verifying that encryption
algorithms are FIPS compliant when AesCryptoServiceProvider class is used.

In Windows Server 2019, each call to the Enhanced Cryptographic Provider library routs an API call
into the FIPS-certified CNG libraries (or in recent Windows releases to the Kernel Mode
Cryptographic Primitives Library) that check and indicate if the specific call is FIPS compliant.
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Spell Check Limitation

Spell Check Limitation

For secured sites running Insight Manager, Form Designer, Lexicon Manager and Business
Analyzer, spell check functionality is not available when FIPS is enabled on the system.
Users will receive the following error when activating the spell check:

Spell check is not available since FIPS (Federal Information Processing Standards) is enabled
on this system.
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Microsoft Daylight Savings Time Updates

This section provides the Microsoft Daylight Savings Time (DST) updates supported by NICE
Systems.

For Microsoft Daylight Savings Time configurations, see the Maintenance Guide.

Table 14-1: Microsoft DST Updates

Supported in: Microsoft DST Updates

NICE Engage Platform 6.x KB 951072, KB 955839, KB 970653, KB 976098, KB 981793,
KB 2158563, KB 2443685, KB 2570791, KB 2633952,
KB 2756822, KB 2779562, KB 2863058, KB 2974661,
KB 2984350, KB 2967990, KB 2981580, KB 2998527,
KB 3011843, KB 3013410, KB 3049874, KB 3062741,
KB 3062740, KB 3077715, KB 3093503, KB 3112148,
KB 3148851, KB 3153731, KB 3162835, KB 3148851,
KB 3153731, KB 3162835, KB 3177723, KB 3182203,
KB 3192321, KB 3203884, KB 4015193, KB 4012864,
KB 4023136, KB 4020322, KB 4486459, KB 4501226,
KB 4507704, KB 4519108, KB 4484172, KB 4557900
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Antivirus

This section includes installation instructions and limitations for Antivirus products on client
computers and loggers.

NOTE: The information in this section refers to software versions only. In addition,
customers, business partners, and services must verify that the servers and Loggers meet
the minimum hardware requirements as defined by the third party software vendor.

Contents
General ANTIVIFUS .. 130
General Antivirus Configuration Guidelines ... ... 140
Antivirus Software Configuration ... 148
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General Antivirus

General Antivirus

Antivirus Certifications for NICE Products below

Antivirus Certifications for NICE Products

Product Antivirus Certifications for NICE Products
Release
Synopsis This section includes general instructions and limitations for

Antivirus Certifications for NICE Products, NICE Products and
Antivirus Certifications matrices, as well as procedures for
installing antivirus products on client computers and Loggers.

General Instructions

A list of general instructions follows:

During the installation of the antivirus software, all applications and screens must be
closed.

The same applies when upgrading the antivirus software.
Scan and Live Updates should be scheduled to run in system idle time.
Do not run Scan or Live Update during NICE software installation.

Always set Scan Priority to Low.

General Limitations

To avoid playback, performance, and retention issues, the destination paths of all Storage
Units must be excluded from antivirus scans. See the System Administrator - Configuration
Guide- for more information regarding setting up Storage Units.

When installing an antivirus on a cluster, take the following guidelines into account:

The antivirus software should be cluster-aware. An application is cluster-aware if it has
the following characteristics:

It uses TCP/IP as a network protocol.
It maintains data in a configurable location.
It supports transaction processing.

On the clustered servers, Microsoft recommends excluding the following folders from
antivirus scanning:
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McAfee ePO

The path of the \mscs folder on the quorum hard disk. For example, exclude the
Q:\mscs folder from virus scanning.

The %Systemroot%\Cluster folder.

The temp folder for the Cluster Service account. For example, exclude the
\clusterserviceaccount\Local Settings\Temp folder from virus scanning.

McAfee ePO

McAfee ePO 5.10 works with McAfee Antivirus 8.8

Make sure that when using ePO for Microsoft patches update, the configured policy
matches the NICE policy concerning Microsoft Windows updates and Service packs.

McAfee

Make sure to clear the option to install the McAfee firewall. Do not install the firewall, as it
would cause network problems.

It is recommended to set the CPU Utilization for the On Demand Scan in McAfee AV to 10%.

The McAfee's VirusScan version 8.0 feature Buffer Overflow Protection does not allow
applications to overflow the buffer, including the CLS Log Manager. This causes the Log
Manager to write logs (Channel server, Call server etc.) with a very long delay, or not write
them at all. Therefore this feature should be disabled for all machines running CLS. See
also to TN0640 McAfee ePO 3.5 and McAfee Antivirus Certification for NICE 8.80.

McAfee Limitation:

Memory Scan process in McAfee 8.5/8.7 on some TDM Loggers can cause the system to
crash with BSOD. This problem was resolved in McAfee 8.7 Patch 3, and in later versions,
but still exists in McAfee 8.5.

Do not use versions earlier than McAfee 8.7 Patch 3 on servers with TDM Loggers.

SEP

NICE Products support Symantec Endpoint Protection.

In some cases, SEP 12.1 and up can detect NICE or even Microsoft binaries as malware and
place them in the Quarantine folder. To prevent false-positive detection, follow the
recommendations available in the Symantec white paper Sizing and Scalability
Recommendations for Symantec Endpoint Protection (http://clientui-
kb.symantec.com/resources/sites/BUSINESS/content/staging/DOCUMENTATION/4000/
DOC4448/en_
US/1.0/Endpoint%20Protection%20Sizing%20and%20Scalability%20Best%20Practices_%

20v2.3.pdf).

Exceptions can be added from within the Symantec Endpoint Protection Manager console to
provide false-positive mitigation on the client. For example, you can do the following:
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SEP

= Exclude your domain from Insight detection.
Figure 15-1: Exceptions Window
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NOTE: You can select Trusted Web Domain, to add a Web domain to the exceptions policy.
= Add exclusions or exceptions for critical files, folders, URLs, and IP addresses.

NOTE: When you add exceptions, you can select more than one application, file, URL, or IP

address at a time.
A known-good application can appear in the Risk Logs as a false-positive. You can configure

log settings to allow the application and thereby prevent it from appearing in the Risk Log.
This same functionality is also available in the SONAR Logs.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (H1) -132-




15: Antivirus

SEP Limitations

Figure 15-2: Risk Logs Window
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For more information, see the Symantec Endpoint Protection and Symantec Network Access
Control Implementation Guide.

SEP Limitations

Starting with SEP (Symantec Endpoint Protection) version 12.1.2 and up, the SEP firewall causes
issues with Microsoft Cluster setup and functionality. To avoid this issue change the SEP settings
to allow IP traffic.

= To change the SEP settings:

1. Open Symantec Endpoint Protection (SEP).
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SEP Limitations

Status

Status |
Scan for Threats

Change Settings

View Quarantine

View Logs

LiveUpdate...

The following Syrmantec security components are installed on your cormputer:

Yirus and Spyware Protection

Protects against viruses, malware, and spyware

Definitions: Tuesday, March 18, 2014 r17

Proactive Threat Protection

Provides zero-day protection against unknown threats
Definitions: Tuesday, March 4, 2014 r11

Network Threat Protection

Protects against Web and network threats
Definitions: Tuesday, March 18, 2014 r11

2. Inthe left column, click Change Settings. The Change Settings area appears on the right.

Change Settings

Status

Scan for Threats
Change Settings |
View Quarantine
View Logs

LiveUpdate...

You can change the folowing settings:

Virus and Spyware Protection
Protects against viruses, malware, and sphyware

Proactive Threat Protection
Provides zero-day protection against unknown threats

Configure Settings

Configure Settings

Network Threat Protection
Protects against Web and network threats

Configure Settings

LSI SR S SR

Exceptions
Exceptions provide the capabiity to exclude files, folders, and
processes from being scanned

Client Management
Provides functionality to manage this dlient

Configure Settings

Configure Settings
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Trend Micro

3. Inthe Network Threat Protection area, click Configure Settings. The Network Threat
Protection Settings window appears.

Network Threat Protection Settings .

EiTEW5"| Intruzion Preventionl Microzoft Windows Networkingl Hotificationsl Logs ‘

Enable Firewal

Built-in Rules

Enable Srmart DHCP Enahble Smart DNS
Enable Srart 'WIMNS

Traffic Settings

[ Enable MetBIOS pratection

[ &llow token ring braffic

[C] Enable ant-MAL spoofing

[C] Enable network. application monitoring

[T Elnck all traffic: unti the firewall starts and after the firewall stops
Allove initial DHCF and MetBI0S traffic

Enable denial af service detection

Enable port scan detection

Unmatched P Traffic Settings

low only application traffic

Frompt before allowing application traffic

Active Fesponze Settings

Mumber of geconds to automatically block an attacker's IP address:

Stealth Settings

Cautior: There can be compatibility izsues when using these stealth settings. Only use
these features after you have confirmed campatibility

[] Enable TCP resequencing [ Enable stealth mode 'web browsing
[ Enable OF fingerprint mazguerading

| Ok || Cancel || Help

4. Inthe Firewall tab, in the Unmatched IP Traffic Settings area, select Allow IP traffic. By
default, Allow only application traffic is selected.

5. Click OK.

6. Restart your computer.

Trend Micro

Trend Micro AV requires that the NICE servers belong to the same domain.

Sophos

Sophos Exclusions: In a NICE Engage Platform 6.x and up site with Sophos antivirus
deployed, before beginning to use NDM to install or update the site, add psexec.exe to
Exclusions list. Otherwise, it can cause a problem with running NDM Agents.

(http://www.sophos.com/en-us//threat-center/threat-analyses/adware-and-
puas/PsExec.aspx).
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Microsoft Defender Antivirus

Microsoft Defender Antivirus

Microsoft Defender Antivirus is an anti-malware component of Microsoft Windows. It is built into
Microsoft Windows and works with Microsoft Defender for Endpoint to provide protection on
devices and in the cloud.

Microsoft Defender Antivirus is the major component of the next-generation protection in
Microsoft Defender for Endpoint. This protection combines machine learning, big-data analysis,
in-depth threat resistance research, and the Microsoft cloud infrastructure to protect devices (or
endpoints) in your organization.

Supported operating systems:
Windows 10 or up
Windows Server 2022
Windows Server 2019
Windows Server version 1803 or up.

Versions: from 1.371.120.0 and up.

NOTE: In NICE Engage Platform 6.x, Microsoft Defender Antivirus is supported only for
Windows 2016.
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Antivirus Matrixes for NICE Products

Antivirus Matrixes for NICE Products

Third-Party Software is approved per NICE product for all operating systems certified by NICE.

NICE Engage 6.x Antivirus Support

Table 15-1:
NICE Products and Antivirus Certifications Matrix - NICE Engage Platform 6.x

SEP McAfee Trend Micro
11.00 ePO

NICE Products 14 5.10 8.8 OfficeScan 11/XG

TDM Logger Y Y Y Y

VolP Logger Y Y Y Y

Interactions Server Y Y Y Y

NiceScreen Logger Y Y Y Y

Playback Server / Telephony Y Y Y Y

Services Server (incl. NICE

Feedback)

Sophos

10.7/10.8

Microsoft
Defender
Antivirus

1.371. 1651.0.
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NICE Engage 6.x Antivirus Support

Table 15-1: NICE Products and Antivirus Certifications Matrix - NICE Engage Platform 6.x (continued)

NICE Products
Storage Center
Media Library
Application Server
Audio Analysis Server
ScreenSense Server
Reporter

Database Server
Sentinel

RTA - Enrollment Engine

SEP

11.00
14

McAfee

ePO
5.10

Y

Y

Trend Micro

OfficeScan 11/XG

Sophos

10.7/10.8

Microsoft
Defender
Antivirus

1.371. 1651.0.
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NICE Engage 6.x Antivirus Support

Table 15-1: NICE Products and Antivirus Certifications Matrix - NICE Engage Platform 6.x (continued)

NICE Products

RTA - RTVA, Authentication
Engine

RTA - Authentication and Fraud
Engine (Nuance) audio folder

RTA - RTIM
RTA - ITIC

Advanced Interaction Recorder

* In some cases SEP 12 can detect NICE's binaries as a potential security risk.

SEP

11.00
14

Y

Y

McAfee

ePO
5.10

Y

Y

Y

Y

Y

For further details, see Antivirus Matrixes for NICE Products on page 1.

Trend Micro

OfficeScan 11/XG

Y

Sophos

10.7/10.8

Y

Microsoft
Defender
Antivirus

1.371. 1651.0.

Y
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General Antivirus Configuration Guidelines

General Antivirus Configuration Guidelines

This section includes guidelines for general configuration of antivirus software running on NICE Perform servers. These guidelines are
designed to allow better performance and operation of the NICE system and generally apply to any antivirus software.

Customers, business partners, and NICE engineers should use these guidelines for configuring or verifying the configuration of antivirus
software.

NOTE: These guidelines are provided for NICE server performance. Customers should make their own risk analysis while
implementing these guidelines.

O BV O 141
ANTIVITUS Real TN SCaN 141
DAY SCaN 141
KLY AN 141
Folders and Files EXCIUSION L 141
Disabling FireWalls . 145
Allowing Required EMail MeSSages oo 146
LIVe UPOates oo 146
CPU PO Iy 146
AdAItioNal CoN i gUIatIONS 146
Additional ReCOMMIENAatiONS 147
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Overview

Overview

NICE Systems supports two approaches for antivirus software certification: proactive certification
or by using the guidelines in this section.

As part of the proactive approach NICE Systems has certified specific antivirus software
applications according to NICE third party software certification policy. For a complete
compatibility list, see the Third Party Technical Guidelines.

Alternatively, you can use the guidelines in this section and use any antivirus software application.
These guidelines are general and designed to ensure the performance of NICE Systems.

Antivirus Real Time Scan

The antivirus scan is a resource consuming action and should not be enabled during working
hours. If Real Time Scan is enabled during working hours, it may cause performance issues and
interfere with standard system operations.

NICE does not recommend using real time scanning due to numerous risks including, but not
limited to:

Recording loss
Playback performance degradation

Impact on archiving queue, possibly leading to archiving failures

Daily Scan

Daily scans should be performed during non-working hours. The folders which appear in the
Folders and Files Exclusion should not be scanned.

Weekly Scan

Weekly scans should be performed during weekends when the system is idle. Idle time is
dependent upon Storage Center and Interactions Analytics load. The folders which appear in the
Folders and Files Exclusion can be scanned.

Folders and Files Exclusion

Exclude the folders and files in the tables below from your scheduled antivirus scans (Read &
Write), since they are used for NICE system operations.

All the paths in the tables below are the default installation paths. If you used a different path in
your installation, you must use the same path for the excluded files.

NICE Engage Platform
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Folders and Files Exclusion

NICE Server

Advanced Interaction
Recorder

Package and
binaries folder

Log files folder

Metadata
Management folder

Recording Folders

(partitions)

Archiving Folders

CT1/ VRSP

Database

Data Mart

Interactions Center

Default Path

D:\Program Files\NICE systems\

NiceLogLocation:

D:\Program Files\NICE systems\Logs

D:\Program Files\NICE systems\

User defined path in SRT: <Recording
directory>

User defined path in SRT: <Archiving
directory>

D:\Program files\NICE Systems\CTlI
E:\<SQL Data Files>

F:\<SQL Log Files>

E:\<SQL Data Files>

F:\<SQL Log Files>

D:\Program Files\NICE Systems\Interactions

Center\Bin

D:\Program Files\NICE Systems\Interactions

Center\Data

D:\Program Files\NICE Systems\Interactions

Center\Log

Files

*.53db*

*.nmf

* nmf

MDF files

LDF files

MDF files

LDF files
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Folders and Files Exclusion

NICE Server

Nice Screen Logger

NICE Sentinel

Playback Portal

Real Time Authentication
Enroliment Engine

Authentication
Engine

Authentication &
Fraud Engine
(Nuance) audio
folder

Real Time Insight
Manager

Insight-to-Impact
Connect

Default Path

EA\MMLStorage

D:\Program Files\Nice Systems\Multimedia
Logger\Datasystem

D:\<SQL Data Files>

D:\<SQL Log Files>

D:\Program Files (x86)\Nice Systems\NICE
Playback Portal Server

D:\Program files\NICE Systems\
D:\Program files\NICE Systems
C:\windows\system32\MSMQ

User defined path in plugin <Fraudsters audio
file path>

C:\windows\system32\MSMQ

Desktop Tagging persistency folder:

D:\Program files\NICE Systems\RTI
Connect\Bin

\RealTimeModeBackUps

DB Writer handler persistency folder:

D\Program files\NICE Systems\RTI
Connect\Bin\ PersistentDBWriterDatabase

Files

DAT files
TBL files

MDF files

LDF files

*.nmf

* nmf

* nmf

*.bkp

*.bkp

* fsd_alive *.fsd_
dead *.fsd_temp
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Folders and Files Exclusion

NICE Server

Speech to Text Engine

Standard Word Search
Server

Storage Center

Stream Server with
Windows Media Services

Text Analysis Engine
Text Mining Engine

NICELog Voice Logger /
VolP Logger

Engage Search

Default Path Files

D:\<Storage Area>

D:\Program Files\NICE Systems\Nice Content
AnalysisServer

D:\Storage Area for a Content Analysis\Index

D:\Program Files\NICE Systems\Nice Content
AnalysisServer\MediaCache

E:\<WorkArea>
E:\<SC_Archive_Directory> NMF files

D:\<Publishing _Point_Directory>

E:\<WorkArea>
E:\<WorkArea>

Windows Server 2008: Log files
C:\ProgramData\NICE Systems\IPCapture
C:\ProgramData\NICE Systems\Logger

The raw partition

C:\Documents and Settings\All
Users\Application Data\Nice

Log files

C:\Documents and Settings\All
Users\Application Data\NICE Systems

The unformatted partition

All operating systems:

D:\Ntlogger
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Disabling Firewalls

NICE Server Default Path Files

Application Server D:\Program files\NICE Systems\IIB

D:\ Program files\NICE
Systems\InsightAmplifier

D:\ Program files\NICE Systems\MiniBus
D:\ Program files\NICE Systems\MQ

D:\ Program files\NICE Systems\Search

D:\ Program files\NICE Systems\SplashData

Solar Server D:\ Program files\NICE Systems\Search
Client-side Component Default Path Files
ScreenAgent C:\Program Files (x86)\NICE
Systems\ScreenAgent

In addition, when any of the NICE servers is configured as a clustered component using Microsoft
Failover Cluster (MSCS), cluster-aware antivirus software must be used, and all files in the
following folders should be excluded from virus scanning on such servers:

The path of the \mscs folder on the quorum drive, for example, the Q:\mscs folder.
The %Systemroot%\Cluster folder.

The temp folder for the Cluster Service account, for example, the
\clusterserviceaccount\Local Settings\Temp folder (only with operating systems preceding
Microsoft Windows Server 2008).

More information can be found at http://support.microsoft.com/kb/250355.

Disabling Firewalls

All antivirus software have integrated firewalls and are installed by default on the systems. Default
firewall settings can cause network issues and negatively impact the functioning of NICE's
software.

= To disable firewalls:

The default setting for all integrated antivirus firewall software should be changed from
Enabled to Disabled. See the relevant documentation for this information.
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Allowing Required Email Messages

Allowing Required Email Messages

After McAfee VirusScan Enterprise 8.8 is installed on NICE Engage Platform server using the
default installation options, email messages, in particular, NICE Playback Organizer (PBO) requests
and password recovery messages, cannot be sent from these servers. This occurs because the
McAfee antivirus software blocks all outgoing traffic on port 25 (SMTP communication).

After McAfee VirusScan Enterprise 8.8 is installed on the relevant NICE server, configure the
antivirus software not to block port 25.

= To unblock port 25 in McAfee VirusScan Enterprise 8.8:
1. Click Start > All Programs > McAfee > VirusScan Console. The VirusScan Console opens.

2. Right-click Access Protection and click Properties. The Access Protection Properties window
opens.

3. Click the Access Protection tab.
4. Under Categories, select Anti-virus Standard Protection.

5. Clear the check marks in the Block and Report columns for the Prevent mass mailing worms
from sending mail rule.

6. Click OK.

Live Updates

NICE highly recommends that the antivirus software is updated on a daily basis. It is
recommended to schedule the automatic update for a time when the network traffic is low.

Low network traffic refers to customer network and not to NICE Engage Platform system.

CPU Priority

It is recommended to set the CPU usage (utilization) to the lowest value. Note that not all antivirus
software allows configuring the CPU usage (utilization).

Additional Configurations

Buffer overflow protection is a resource consuming application and should therefore be
disabled for all NICE Servers.

If you choose to enable this option, you might experience performance issues in your system.

Heuristic scanning should be disabled in case of performance issues.
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Additional Recommendations

Additional Recommendations

In order to maintain performance of your machines during scans, see Microsoft Virus Scanning
recommendations: http://support.microsoft.com/kb/822158.

This information is provided for reference purposes only.
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Antivirus Software Configuration

Antivirus Software Configuration

This section explains how to configure antivirus software to allow better performance of your

NICE system.

NOTE: These guidelines are provided for NICE server performance. Customers should
make their own risk analysis while implementing these guidelines.

Configuring McAfee VirusScan Enterprise 8.8 ...
Configuring Symantec Endpoint Protection ...
Configuring Trend Micro OfficeScan ... .
CoNfigUIING SOPNOS

Configuring McAfee VirusScan Enterprise 8.8

If you are using McAfee VirusScan Enterprise 8.8, do this:
Disable buffer overflow protection.
Disable heuristic scanning.
Exclude the required folders and files from virus scanning.
Configure an update task.
Disable Blocking Port 25.
Configure the CPU Priority.

Disabling Buffer Overflow Protection

Buffer overflow protection is a resource-consuming feature. Therefore, disable it for all NICE
servers.

= To disable buffer overflow protection:

1. Logon to ePolicy Orchestrator.

2. Click Menu > System > System Tree.

3. Inthe System Tree pane, under My Organization, select your group.
4. Click the Assigned Policies tab.

5. Inthe Product drop-down list, select VirusScanEnterprise 8.8.0.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (H1)

- 148 -



15: Antivirus

Disabling Buffer Overflow Protection

System Tree

w My Organization

Ay m A

Sales

Mews Category Palicy Server Inherit fram

Lost&Found on-fAccess General Policies My Default Local [MICEWM-3147) My Crganization
On-Access Default Processes Policie: My Default Local (NICEWM-3147) My Crganization
On-Access Low-Rizsk Processes Polich) My Default Local (NICEWM-3147) My Crganization
On-Access High-Risk Processes Palic My Default Local (NICEWM-3147) My Crganization
on Delivery Ermnail Scan Policies My Default Local [MICEWM-3147) My Srganization
General Options Palicies My Default Local [MICEWM-3147) My Srganization
Alert Policies My Default Local [MICEWM-3147) My Crganization
Access Protection Policies My Default Local (NICEWM-3147) My Crganization
Buffer Sverflow Protection Policies My Default Local (NICEWM-3147) My Crganization
Unwanted Programs Policies My Default Local (NICEWM-3147) My Crganization
Quarantine Manager Policies My Default Local [MICEWM-3147) My Srganization

6. Inthe Category column, find Buffer Overflow Protection Policies and then click My Default in

the Policy column next to it.

7. Inthe Settings for drop-down list, select Server.

Virus Scan Enterprise 8.8.0 > Buffer Overflow Protection Policies = My Default

Settings for:

Buffer Overflow Protection Reﬁorts

Prevent exploited buffer overflows from executing arbitrary code on your computer,

Buffer overflow settings:

nable buffer overflow protection
 Warning mode

% Protection mode

Client system warming: [¥ showthe messages dialog box when a buffer cuarflow is detacted

8. Inthe Buffer overflow settings section, clear the Enable buffer overflow protection
checkbox.

9. Inthe Settings for drop-down list, select Workstation.
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Disabling Buffer Overflow Protection

Yirus Scan Enterprise 8.8.0 > Buffer Overflow Protection Policies = My Default

Settings for: | Workstation =

Buffer Overflow Protection ﬁiiiii

Prevent exploited buffer averlows from executing arbitrary code on your computer,

Buffer overflow settings: l_ Enable buffer cverflow protection

 Warning mode

% Protection mode

Client system waming: |7 Show the messages dialog box when a buffer overflow is detected

10. In the Buffer overflow settings section, clear the Enable buffer overflow protection
checkbox.

11. Click Save.

Client Task Catalog : Edit Task - ¥irusScan Enterprise £.8.0: On Demand Scan

Task Name Heuristic Scanning

Description -

Specify what iterns to scan,

File types to scan: & all files
" Default + additional file types

[T alzo scan for macraz in all files

' Specified file types anly

Options: ¥ Detect unwanted programs

T pecode MIME encaded files

¥ scan inzide archives (e.q. .ZIF)

[T Scan files that have been migrated to storage
Heuristics:

[T Find unknown program threats

T Find unknown macro threats

12. In the Heuristics section, clear the Find unknown program threats and Find unknown macro
threats checkboxes.

13. Click the Performance tab.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (H1) -150 -



15: Antivirus

Disabling Heuristic Scanning

Client Task Catalog : New Task - VirusScan Enterprise 2.%.0: On Demand Scan

Task Name Heuristic Scanning

Description -

ey

Scan Locations Scan Ikerns Excluzions | Actions

Specify perdorrmance options for the scan.

When to defer: I_ Defer scan when using battery power,

T Defer scan during presentations.

T User rmay defer scheduled scans,

How long to defer: Defer at most hours (D=forever)
System utilization: Below Mormal =

Artemis (Heuristic network check Sensitivity lavel: | Disabled =

for suspicious files):
14. In the Artemis (Heuristic network check for suspicious files) section, in the Sensitivity level
drop-down list, select Disabled.
15. If necessary, click the other tabs and add relevant information.
16. Click Save.
17. Select the task created in the Task Name section and click Next.
18. Schedule the running time of the task as desired and then click Next.

19. Review the task settings and then click Save.

Disabling Heuristic Scanning

Disable heuristic scanning, if it impairs performance.

= To disable heuristic scanning:
1. Logon to ePolicy Orchestrator.
2. Click Menu > System > System Tree.

3. Inthe System Tree pane, under My Organization, select your group.
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Disabling Heuristic Scanning

4. Click the Assigned Client Tasks tab and then click Actions.

5. Inthe drop-down menu, click New Client Task Assignment.

6. Inthe Product drop-down list, select VirusScan Enterprise 8.8.0.

7. Inthe Task type field, select On Demand Scan.

8. Create a new task, and in Task Name type an appropriate name for it.

9. C(lick the Scan Items tab.

Client Task Catalog : Edit Task - ¥irusScan Enterprise £.8.0: On Demand Scan

Task Name Heuristic Scanning

Descripbon

Scan Locations Exclusions Ackions Parformance Reports | Task |

Specify what itermns to scan,

File types to scan: & all filas
" Default + additional file types
[T Alzo zcan for macraz in all files

' Specified filz types anly

Options: F Detect unwanted programs

T Cecode MIME encoded files

¥ sScan inside archives (2.q. . 2IF)

[T scan files that have bean migrated to storage
Heuristics:

T Find unknown program threats

T Find unknown macro threats

10. In the Heuristics section, clear the Find unknown program threats and Find unknown macro
threats checkboxes.

11. Click the Performance tab.
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Excluding Folders and Files

Client Task Catalog : New Task - VirusScan Enterprise 2.%.0: On Demand Scan

Task Name Heuristic Scanning

Description -

ey

Scan Locations Scan Ikerns Excluzions | Actions

Specify perdorrmance options for the scan.

When to defer: I_ Defer scan when using battery power,

T Defer scan during presentations.

T User rmay defer scheduled scans,

How long to defer: Defer at most hours (D=forever)
System utilization: Below Mormal =

Artemis (Heuristic network check Sensitivity lavel: | Disabled =

for suspicious files):

12. In the Artemis (Heuristic network check for suspicious files) section, in the Sensitivity level
drop-down list, select Disabled.

13. If necessary, click the other tabs and add relevant information.

14. Click Save.

15. Select the task created in the Task Name section and click Next.

16. Schedule the running time of the task as desired and then click Next.

17. Review the task settings and then click Save.

Excluding Folders and Files

Exclude the folders and files specified in Folders and Files Exclusion on page 141 from your
scheduled antivirus scans (Read & Write), since they are used for NICE system operations.

= To exclude folders and files:
1. Log on to ePolicy Orchestrator.

2. Click Menu > System > System Tree.
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Excluding Folders and Files

3. Inthe System Tree pane, under My Organization, select your group.
4. Click the Assigned Client Tasks tab and then click Actions.

5. Inthe drop-down menu, click New Client Task Assignment.

6. Inthe Product drop-down list, select VirusScan Enterprise 8.8.0.

7. Inthe Task type field, select On Demand Scan.

8. Create a new task, and in Task Name type a name for it.

9. Click the Exclusions tab.

Client Task Catalog : New Task - VirusScan Enterprise 8.%.0: On Demand Scan

Task Name Scan with exlusions

Description -

Scan Locations Scan Iterns

m Ackions Performance Reports | Task |

Specify what iterns to exclude from scanning.

Whatnot to scan: Itermn Exclude Subfolders
Add... Edit... Remouve Clear
How to handle client exclusions: W Cuerwrite client exclusions, Only exdude iterns specified in this policy.

10. To add an excluded folder, click Add and specify the path of the folder to exclude.
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Scan Locations Scan Iterns m Actions Fetfarrnance Feports Task
Specify what iterns to excdude from scanning.
What not to scan: Item Exclude Subfolders
E:, Mo
Add... Edit... Famoue Clear
How to handle client exclusions: W owerwrite client exdusians, Only excdude iterns specified in this palicy,

11. Repeat Step 10 to define all the necessary exclusions.

12. Click the other tabs and add relevant information if necessary.

13. Click Save.

14. Select the task created in the Task Name section and click Next.

15. Schedule the task as desired and then click Next.

16. Review the task settings and then click Save.
Configuring an Update Task

= To configure an update task:
1. Log on to ePolicy Orchestrator.

2. Click Menu > System > System Tree.

3. Inthe System Tree pane, under My Organization, select your group.

4. Click the Assigned Client Tasks tab and then click Actions.

5. Inthe drop-down menu, click New Client Task Assignment.
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6. Inthe Product drop-down list, select McAfee Agent.
7. Inthe Task type field, select Product Update.

8. Create a new task, and in Task Name type an appropriate name for it.

Client Task Catalog : New Task - McAfee Agent: Product Update

Task Mame |U|:|l:|ate|
Descrpton -

w
“Update in Progress" dialog box [ Show "Update in Progress" dialog box on rmanaged systerns

{Windows systems only):
I allow end users to postpone thiz update

Maxirmurn nurmber of postpones allowed: 1

Cption to postpone expires after (seconds): 20

Dizplay this text:

N I

Package selection: " Al packages
(¥ Selected packages

Package types: Signatures and engines:
I- Linusx Engine
I_ Mac Engine
|7 Enginez
[T Buffer Querflow DAT for VirusScan Enterprise
W DT

Patches and service packs:
[T =Po Agent Key Updater 4.6.0
T MER far ePo 2.5.3.0
I_ VirnsScan Enterprize 2,.8.0
I_ Praduct Irnprovernent Prograrn Content 1,11

9. Inthe Package selection section, select All packages or Selected packages. By default, the
Selected packages option is selected.

10. In the Package types section, select the package types. By default, the Engine and DAT
options are selected.

11. If necessary, configure other options with relevant information.

12. Click Save.
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13. Select the task created in the Task Name section and click Next.

14. Schedule the running time of the task as desired and then click Next.

15. Review the task settings and then click Save.

Disabling Blocking Port 25

= To disable Blocking Port 25:

1.

6.

Go to Start > All Programs > McAfee > VirusScan Console.
Right-click Access Protection and select Properties.

Click the Access Protection tab.

Under Categories, select Anti-virus Standard Protection.

Clear the checkbox in the Block and Report columns for the Prevent mass mailing worms
from sending mail rule.

Click OK.

Configuring the CPU Priority

= To configure the CPU Priority:

1.

7.

Log on to ePolicy Orchestrator.

Click Menu > System > System Tree.

In the System Tree pane, under My Organization, select your group.
Click the Assigned Policies tab.

From the list, select Default McAfee Agent Policy.

Go to McAfee Agent > General > McAfee Default > General Options.

Select Run agent processes at lower CPU priority ( Windows Only).

Configuring Symantec Endpoint Protection

If you are using Symantec Endpoint Protection, do this:
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= Disable Heuristic Scanning.

= Configure SONAR.

= Configure LiveUpdate.

= Exclude the required folders and files from virus scanning.

®=  Configure the CPU priority.
Disabling Heuristic Scanning

=} To disable heuristic scanning with Symantec Endpoint Protection:
1. Log on to Symantec Endpoint Protection Manager.

2. Inthe left-hand column, click the Policies tab.

3. Inthe Policies pane, click Virus and Spyware Protection.

4. Inthe Virus and Spyware Protection Policies pane, click the appropriate policy that you use
from the list.

5. Inthe Virus and Spyware Protection Policy window, under Windows Settings, click Global
Scan Options.

@Uirus and Spyware Protection policy [ x]

Virus and Spyware Protection  Global Scan Opticns

Palicy
Overview Insight Settings:
= wWindows Settings Changes mads for these settings will affect &l sntivirus scanning.
Administrator-Defined Scans '@ What is Insight?
Bloadhound(T) Dtection Satngs

Auto-Protect Configure Bloodhound(Th) detection to scan files for suspicious behavior

Dawnlasd Protection

SOMAR I T Enable Bloodhound(TH) euristic virus detection| | uiomaic [~ |
[ i 7
R —

Internet Email Auto-Protect Scan Network Drive

Microsoft Outlook Auto-Protect Specify options for scanning network drives

Lotus Notes Auto-Pratect ™ &k for a password before scanning a mapped network drive
Advanced Options: ‘W

Global Scan Options

Shared Insight Cache
Quararting

Configure Shared Insight Cache settings to improve scan performance on virtual machines.
Miscellaneous

= Mac Settings ™ Enabls Shared Insight Cache [ Recuire 551

Scheduled Scans:
Administrator-Defined Scans

Protection Technology:

I

Auto-Frotect | change Passwora . |

Advanced Options: (@ vihat is Shared Insicht Cache?

Miscellaneous

|| Ok “ Cancel H Help
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6. Clear the Enable Bloodhound(TM) heuristic virus detection checkbox.

7. Click OK.

Configuring SONAR

SONAR provides real-time protection, detecting potentially malicious applications running on your
computers.

SONAR uses heuristics, as well as reputation data to detect emerging and unknown threats.
SONAR provides an additional level of protection on your client computers and complements your
existing antivirus, spyware protection, and intrusion prevention.

If SONAR impairs performance of servers running NICE software, disable it.

If your system requires SONAR to be enabled, configure all exclusions using the guidelines in the
Folders and Files Exclusion on page 141 section.

Configuring LiveUpdate

= To configure live update with Symantec Endpoint Protection:
1. Log on to Symantec Endpoint Protection Manager.
2. Inthe Symantec Endpoint Protection Manager, in the left-hand column, click the Policies tab.

3. Inthe Policies pane, click LiveUpdate.

@} Symantec Endpoint Protection Manager [_[O[x]
()’ Symantec™ Endpoint Protection Manager Befresh | Help | Log Off
oow . e
ﬁ Palicies ¥ (@) LiveUpdate Policies
1] i
s ié :’\rus a‘?a Spyware Protection LiveUpdate Settings [ LivelUpdiate Content_|
rewal

0 Intrusion Prevention Name | Description Location Use Count
&) application and Device Contral
@ LiveUpdate
& Exceptions

Livelipciate Settings policy Created automatically during product installation. 2
Wonitars

EF Policy Camponents 4

@ Tasks
OB Add a Livellpdate Settings policy

Admin 4] mport a LiveUpdate Settings polc

), Search for Appiications

Recent changes appear below,

Description Time Administrator
Addled shared policy upon system instal March 13, 2013 4:56:52 PM EET admin
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4. Inthe LiveUpdate Policies pane, on the LiveUpdate Settings tab, click LiveUpdate Settings
policy.

@LivELIpdate Settings policy
ol Li Schedule
@9)) an:c‘:EUpdate
i LiveUpdate Scheduling
Orverviesy

5 wWindows Settings Enshle the scheduling of automatic downloads from Livelpdaste servers. The schedule settings do not control downloads from
the default management server, from Group Update Providers, or from third party cortent management tools.

Server Seftings

—— Mate: The controls on this dialog will only ke enabled if Use a Livelpdate Server is selected on the Server Settings tak.
chedule

[ Enable LiveUpdate Scheduling
Advanced Settings

Frequen
= Mac Settings Auency

Specity how often to schedule clients to run Livelpdste and check for and download the latest updates.

Server Seftings

Schedul ' Continuousty @ Every hours ' Daily 1 weskly

Advanced Settings

MR-

Retry Window

Set the macimum retry wincdow allowed after a missed scheduled update. If the maximum time is reached before the upcate
h&s run, the computer will wat for the nesxt scheduled time to try again.

= Keep trying for (in hours):

Download Randomization Options

The tollowing parameters defing the time window around the scheduled time in which to perform the download. & random
dovwnioad time within that time swindow will be chozen

I” Randomize the start time to be + or - (in hours):

Idle Detection

~ Delay scheduled LiveUlpdste until the computer is idle. Overdue sessions will run unconditionally

Options for Skipping LiveUpdate

“ou can skip scheduled Livelpdate sessions if the client protection is up to date. Scheduled Livelpdate sessions occur only if
all the conditions that you specity are met

~ Livellpdate runs only it Virus and Spywware definitions are older than:

Chowrs (5 days

~ Livellpdate runs only if the client is disconnected from Symantec Endpoint Protection for more than:

© minutes % hours

Ok ” Cancel H Help ]

5. Edit the policy as required.

6. Inthe left-hand pane, expand the Schedule section and set an appropriate time for running
LiveUpdate.

7. Click OK.

Excluding Folders and Files

Exclude the folders and files specified in Folders and Files Exclusion on page 141 from your
scheduled antivirus scans (Read & Write), since they are used for NICE system operations.

= To exclude folders and files

1. Logon to Symantec Endpoint Protection Manager.
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2.

3.

4,

In the Symantec Endpoint Protection Manager, in the left-hand column, click the Policies tab.
Select Extensions.

Add an Exceptions policy:

a. Go to Exceptions Policy > Exceptions > Add > Windows Exceptions > Folder/Extensions.
b. Specify a folder/extension.

¢. Click OK and then Yes.

d. Select a specific group, where to apply the policy.

e. Click Assign and then Yes.

Configuring the CPU Priority

= To configure the CPU priority

1.

8.

Log on to Symantec Endpoint Protection Manager.

In the Symantec Endpoint Protection Manager, in the left-hand column, click the Policies tab.
Select Virus and Spyware Protection.

Select an appropriate policy from the policies list.

Go to Windows Settings > Administrator-Defined Scans.

Select an appropriate scheduled scan.

Go to Edit > Scan Detail > Advanced Scanning Option > Tuning.

Select Best Application Performance.

Configuring Trend Micro OfficeScan

If you are using Trend Micro OfficeScan, do this:

Configure scheduled updating of the OfficeScan server.
Configure automatic updating of OfficeScan clients.

Exclude the required folders and files from virus scanning.
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Configure the CPU usage.

Configuring Scheduled Updating of the OfficeScan
Server

= To configure scheduled updates of the OfficeScan server:

1. Log on to the OfficeScan management console.

2. Intheright-hand pane, go to Updates > Server > Scheduled Update.

M)1ene. | OfficeScan®

Current server: nicawm-3147

Server Scheduled Update
Sean Mow for all Domains

Update Server Mow ¥ Enable scheduled update of the OfficeScan server

Components to Update
Surmmar

b ¥ Metworked Computer Components
+ Security Compliance

£}

|7 Antivirus
+ Metworked Computers

]

|7 Anti-sprware
+ Smart Protection

£}

|7 Darmage Cleanup Services

e —
|7 Behavior Manitoring Components
Surmnrnary
Update Schedul
- Server (=5 chedule
7 Haurl
Scheduled Update ¥ aury
el Updefic % Daily " Start time: [Tk <] :[00 =] (hhirmm)
Update Source  weekly, every ISunday vl Update for period of|2 vl haurs)
" Maonthly, on da |01 vI
+ Networked Computers ! i
Rollback Save | Cancel |

3. Select Enable scheduled update of the OfficeScan server.

4. Inthe Components to Update section, select the applicable components.

5. Inthe Update Schedule section, select Daily (highly recommended) and set the applicable
parameters.
6. Click Save.

Configuring Automatic Update

= To configure automatic update of OfficeScan clients:

1. Log on to the OfficeScan Management console.
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5.

In the right-ha

nd pane, go to Updates > Networked Computers > Automatic Update.

) TREND.

Current server: nicevm-3147

Scan Now for &ll Domains

Update Server Now

Summary
+ Security Compliance
+ Networked Computsrs

+ Smart Protection

Summary

i OfficeScan™

Automatic Update (Networked Computers)

Clients are triggered to update components when certain events occur or during the specified update schedule,

Event-triggered Update
¥ Initiste component update on dients immediately after the OfficeScan server downloads a new component
' 1ndude roaming and offline clientis)
¥ Let dlients initiate component update when they restart and connect to the OfficeScan server (roaming clients are exduded)

I~ Perform Scan Mow after updste (exduding roaming clients)

Schedule-based Update

+ Server

" Minute(s)

- Networked Computers
Automatic Update
Manual Update
Updste Source

Rallback

" Hourls)

| start time: [01 =]+ [00 2] (hhimm)
) & Daily i Update for a period of |4 -I haur(s)

€ weekly, every | Sunday .I :
Save Cancel

In the Event-triggered Update section, select the checkboxes shown above.

In the Schedule-based Update section, select Daily (highly recommended) and set the
required parameters.

Click Save.

Excluding Folders and Files

Exclude the folders and files specified in Folders and Files Exclusion on page 141 from your
scheduled antivirus scans (Read & Write), since they are used for NICE system operations.

= To exclude folders and files:

Log on to the OfficeScan Management console.

In the right-hand pane, select Scan Now for All Domains.

%) TREND,
TREND

| OfficeSc

Current server: nicevm-3147

Scan Now for All Domains

Update Server Now

Summary

+ Security Compliance
+ Networked Computers
+ Smart Protection

Summary

+ Server

- Networked Computers
Automatic Update »
tManual Update
Update Source

Rollback

an”

Automatic Update (Networked Computers)

Clients are triggerad to update components whan certain events occur or during the specified update schedule,

Event-triggered Update
¥ Initiste cornponent update on dients irmmedistely after the OfficeScan server downloads a new cornpanent
M Include rozming and offline dient(z)
¥ Let dients initiste cornponent update when they restart and connect to the GfficeScan server (roaming dients are excuded)

[~ Perform Scan Now after updste (excuding roarning dients)

Schedule-based Update

" Minutels)
© Heur(s) .+ start time: [01 = ]: [00 =] (hhimem)
& Daily | Updats for & peried of [4 2] heurts)

 weekly, suery [Sunday —
Save Cancel
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3. Goto Server or servers > Settings >Scan Settings > Select Scan Methods.

4. Define what folders and files to exclude.

5. Click Save.

Configuring the CPU Usage

= To configure the CPU usage

Log on to the OfficeScan Management console.

In the right-hand pane, select Scan Now for All Domains.

M) 1rene. | OfficeScan™

Current server: nicevm-3147

Automatic Update (Networked Computers)
Scan Now for all Domains

Update Server Now

Summary
+ Security Compliance
+ Networked Computsrs

+ Smart Protection

Clients are triggered to update components when certain events occur or during the specified update schedule,

Event-triggered Update
¥ Initiste component update on dients immediately after the OfficeScan server downloads a new component
' 1ndude roaming and offline clientis)
¥ Let dlients initiate component update when they restart and connect to the OfficeScan server (roaming clients are exduded)

I~ Perform Scan Mow after updste (exduding roaming clients)

[ Uedate
Schedule-based Update
Summary
" Minute(s) i
+ Server
[l o =l [eo = .
- Metworked Computers ourt=) | Starttime: : (hhimm)
) & Daily i Update for a period of |4 -I haur(s)

Automatic Update

Manual Update
Updste Source
Rallback

€ weekly, every | Sunday .I :
Save Cancel

3. Goto Server or servers > Settings >Scan Settings > Select Scan Methods.

4, Define the CPU usage level.

5. Click Save.

Configuring Sophos

If you are using Sophos, do this:

Configure scheduled updating.

Exclude the required folders and files from virus scanning.

Disable buffer overflow protection.

Configure scheduled scanning.
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Configuring Scheduled Updating

= To configure scheduled updating

1.

6.

Open the Sophos Enterprise Console.

In the main window, go to Polices > Updating.

Create a new policy (or use the default one), right click it and select View/Edit Policy.
On the Primary Server tab, click Advanced and select a bandwidth use.

On the Schedule tab, enter an appropriate time.

Click OK.

Excluding Folders and Extensions

Exclude the folders and extensions specified in Folders and Files Exclusion on page 141 from your
scheduled antivirus scans (Read & Write), since they are used for NICE system operations.

= To exclude folders and extensions

Open the Sophos Enterprise Console.
In the main window, go to Polices > Antivirus and HIPS.
Create a new policy (or use the default one), right click it and select View/Edit Policy.

Click the Extensions and Exclusions button.

For Extensions:
a. On the Extensions tab, click the Exclude button.
b. Click Add.

c. Add an extension and click OK.
For Folders:

a. Onthe Windows Extensions tab,click Add.

b. Select and item type drive or folder and specify location.
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Disabling Buffer Overflow Protection

= To disable buffer overflow protection

1.

6.

Open the Sophos Enterprise Console.

In the main window, go to Polices > Antivirus and HIPS.

Create a new policy (or use the default one), right-click it and select View/Edit Policy.
Select On-access scanning and click Configure.

Disable Detect buffer overflows.

Click OK.

Configuring Scheduled Scanning

= To configure scheduled scanning

1.

Open the Sophos Enterprise Console.

In the main window, go to Polices > Updating.

Create a new policy (or use the default one), right click it and select View/Edit Policy.
Under Scheduling Scanning, click Add.

Specifying scanning parameters.

Click OK.
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This section includes requirements and recommendations for NICE to connect remotely to
customers.

NICE Requirements

NICE needs a remote connection in place from the first days of the project. The connection needs
to have both high bandwidth and low latency. In addition, it is highly recommended to use a
dedicated machine for this connection.

NICE Recommendations

NICE suggests these methods to connect remotely, in order of preference. The customer needs to
let the NICE Project Manager know of any site requirements:

1. WebEx - In order to connect through WebEx, the customer must open the Webex connection
on their side. Also, playback is not always possible through WebEx. This means that the
customer needs to listen to the recording, or download the files locally to send them to NICE.

2. Microsoft Teams - The customer or NICE can set up the Teams meeting.
3. VPN (on VSphere) - Setup can take from four to six weeks to arrange access through VPN on

VSphere. This option enables a remote connection even when the customer is not present on
the other side.
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NICE Third Party Software Certification
Policy

This internal policy outlines the procedures to be carried out by the NICE System QA team in
relation to validation of security related software compatibility with NICE products.

These conducts and procedures aim to:

®m  Assure customers of NICE products that the systems and components of NICE are
compatible with third party software that are likely to be installed in NICE servers and on
client desktops.

= Provide clear guidelines regarding compatibility validation and certification processes for
the Professional Services group.

= Allow consistent and efficient work by the System QA team.

B Reduce time and money spent by NICE on a global level, and ensure efficient use of its
resources.

This commitment involves delicate balances and trade-offs. Therefore, compatibility validation is
limited only to commonly accepted third party software, which directly affects the system'’s overall
security and serviceability.

This policy states general technical guidelines and shall not be construed in a manner which shall
impose any type of legal undertaking on NICE. In particular, NICE does not warrant the
compatibility of validated third party software with the NICE products, or that the validated
security related software will operate error-free, or in an uninterrupted fashion.

Contents
NICE ProdUCtS ... 170
Compatibility Validation Policy ... 173
Compatibility Validation ProCess ... 175
Compatibility Validation Guidelines ... .. 178
Server Hardening ... 183
Compatibility MatriX ... 184
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NICE Products

For clarity, the tables below list the components that require compatibility validation for the latest
versions of NICE Engage Platform. The validation includes all testing required to ensure that the
normal functionality of the components and of the entire system is not affected by the
introduction of the additional third party software. The compatibility validation testing is related
to the specific version of the third-party software. Validation of a specific version of the third-party
software shall not guarantee the compatibility of any subsequent version of the third-party
software.

The compatibility validation for NICE Engage Platform Release 6.x with the latest service pack
and updates includes the following components:

Table 17-1:
NICE Engage Server Side Components

NO. Component Operating System Version
1. AIR Windows Server 2012*
2. NICE Search Server Windows Server 2012*
3. Applications Server Windows Server 2012*
4. Voice Biometrics Engine Windows Server 2012*
S. Real-Time Voice Biometrics = Windows Server 2012*
Server
6. Cognos Server Windows Server 2012*
7. Database Server Windows Server 2012*
8. Playback Portal Stream Windows Server 2012*
Server
9. Interactions Center Server ~ Windows Server 2012*
10. ITI Connect Server Windows Server 2012*
11. Media Interconnect Windows Server 2012*
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Table 17-1: NICE Engage Server Side Components (continued)

NO.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

* See appropriate Certified Server Guide

Component

Media Retrieval Server
NICE Sentinel Server

NICE Stream Server

NICE Stream Server (WMS)
RCM Server

Real Time Insight Manager
Server

Real-Time Streamer

RT Database Server

RT Server

Real-Time Word Search
Screen Logger Server
Speech to Text Server
Storage Center Server
Telephony Services Server
Unified Recorder Server
Voice Biometrics Server
VolP Logger Server

Playback Portal Database
Server

Operating System

Windows Server 2012*
Windows Server 2012*
Windows Server 2012*
Windows Server 2008*
Windows Server 2008*

Windows Server 2012*

Windows Server 2012*
Windows Server 2012*
Windows Server 2012*
Windows Server 2012*
Windows Server 2012*
Windows Server 2012*
Windows Server 2008*
Windows Server 2012*
Windows Server 2012*
Windows Server 2012*
Windows Server 2012*

Windows Server 2012*

Version
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Table 17-2:
NICE Engage Client Side Components

NO. Component Operating System Version

1. BSF Toolkit Windows 7 SP1, Windows
8/8.1, Windows 10*

2. Screen Agent Windows 7 SP1, Windows
8/8.1, Windows 10*

3. IP Phone Applications Windows 7 SP1, Windows
8/8.1, Windows 10*

4. NICE Player Windows 7 SP1, Windows
8/8.1, Windows 10*

5. ROD/SOD Desktop Windows 7 SP1, Windows
Application 8/8.1, Windows 10*
6. Reporter Viewer Windows 7 SP1, Windows

8/8.1, Windows 10%*

7. Survey Manager Windows 7 SP1, Windows
8/8.1, Windows 10*

8. RT Client Windows 7 SP1, Windows
8/8.1, Windows 10*

9. RT Designer Windows 7 SP1, Windows
8/8.1, Windows 10*

10. Sentinel Client Windows 7 SP1, Windows
8/8.1, Windows 10%*

11. VolP Recording Agent Windows 7 SP1, Windows
(VRA) 8/8.1, Windows 10*

* See appropriate Certified Server Guide
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Compatibility Validation Policy
All of the NICE products listed in NICE Products on page 170 are validated for compatibility with
the following software:

Commonly used antivirus software (see list on page 178)

New versions of Microsoft Windows Operating System (only under product management
direction)

Microsoft .NET Framework - new versions and service packs
New versions of Microsoft SQL Server (only under product management direction)
Microsoft SQL Server service packs
Microsoft Internet Explorer (IE) - new versions and service packs
Microsoft Windows security patches and service packs
Microsoft Windows security advisory patches
Microsoft Windows Daylight Saving Time (DST) updates
Commonly used third party software:

Patch management tools (see list on page 178)

Remote support tools (see list on page 178)
Customer's hardening guidelines (only under commitment)

The list of NICE products and their components is regularly updated (on a quarterly basis or on
demand) according to the NICE Sunset Policy (refer to the most recent Marketing Note - NICE
Sunset Dates) and the introduction of new NICE products/components and product/component
versions.

When a product version meets its End-of-Mainstream Software Support Datel, it is no longer
validated for any of the above mentioned software, except for Microsoft security patches, security
Advisory patches, Daylight Saving Time updates and service packs, as well as Internet Explorer
updates (but not new versions of Internet Explorer), for which validation for compatibility will
continue until the product version’s End-of-Extended Software Support Date2 is met.

1End-of-Mainstream Software Support Date - The final date when NICE will cease to provide code fixes
and changes for a product version.

2gnd-of-Extended Software Support Date - The final date when NICE will cease to provide critical code
fixes and changes for a product version. Requests for third-party software certifications may require an
upgrade to a newer minor/major release.
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Validation of the above mentioned software ceases when Microsoft no longer supports the
respective operating system required to run this product version (for example, when Microsoft
ceases to release patches and service packs for the operating system in question)1.

A compatibility matrix of NICE products/components and product/component versions vs.
Microsoft or third party software and software versions is maintained and tested by the System
QA team.

When a new NICE product/component or a new version of a product/component is introduced, it
is added to the compatibility matrix. SeeCompatibility Matrix on page 184

Based on agreement with Product Management, an older version of a product/component or a
third party software may be omitted from the compatibility matrix, in the following cases:

Aversion is no longer commonly used by NICE customers. For example, an older version of
an antivirus software (two or more years older), will be omitted from the compatibility
matrix since antivirus software is usually replaced once a year with a newer version, and
most customers switch to the newer version shortly after its release.

Both Product Management and R&D view the newer version of a NICE product/component
as an evolutionary (rather than revolutionary) step in the development of the
product/component and the testing of the newer version fully ensures, in high probability,
the compatibility of older versions. Hence, the older version is omitted from the
compatibility matrix.

1The end of support date for Windows 2003 is July 14, 2015. The end of support date for Windows
XP SP2 is April 4, 2014.
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Compatibility Validation Process

The System QA team develops and publishes comprehensive test procedures for each type of
compatibility validation.

The System QA team is in constant contact with local third party software vendors who are
included in the compatibility matrix, and proactively checks for new updates at least once a
month. The System QA team maintains an internal list of planned validations, listing details of
vendors' software release dates, and the appropriate NICE validation target dates stipulated in
this policy.

In addition, the System QA team can be assigned to validate the compatibility of third party
software that is not included in the compatibility matrix, if requested by Product Management,
and subject to a commitment. The System QA team will be asked to provide a timetable dating
from ARO (After Receipt of Order), and include this one-time validation in its list of planned
validations. In this case, the System QA team will not be required to proactively track and validate
future software version compatibility.

The System QA team notifies the EIS Technical Writing group of expected new compatibility
validations, and regularly informs the Technical Writing group of validation status changes. The
Technical Writing group publishes and maintains this information on the ExtraNICE website. This
information includes the following validation details:

Vendor name

Third party software name

Software version

Software release date - which can also be a future date
Validation completion target date

Validation status. The following status options are applicable: Pending software release,
Pending validation, Under validation, Validated.

Last status update
Comments. The comments may include a link to a relevant technical note.

Upon the completion of the compatibility validation, and no later than 10 business days thereafter
(5 business days in case of validation of Microsoft high risk security patches, see Microsoft
Security Patches on page 17), the System QA team updates the Third Party Technical Guidelines,
specifying the newly validated software. This update may also include validated third party
software limitations and recommended installation guidelines for NICE products. Before
appearing in the Third Party Technical Guidelines, these updates are sent to Product Management
for approval.
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Compatibility Validation by Professional Services

The System QA team develops and publishes comprehensive test procedures (ATP) adequate for
compatibility validation of third part software categories not included in the compatibility matrix,
as listed below:

Antivirus and endpoint protection
Intrusion detection and prevention
File integrity

Log collection

Backup agent

Monitoring agent

Remote access

Patch management and distribution
SOE and customer certified OS build

Third party software not included in the compatibility matrix is validated for compatibility
according and subject to the following process:

1. A Commitment Request is filed by the Solution Engineer responsible for the project, providing
the full details of the project.

2. Product Management evaluates the commitment and forwards it to the System QA team if
required. A detailed test plan (ATP) is provided based on the type of software.

3. Product Management assigns the commitment to the regional Professional Services team,
who provide a timetable dating from ARO, and a cost estimate.

4. When off-site staging is required, the regional Professional Services team takes responsibility
for execution.

5. The Professional Services team runs the ATP on-site, to validate the software compatibility on
NICE servers.

6. The completed ATP is re-submitted to the System QA team for approval. If additional or
repeated testing is required, the System QA team instructs Professional Services accordingly.

7. The System QA team supports the software for the validated version only. Future versions of
the software are not proactively tracked or validated by the System QA team or Professional
Services.
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Compatibility Validation by Professional Services

8. the System QA team makes a reasonable effort, time and money-wise, to diagnose and solve
problems if the arise. If no reasonable solution is diagnosed and/or found, NICE is not held
responsible, and the software is removed from NICE servers.

9. Once verified, a Verification Statement is be published by the Services Manager, describing the
environment in which the verification is applicable. Any change to the environment (including
software upgrades), voids the verification.
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Compatibility Validation Guidelines

Compatibility Validation Guidelines

These are the guidelines by which all of the NICE products are validated for compatibility with the
following software:

Antivirus Software

The System QA team regularly validates the most commonly used antivirus software. As agreed
with Product Management, this list currently includes:

Symantec AntiVirus Corporate Edition
McAfee VirusScan Enterprise

Trend Micro OfficeScan

Sophos Endpoint Security and Control

Usually, customers replace antivirus software versions soon after the release of a new version by
the vendor. Therefore, the System QA team is required to test and validate only the last two most
recent major releases of the above mentioned antivirus software packages. Minor releases are
supported when major releases have been certified. For the complete antivirus compatibility
matrix, see the Antivirus on page 129 section.

Other antivirus software packages may be validated on demand, based on commitment.

The System QA team is in constant contact with the local antivirus software vendors, and
proactively checks for new updates at least once every quarter.

Validation of a new antivirus software version will take place no later than 45 business days after
its general availability.

Microsoft Windows Operating System

The System QA team validates NICE products for compatibility with a new major version of
Microsoft Windows Operating System (OS) within 60 business days following the Microsoft
official release. This refers to Windows editions planned to be in use by NICE products, servers,
and clients, under Product Management direction.

Compatibility validation of a new version of Windows OS includes validation of the most recent
available version of Internet Explorer.

Microsoft Service Packs

The System QA team validates NICE products for compatibility with Microsoft service packs within
30 business days following the Microsoft official release.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (H1) -178 -



17: NICE Third Party Software Certification Policy
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Microsoft .NET Framework

The System QA team validates NICE products for compatibility with Microsoft .NET Framework
new versions and service packs within 30 business days following the Microsoft official release.

The System QA team compatibility validation ensures that the normal functioning of NICE
applications is not effected by the new .NET Framework software if installed simultaneously on
the same desktop with the .NET Framework version utilized by NICE applications. This requires
validation on all operating systems supported by NICE applications.

Microsoft SQL Server

The System QA team validates NICE products for compatibility with a new major version of
Microsoft SQL Server within 60 business days following the Microsoft official release. This refers
to SQL Server editions planned to be used by NICE products under Product Management
direction.

Microsoft SQL Server Service Packs

The System QA team validates NICE products for compatibility with Microsoft SQL Server service
packs within 30 business days following the Microsoft official release. This includes service packs
for all supported SQL Server editions used by NICE products.

Microsoft Internet Explorer

The System QA team validates NICE products for compatibility with Microsoft Internet Explorer (IE)
Internet browser. Other Internet browsers are currently not supported.

Compatibility validation of Internet Explorer service packs follows the same validation guidelines
for Windows service packs (see Compatibility Validation Guidelines on the previous page).

The System QA team validates NICE products with a new major version of Internet Explorer within
30 business days following the Microsoft official release.

Compatibility validation of a new version of Windows Operating System (OS) includes validation of
the most recent available version of Internet Explorer.

Microsoft Security Patches

Microsoft classifies its security patches as follows:
1. Critical

2. Important

3. Moderate

4. Low
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Microsoft Security Advisory Patches

NICE considers Critical and Important security patches as High Risk patches, and Moderate and
Low security patches as Low Risk patches.

According to NICE policy, High Risk patches are validated by the System QA team in an expedited
manner within 5 business days.

Low Risk patches are validated together with high risk patches. For example, if at a given time,
moderate and/or low patches are released with at least one critical or important patch, all patches
will be validated. Otherwise, the low risk patch validation is postponed until the next release of
high risk patches.

The System QA team is registered on the Microsoft site for alerts of security patches releases.
Upon a Microsoft patch release, the System QA team notifies Product Management, Customer
Services and the Technical Writing group, listing patches that are relevant to NICE, and their
expected validation date.

No later than 72 hours after a high risk patch release, the NICE ExtraNICE portal is updated to
inform NICE customers and partners of the expected patch compatibility (content is published in
the Security Bulletins directory).

Information about validated bulletins is published using Excel format. The Excel file will be
updated periodically with new security bulletins. The new bulletins are added to the same
aggregated Excel file.

The Excel file includes bulletins in 3 categories:

1. Bulletins which are certified by NICE: Bulletins that were tested by NICE and approved for
installation.

2. Bulletins which are not relevant for NICE: Bulletins. Bulletins that appear under this section
affect Microsoft components that should not be installed on NICE servers, and as a result,
should NOT be installed. Sample Microsoft components: Domain Controller, DNS server,
Microsoft Office.

3. Bulletins which are not certified by NICE: Bulletins that were tested by NICE and were not
approved for installation.

Microsoft Security Advisory Patches

Microsoft Security Advisory Patches are a supplement to Microsoft Security bulletins, and address
security changes that may not require a security patch, but that may still affect overall security.

NICE considers the Microsoft Security Advisory Patches as Low Risk patches.

According to NICE policy, Low Risk patches are validated by the System QA team , together with
the next High Risk patch release (see Compatibility Validation Guidelines on page 178).
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Microsoft Daylight Saving (DST) Updates

Daylight Saving Time (DST) updates move local time forward one hour ahead of standard time in

the spring and set it back one hour in the fall. Microsoft has established an annual update
schedule for DST updates, with provisions for semi-annual cumulative updates if necessary.

According to NICE policy, DST updates are validated by the System QA team within 45 business
days following the Microsoft official release.

Patch Management Tools

Many NICE customers use patch management tools. Patch management tools allow automatic
deployment of Microsoft patches to enterprise servers, including NICE servers, and to client
desktops.

In many cases, the deployment of a security patch or service pack requires restarting the machine.
The System QA team will test and validate that such reboots forced by the patch management
agents can be properly handled by NICE servers and agents. In particular, NICE servers and agents
must recommence their normal work immediately following a machine restart after a forced
reboot.

Most of the patch management tools allow the setting of rules, as to what is to be installed, when
and where. It is imperative that these settings do not contradict the NICE policy for Microsoft
security patches and service packs, as stated in MN1145. The System QA team will test and
publish recommendations regarding the proper configuration of the patch management tool in
order to conform with the NICE policy.

Given the variety of tools available and lack of consistent requirements by the market, and since
the NICE solution is based on Microsoft Windows technology, the System QA team will validate, by
default, the following Microsoft patch management tool(s):

Microsoft Systems Management Server (latest version).
System Center Configuration Manager (latest version).

Other tools might be added to the list of compatible patch management tools upon demand,
based on commitment or Product Management request.

Validation of a new patch management software major version takes place no later than
45 business days after its general availability.

Remote Support Tools

NICE is required to support remote support tools, in addition to Symantec pcAnywhere (PCA).

Remote support tools validated by NICE must be able to provide remote support for all NICE
products over VPN, with full screen view, using encrypted session and strong authentication.

By default, the System QA team validates the following remote support tool(s), in addition to
pcAnywhere:
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Remote Support Tools

Microsoft Remote Desktop

Other tools might be added to the list of compatible remote support tools upon demand, based
on commitment or Product Management request.

Validation of a new remote support software major version takes place no later than 45 business
days after its general availability.
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Server Hardening

The System QA team publishes an updated Hardening Guide for Windows 2016 and Windows
2019, for every new release of NICE Engage Platform.

The hardening process is based on the Center for Internet Security (CIS) Standard.

The NICE Hardening Guide accurately describes the minimal set of services, protocols, user rights
assignments, permissions to system resources, and communication ports required to allow
normal functioning of the NICE system.

In certain scenarios, if a customer cannot make the necessary analysis based on the information
provided by NICE, the customer might ask NICE to validate their hardening procedures based on
the customers’ IT department security policies. Such a validation could require special staging of a
testing environment. This validation could be performed by the System QA team and/or NICE
Professional Services in the local region, based on commitment and Product Management
approval.
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Compatibility Matrix

The following table summarizes the response times required for different types of compatibility

validation.

Table 17-3:
Validation Response Times

Validation Type

Antivirus

Internet Explorer

Internet Explorer Service Pack

.NET Framework

Patch Management

Remote Support

Security patch - High-risk

Security patch - Low-risk

Security Advisory patch

Daylight Savings Time update

SQL Server

Maximum Validation
Response Time

45 business days

30 business days
30 business days
30 business days

45 business days

45 business days

5 business days

With (next) high risk
security patch

With (next) high risk
security patch

45 business days

60 business days

Comment

Major versions of leading
vendors only (see list on page
178)

Major versions only

New versions and service packs

Major versions of Microsoft tools
only (see page 178)

Major versions of selected tools
only (see page 178)

Preliminary notification on
ExtraNICE within 72 hours of
patch release

Major versions - under Product
Management direction
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Table 17-3: Validation Response Times (continued)

Validation Type Maximum Validation = Comment
Response Time

SQL Server Service Pack 30 business days

Windows Operating System 60 business days Major versions - under Product
Management direction

Windows Service Pack 30 business days
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Vulnerability Scanner Guidelines

This section provides guidelines for configuring vulnerability scanner software running on NICE
applications.

Contents

Nessus Vulnerability SCanner ... 188
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Nessus Vulnerability Scanner

Nessus Vulnerability Scanner

Tenable Network Security Nessus is a security software application that allows you to perform
vulnerability scanning of infrastructure with automatic scan analysis for remediation prioritization,

configuration auditing and compliance checks.
Follow the below guidelines to improve your system performance and prevent recording loss,
when running Nessus scans.

Advanced Interaction Recorder and VolP Logger
A full Nessus scan with a full-range port scan interrupts recording. To prevent recording loss, use
these options:
Instead of a full-range port scan, run a filtered-range port scan with the Service Discovery
function.
A filtered-range port scan excludes ports used by NICE components on each server type. See
the Port List document for ports to be excluded.

Run full Nessus scans only when the system is idle, and no recordings are made.

Interactions Center

A full Nessus scan with a full-range port scan and the Service Discovery function interrupts
recording. To prevent recording loss, use these options:

Run a full-range port scan without Service Discovery.

Run full Nessus scans only when the system is idle, and no recordings are made.
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SQL Backup

This section provides guidelines for backing up NICE Engage Platform SQL databases.

Contents
SQL Backup Guidelines ... .. 190
Database Configuration GUIdelinesS ... ... 192
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SQL Backup Guidelines
Overview

Customers can implement their own database backup policies for NICE Engage Platform
database.

NOTE:

Each backup schedule provides a different level of recovery. Customers should
match recovery levels according to their needs.

The customer is responsible for database backup operations. They should
ensure that there is enough free space for the database and backups.

Customers MUST NOT restore the SQL database from the backup to production
system without first consulting with NICE Customer Services.

Backup software should be used when the size of any of the NICE server
databases are approximately 1TB and larger. SQL Backup jobs should not be
used in such a scenario.

Schedule

The backup schedule should include full backup, differential backup, and log backup. The backup
plan must include all NICE databases and system databases.

Below is a sample backup schedule:
Full Backup: once a week during off/low peak hours.
Differential Backup: daily backup during off/low peak hours.

Log Backup: for sites that include the Media Encryption solution, the nice_crypto database
is set to Full Recovery Model. Hourly backup is recommended.

{z) Important!

The Full Recovery Model is approved only for DR3.X environments with SQL Server
database mirroring.

Backup Files Location

Database backup files should be stored for long term storage at a remote location, and not on the
server’s hard drive.
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Implementation Guidelines

Implementation Guidelines

If the customer’s backup policy does notinclude the regular NICE Engage Platform backup jobs,
they should be disabled. In this situation, the relevant NICE Sentinel alarms should also be
disabled.

Disable the following SQL Jobs on the Database server:
Nice Differential Backup
Nice Full Backup
Nice Log Backup

Disable the following SQL Jobs on the Data Mart server:
Nice Differential Backup
Nice Full Backup
Nice Log Backup

If the environment consist of multi Data Hub deployment, SQL backup jobs on all Data Hubs must
be disabled.

Backup Tools

Customers can use any off-the-shelf Microsoft SQL Server Backup tools that suits their backup
and restore needs while taking into consideration that the NICE Engage Platform database backup
must be performed during off peak or low peak hours.
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Database Configuration Guidelines

NICE Engage Platform databases can be configured for the Full Recovery Model taking into
consideration the following:

SQL Server log backups are essential.

In the Full Recovery Model, all transactions are logged in the transactional log until they
are backed up. Therefore, log backups must be created on a regular basis. Hourly backup
is recommended.

Transactional log disk space monitoring is essential. If the transactional log is not purged
due to backup failure, new transactions and/or calls will not be added to the database.
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Using Real-Time Solutions with App-V

This appendix lists the limitations and rules for working with Real-Time Solutions in an App-V
environment.

Contents
Working with the App-V System .. 194
App-V Limitations when Working With Real-Time Solutions ... 195
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Working with the App-V System

Working with the App-V System

The App-V Sequencer (Microsoft Application Virtualization Sequencer) is a wizard-based tool that
administrators use to transform traditional applications into virtual applications. The Sequencer
produces an application package that contains several files. These files include a sequenced
application (.sft) file, one or more Open Software Description (.0sd) application configuration files,
one or more icon (.ico) files, a manifest xml file that can be used to distribute sequenced
applications with electronic software delivery (ESD) systems, and a project (.sprj) file. The
Sequencer can also generate a Windows Installer file (.msi) that can be deployed to clients
configured for standalone operation. All files are stored in a shared content folder on the
Management and/or Streaming Server and are used by the App-V Client to access and run
sequenced applications.

The App-V Management Server (Microsoft Application Virtualization Streaming Server) has
streaming capabilities that including active/package upgrade without Active Directory or SQL
Server requirements. However, it does not have a publishing service, licensing, or metering
capabilities. The publishing service of the App-V Management Server is used in conjunction with
the App-V Streaming Server, so the Management Server configures the application but the
Streaming Server delivers it (usually in branch offices).
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App-V Limitations when Working With Real-
Time Solutions

In App-V environments a bubble is an isolated environment streamed from the App-V server to
the App-V client. On the client machine the application does not have to be installed.

When streaming the Real-Time Client to the App-V client, both clients must be in the same bubble
as the application(s) you want to interact with.

If the Real-Time Client needs to interact with two App-V applications from separate bubbles, you
must install the Real-Time Client on each bubble and interact using C2C (client to client)
communication between the Real-Time Clients. In his case you must instal another Real-Time
Client on the local computer and interact with the streamed clients using C2C.
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Using Real-Time Solutions with Citrix
Streaming

This appendix describes the limitations and rules for working with Real-Time Solutions with Citrix
streaming.

Contents
Working with Citrix Streaming ... 198
Citrix Streaming Limitations when Working With Real-Time Solutions ................................. 199
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Working with Citrix Streaming

Working with Citrix Streaming

A streamed application in Citrix resides in a separate memory space and environment and is
delivered to the Citrix client without installing an application on the client side. The streamed
application is located in a controlled isolated environment (sandbox).

To set a package for Citrix application streaming so that the Real-Time Client can capture other
streamed applications both applications must run inside the same sandbox. The citrix profiles
must be installed on a separate dedicated machine.
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Citrix Streaming Limitations when Working
With Real-Time Solutions

The Real-Time Client must be part of the same streaming package as the monitored applications.
Another option is to use Inter-Isolation communication for Real-Time Client interaction with other
streamed packages. You can install the Real-Time Client on the client computer to interact with
one or more Citrix streamed applications.

Make sure of the following when setting up the Citrix Profiler:
In the Support Legacy Offline Plug-ins page, select Enable support for 6.0 Offline Plug-ins.
In the Select Install Page, select Advanced Install.

In the Set up Inter-Isolation Communication page make sure to enter the path to the
Profiler Package if you want to link between the profile package for the Real-Time client
and other streamed applications.

In the Select Install Method page, select Run install program or command line script.

In the Choose Installer page, browse to or type in the path to the Process Optiization
Client.msi.

When the Profiler is finished and the Citrix package is ready, make sure of the following:

For a streamed Real-Time Client package, open the Target Properties configuration window
and clear Enable pre-launch analysis.

The remaining Target Properties rules should remain with their default values.

NOTE: The Real-Time Client can interact with two streamed applications (each
from a different server) only when it is installed locally.
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