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Introduction

The Third-Party Technical Guidelines is a one-stop-shop document for information about third-party
software application compatibility with NICE systems.

This document should be used by NICE customers and customer service organizations in order to verify
the compatibility of third-party software to NICE products in addition to specific configuration
information.

This document consolidates information published in a number of Technical Notes listed in the
Discontinued Technical Notes appendix of this document, see Discontinued Technical Notes on
page 267.

This document serves as general guidelines and applies to all existing NICE Engage Platform/NICE
Interaction Management versions.

Updates for specific product versions may be issued separately based on these guidelines. NICE, atits
sole discretion, may decide to change the general guidelines or deviate from them for a specific product
version.

This document should apply in cases where it contradicts a previous Technical Note.

This document will be updated periodically upon availability of new third party software versions
following the rules of certification as described in the Third-Party Software Certification Policy.
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1: Introduction

Document Revision History

Document Revision History

Revision Modification  Software

Date Version
D6 April 2017 NICE Engage
Platform 6.6
D5 January 2017  NICE Engage
Platform 6.6

Description

= Updated SQL 2014 requirements. See SQL
Server 2014 on page 217.

®m  Updated table for NET Framework 4.6 support.
See Overview on page 174.

B Removed references to sunset NICE products.

®m  Updated .NET Framework, Office Scan and Trend
Micro versions

= Updated remote connection guidelines. See
Remote Connection to Customers on page 265.

B Added KBs Delivered by Microsoft and NICE
Certification Policy on page 220

= Added KB3182203 and KB3192321 to Microsoft
Daylight Savings Time Updates on page 229.

= Added support of NET Framework 4.6.2 for
NICE Engage Platform 6.x.

B Removed the requirement to add NICE Web
Application URL to the Compatibility View
Settings List for NICE Engage Platform in Adding
the NICE Web Application URL to the
Compatibility View Settings List on page 158 and
Internet Explorer 11 on page 160

®=  Added secured sites to FIPS limitation regarding
spell check. See Spell Check Limitation on
page 228.
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Document Revision History

Revision Modification  Software

Date Version
D4 October 2016  NICE Engage
Platform 6.5
D3 September NICE Engage
2016 Platform 6.5
D2 August 2016 NICE Engage
Platform 6.5

Description

= Updated Microsoft Daylight Savings Time
Updates on page 229

m  Updated NICE Products and Antivirus
Certifications Matrix - NICE Interaction
Management 4.1 in NICE Products and Antivirus
Certification Matrices on page 244

m  Updated table in Microsoft Software Service
Packs Certified by NICE Systems on page 23

B Updated Microsoft Software Service Packs
Certified by NICE Systems on page 23

= Added NICE Interaction Management
information to Client Applications Compatibility
onpage 117

B Updated Internet Explorer 8 on page 145

B Updated Microsoft Software Service Packs
Certified by NICE Systems on page 23

= Added NICE Interaction Management
information to Client Applications Compatibility
onpage 117

®  Updated Sophos version in NICE Products and
Antivirus Certifications Matrix - NICE Engage
Platform 6.x table in NICE Products and Antivirus
Certification Matrices on page 244

B Added KBs to table in Microsoft Daylight Savings
Time Updates on page 229
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Document Revision History

Revision Modification

Date
D1 July 2016
DO June 2016
9 February
2016

Software
Version

NICE Engage
Platform 6.5

NICE Engage

Platform 6.5

NICE Engage

Platform 6.4

Description

®m  Updated supported NICE releases with Microsoft
Service Packs. See Microsoft Software Service
Packs Certified by NICE Systems on page 23.

®m  Updated Engage client compatibility for Windows
10. See Client Applications Compatibility on
page 117.

m  Updated virus certifications for NICE Interaction
Management. See General Antivirus on
page 234.

®=  Added requirements for NET Framework 4.6.
See Microsoft .NET Framework 4.6 Requirements
on page 185

m  Corrected requirements for NET Framework 4.5.
See Microsoft NET Framework 4.5 Requirements
on page 182.

®  Added Windows 10 32-bit/64-bit on page 117.

®  Added Google Chrome with the IE Tab Extension
on page 165.

= Added new Microsoft Software service packs to
Microsoft Software Service Packs Certified by
NICE Systems on page 23

= Updated the Synopsis in Internet Explorer 11 on
page 160

B Added Prerequisite Updates for Internet Explorer
11 on page 160

= Updated Conclusions on page 161 in Internet
Explorer 11 on page 160

= Added new Microsoft DST Updates to Microsoft
Daylight Savings Time Updates on page 229
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Document Revision History

Revision Modification

Date

C8 November
2015

c7 August 2015

Software
Version

NICE Engage

Platform 6.4

NICE Engage
Platform 6.4

NICE
Interactions
Management
4.1

Description

m  Updated Microsoft Server Operating Systems on
page 35

= Updated product and release Information under
the following:
®m  |nternet Explorer 8 on page 145
= |nternet Explorer 9 on page 154
B Internet Explorer 10 on page 157
B [nternet Explorer 11 on page 160

= Updated Sentinel 6.3, to Sentinel 6.X throughout
the guide.

®m  Added NICE Sentinel to Microsoft Software
Service Packs Certified by NICE Systems on
page 23

®=  Updated antivirus information adding support
for McAfee ePO 4.8. See:

m  Table 12-1: NICE Products and Antivirus
Certifications Matrix - NICE Interaction
Management 4.1

B Table 12-2: NICE Products and Antivirus
Certifications Matrix - NICE Engage Platform
6.x

= Updated Service Packinformation for Microsoft
products in Microsoft Software Service Packs
Certified by NICE Systems on page 23
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Document Revision History

Revision Modification  Software
Date Version
C6 May 2015 NICEEngage =
Platform .
6.3.5
| |
NICE
Interactions
Management
41
NICE Real
Time
Solutions 4.9
| |
| |
| |
| |
) November 41
2014

Description

Updated for NICE Engage Platform 6.3.
Updated Anti-virus information

Added NICE Sentinel 2.5/4.1 to the following
sections:

B Internet Explorer on page 123
= Microsoft SQL Server on page 187
= Microsoft NET Framework on page 173

Removed XBAP information from guide. See the
Workstation Setup Guide.

Updated registry path for NET Framework, see
Microsoft NET Framework 4.5 Requirements on
page 182

Added the following chapters:
B SQL Server 2012 on page 216
B SQL Server 2014 on page 217

Added configuring Windows for FIPS. See Federal
Information Processing Standards (FIPS) on
page 225

Updated the following Internet Explorer
browsers, regarding Sentinel Release 6.3:

B Internet Explorer 9 on page 154
B |nternet Explorer 10 on page 157

B Internet Explorer 11 on page 160

Added section.

Added a Before You Begin section.
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Document Revision History

Revision Modification

Date

4 September
2014

3 September
2014

2 May 2014

Software
Version

6.3

4.1.4x

4147

Description

Updated flowing topics:

Microsoft Software Service Packs Certified by
NICE Systems on page 23

Internet Explorer on page 123
Microsoft NET Framework on page 173

Microsoft Daylight Savings Time Updates on
page 229

NICE Products and Antivirus Certification Matrices
on page 244

Updated
Added the topic.

Updated NICE Products and Antivirus
Certification Matrices on page 244(added
separate table for NICE Interaction Management
Release 4.1).

Added

Added Windows 8/8.1 support for client
machines. See Windows 8 and Windows 8.1 32-
bit/64-bit on page 111.

Updated the information for Internet Explorer 11
on page 160.

Added about XBAP limitations. See Microsoft
NET Framework 4.0 and up with NICE Interaction
Management4.1.46 and Above on page 181.

DCR 1004: A solution to Installing XBAP When
Hardening Kit is Installed was found and
implemented. The Topic was removed from the
guide.
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Document Revision History

Revision Modification  Software Description
Date Version
1 March 2014 Added Internet Explorer 11 support. See Internet

Explorer 11 on page 160.
Added an SEP limitaion. See SEP on page 236.

BS January 2014 Fixed information regarding Microsoft Internet Explorer
10. See Internet Explorer 10 on page 157.

Removed the Citrix section. The information is now in the
Virtualization Guide.

B8 December Fixed issue with landscape page not displaying correctly
2013 in PDF for Table 4-2: Compatibility With Microsoft

Windows 7 32-bit and 64-bit by Release

B7 November ®  Updated Microsoft Client Operating Systems:

2013 ®m  Updated Reporter Viewer on page 103, and

NICE ScreenAgent on page 104.

®  Added PO Client and NICE Insight to Impact
Bridge on page 106

®  Updated Manually Installing Client Applications
on page 107 (updated the note that appears
before the procedure).

®  Added section for Release 4.1.46 for XBAP. See
Microsoft NET Framework 4.5 Requirements on
page 182 and Microsoft NET Framework 4.0 and
up with NICE Interaction Management 4.1.46 and
Above on page 181.
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Document Revision History

Revision Modification
Date

B6 October 2013

B5 July 2013

B4 July 2013

B3 March 2013

Software
Version

Description

Updated Internet Explorer 10 on page 157.
Added the section Adding the NICE Web
Application URL to the Compatibility View
Settings List on page 158.

Added the appendix, Using Real-Time Solutions
with App-V on page 271.

Added the appendix Using Real-Time Solutions
with Citrix Streaming on page 275.

Updated Internet Explorer on page 123 (small
correction in the Contents).

Updated Table 2-1: Microsoft Software Service
Packs certified by NICE Systems
Added Internet Explorer 10 on page 157

Updated Microsoft Daylight Savings Time
Updates on page 229.

Updated General Limitations on page 235

Updated NICE Products and Antivirus
Certifications Matrix - NICE Interaction
Management 4.7 on page 245 (added: McAfee
8.8/8.8i and Sophos 10.2)

Added Microsoft .NET Framework 4.5
Requirements on page 182

Updated NICE Web Applications Known Issues
with Internet Explorer 8 on page 146

Updated NICE Web Applications Known Issues
with Internet Explorer 9 on page 155
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Document Revision History

Revision Modification  Software Description
Date Version

B2 December m  Replaced SP1 with SP2 for all SQL 2008 R2 in
2012 Table 2-1: Microsoft Software Service Packs

certified by NICE Systems

®m  Updated BSF Tool kit for NICE Perform Releases
3.1 and 3.2 - Not Supported on Windows 7 64
bit. See Table 4-2: Compatibility With Microsoft
Windows 7 32-bit and 64-bit by Release

= Updated VRA Compatibility With Microsoft
Windows 7 for NPR4.1 in Table 4-2: Compatibility
With Microsoft Windows 7 32-bit and 64-bit by
Release

®  Added supported Internet Explorer version by
Sentinel Client. See Internet Explorer on
page 123.

= Updated IE8 General Description and
Conclusions on page 145.

®m  Updated IE9 General Description and
Conclusions on page 154.

= Added McAfee limitation on page 236.

= Added TDM Logger 9.4 with Antivirus
Certification in NICE Products and Antivirus
Certifications Matrix - NICE Interaction
Management 4.1 on page 245.

®m  Added Trend Micro OfficeScan 10.5 and Trend
Micro OfficeScan 10.6 to NICE Products and
Antivirus Certifications Matrix - NICE Interaction
Management 4.1 on page 245.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6) -18 -



1: Introduction

Document Revision History

Revision Modification

Date

B1 July 2012

BO January 2012

A9 November
2011

A8 November
2011

Software
Version

Description

= Added information for avoiding false positives to
SEP on page 236.

m  Added information to NICE Products and
Antivirus Certifications Matrix - NICE Interaction
Management 4.1 on page 245.

= Updated the table in Microsoft Daylight Savings
Time Updates on page 229.

®  Updated Windows 7 32-bit/64-bit on page 99.

®m  Added SP3 for SQL Server 2008 in Microsoft
Software Service Packs Certified by NICE Systems
on page 23.

= Added information regarding machine and
domain names with non-ASCll characters in
Localization on page 86.

B Added note regarding support for 32-bit version
Internet Explorer in Internet Explorer on
page 123.

m  Added SP1 for SQL Server 2008 R2 in Microsoft
Software Service Packs Certified by NICE Systems
on page 23.

®  Updated ROD Clientinformation in Windows 7
32-bit/64-biton page 99

®m  Added Microsoft .NET Framework 4.0
Reguirements on page 179

m  Updated DST patch list in Microsoft Daylight
Savings Time Updates on page 229.

= Added McAfee ePO 4.6 in McAfee ePO on
page 235, General Antivirus on page 234, and
NICE Products and Antivirus Certifications Matrix
- NICE Interaction Management 4.1 on page 245.

B Added Sophos exclusions in Sophos on
page 244.
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Document Revision History

Revision Modification  Software Description
Date Version

A7 September m  Updated Table 2-1: Microsoft Software Service
2011 Packs certified by NICE Systems

A6 July 2011 m  Updated Remote Connection to Customers for

Microsoft Windows Server 2008.

®  Added support for Internet Explorer 6. See
Internet Explorer 6 on page 125

= Added Sophos9.7.

A5 June 2011 = Formatting changes.

m  Added EPO 4.5 to NICE Products and Antivirus
Certifications Matrix - NICE Interaction
Management4.1 on page 245

Ad May 2011 ®  Added NICE Interaction Management Release 4.1
compatibility.

®m  Updated Compatibility with Microsoft Windows 7
for 32/64 bit. See Client Application Compatibility
on page 99

B Added Internet Explorer compatibility. See
Internet Explorer 9 on page 154

®m  Added Logger version 9.07 to anti-virus tables.
B Added Sophos 9.5.
A3 March 2011 ®m  Updated the section on Microsoft Windows 7.
See Windows 7 32-bit/64-bit on page 99

B Added new section for Daylight Savings Time. See
Microsoft Daylight Savings Time Updates on
page 229

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6) -20 -



1: Introduction

Document Revision History

Revision Modification  Software

Date Version
A2 February

2011
Al November

2010

Description

Updated Microsoft service packs support and
requirements. See Microsoft Software Service
Packs Certified by NICE Systems on page 23

Added compatibility for Microsoft Windows 7 64-
bit, and updated compatibility by NICE Perform
release. See Windows 7 32-bit/64-bit on page 99

Added new section for silent installations. See
Using Silent Installation to Install Client
Applications on page 102

Updated procedures for installing client-side
components on Microsoft Windows 7. See
Manually Installing Client Applications on
page 107

Updated SQL support. See Microsoft SQL Server
on page 187

Updated Antivirus. See Antivirus on page 233
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1: Introduction

Scope of this Guide

Scope of this Guide

Software Version
This guide is updated for:
NICE Engage Platform 6.6
NICE Interaction Management 4.1
Real-Time Solutions 4.9
NICE Perform 3.2 /3.5

What is included in this guide?

Guidelines for third party software with NICE applications.

What is not included in this guide?

Topic
NICE Screen Agent software
Microsoft NET framework

Setting up a client computer to work with
ASPX

Configuring XBAP

Microsoft Daylight Savings Time
configurations

Where to Find this Topic...
ScreenAgent Installation and Configuration Guide
Certified Servers Guide

Workstation Setup Guide

Workstation Setup Guide

Maintenance Guide
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Microsoft Software Service Packs Certified by
NICE Systems

This section summarizes the Microsoft Software Service Packs Certified by NICE Systems.

Product NICE Engage Platform

NICE Interaction Management
Version 8.9
SMB

Release NICE Engage Platform 6.x
NICE Interaction Management Release 4.1
Version 8.9

Synopsis Provides information regarding the latest Microsoft Software Service

Packs certified by NICE Systems.

The following table consists of information regarding the latest Microsoft Software Service Packs
certified by NICE Systems.
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2: Microsoft Software Service Packs Certified by NICE Systems

Table 2-1: Microsoft Software Service Packs certified by NICE Systems

Microsoft Software Service NICE Release Comment
Pack
Windows 2000 SP4 ®  NICE Version 8.9 Supported by:
= NICE Perform B SetSecurity
®  Release 1 SP7 = ROD
= Release 2 SP5 = Reporter
Viewer

m  Release 3 SP3

= ScreenAgent
E  Release 3 SP4

. Rel 37 B Screen
€ledse s Sense Agent
B Release3.2 = NICE Player
Codec Pack
= Nice
Standalone
Player
® Survey
Manager
Windows Server 2003 R2 SP2 ®  NICE Version 8.9
Standard Edition 32-bit = NICE Interaction
Management Release 4.1 -
supported only for
upgrades
Windows Server 2003 R2 SP2 = NICE Version 8.9
Enterprise Edition 32-bit = NICE Interaction
Management Release 4.1 -
supported only for
upgrades
Windows Server 2003 R2 SP2 ®m  NICE Interaction DB Server Only
Standard Edition 64-bit Management Release 4.1 -
supported only for
upgrades
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2: Microsoft Software Service Packs Certified by NICE Systems

Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service
Pack

Windows Server 2003 R2 SP2
Enterprise Edition 64-bit

Windows XP SP2
Windows XP SP3
Windows Vista Business SP2

NICE Release

®  NICE Interaction
Management Release 4.1 -
supported only for
upgrades

= NICE Version 8.9

®  NICE Interaction
Management Release 4.1

®  NICE Interaction
Management Release 4.1

= NICE Engage Platform 6.x

NICE Perform
m  Release 3 SP4

®  Release 3.1

Comment

DB Server Only

Client Side Only

Client Side Only

Client Side Only
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2: Microsoft Software Service Packs Certified by NICE Systems

Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment
Pack
Windows Vista Enterprise SP2 ®m  NICE Interaction Supported by:
Edition Management Release 4.1 = SetSecurity
= NICE Engage Platform 6.x = ROD
= Reporter
Viewer

= ScreenAgent

= Desktop
Analysis
Agent RTS
= NICE Player
Codec Pack
= Nice
Standalone
Player
® Survey
Manager
= Media
Library
Windows 7 SP1 ®  NICE Interaction Supported Client
Management Release 4.1 Side Applications
®  NICE Engage Platform 6.x Only

= NICE Interaction

Wind 8
NAOWS Management Release 4.1
= NICE Engage Platform 6.x
Windows 8.1 ®  NICE Interaction

Management Release 4.1

®  NICE Engage Platform 6.x
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2: Microsoft Software Service Packs Certified by NICE Systems

Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment

Windows 10

Windows Server 2008
Standard Edition 32-bit

Windows Server 2008
Enterprise Edition 32-bit

Windows Server 2008
Standard Edition 64-bit

Windows Server 2008
Enterprise Edition 64-bit

Windows Server 2008 R2

Enterprise Edition 64-bit

Pack

SP2

SP2

SP2

SP2

NICE Engage Platform 6.4
and up

NICE Interaction
Management Release 4.1

NICE Engage Platform 6.,
supported only for
upgrades

NICE Perform eXpress
Release 2.1

NICE Interaction
Management Release 4.1

NICE Engage Platform 6.x,
supported only for
upgrades

NICE Interaction
Management Release 4.1

NICE Engage Platform 6.,
supported only for
upgrades

NICE Interaction
Management Release 4.1

NICE Engage Platform 6.x,
supported only for
upgrades

NICE Interaction
Management Release 4.1

NICE Engage Platform 6.,
supported only for
upgrades
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment
Pack

Windows Server 2008 R2 = NICE Interaction

Standard Edition 64-bit Management Release 4.1

= NICE Engage Platform 6.x,
supported only for

upgrades
Windows Server 2008 R2 SP1 ®  NICE Interaction
Standard Edition 64-bit Management Release 4.1
Windows Server 2008 R2 SP1 ®  NICE Interaction
Enterprise Edition 64-bit Management Release 4.1

Windows 2012 Datacenter = NICEEngage Platform 6.x

64-bit

Windows 2012 Standard = NICEEngage Platiorm 6.x

64-bit

Windows 2012 R2 ®  NICE Engage Platform 6.x

Datacenter 64-bit

Windows 2012 R2 ®  NICE Engage Platform 6.x

Standard 64-bit

SQL Server 2005 Standard ~ SP3 = NICE Interaction

Edition 32-bit Management Release 4.1 -
supported only for
upgrades
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software

SQL Server 2005 Standard
Edition 64-bit

SQL Server 2005
Enterprise Edition 64-bit

SQL Server 2005 Standard
Edition 32-bit

SQL Server 2005 Standard
Edition 64-bit

SQL Server 2005
Enterprise Edition 64-bit

SQL Server 2005
Enterprise Edition 32-bit

SQL Server 2008 Standard
Edition 32-bit

Service NICE Release Comment
Pack
SP3 = NICE Interaction

Management Release 4.1 -
supported only for
upgrades

SP3 ®  NICE Interaction
Management Release 4.1 -
supported only for
upgrades

SP4 ®  NICE Interaction
Management Release 4.1 -
supported only for
upgrades

SP4 = NICE Interaction
Management Release 4.1 -
supported only for
upgrades

SP4 ®  NICE Interaction
Management Release 4.1 -
supported only for
upgrades

SP4 NICE Perform
m  Release 3 SP4

®  Release 3.1
®  Release 3.2
®  Release3.5
SP1 = NICE Interaction
Management Release 4.1

= NICE Sentinel 4.1
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software

SQL Server 2008 Standard
Edition 64-bit

SQL Server 2008
Enterprise Edition 64-bit

SQL Server 2008 Standard
Edition 32-bit

SQL Server 2008 Standard
Edition 64-bit

SQL Server 2008
Enterprise Edition 64-bit

SQL Server 2008 Standard
Edition 32-bit

SQL Server 2008 Standard
Edition 64-bit

SQL Server 2008
Enterprise Edition 64-bit

Service NICE Release Comment
Pack
SP1 = NICE Interaction

Management Release 4.1

= NICE Sentinel 4.1

SP1 = NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SP2 ®  NICE Interaction
Management Release 4.1

®  NICE Sentinel 4.1

SP2 ®  NICE Interaction
Management Release 4.1

= NICE Sentinel 4.1

SP2 = NICE Interaction
Management Release 4.1

®  NICE Sentinel 4.1

SP3 ®  NICE Interaction
Management Release 4.1

= NICE Sentinel 4.1

SP3 = NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SP3 ®  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software

SQL Server 2008 Standard

Edition 32-bit

SQL Server 2008 Standard

Edition 64-bit

SQL Server 2008
Enterprise Edition 64-bit

SQL Server 2008 R2
Standard Edition 32-bit

SQL Server 2008 R2
Standard Edition 64 -bit

SQL Server 2008 R2
Enterprise Edition 64-bit

SQL Server 2008 R2
Standard Edition 32-bit

SQL Server 2008 R2
Standard Edition 64-bit

Service NICE Release Comment
Pack
SP4 = NICE Interaction

Management Release 4.1

= NICE Sentinel 4.1

SP4 = NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SP4 ®  NICE Interaction
Management Release 4.1

®  NICE Sentinel 4.1

SP1 ®  NICE Interaction
Management Release 4.1

= NICE Sentinel 4.1

SP1 = NICE Interaction
Management Release 4.1

®  NICE Sentinel 4.1

SP1 ®  NICE Interaction
Management Release 4.1

= NICE Sentinel 4.1

SP2 = NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SP2 ®  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software

SQL Server 2008 R2
Enterprise Edition 64-bit

SQL Server 2008 R2
Standard Edition 32-bit

SQL Server 2008 R2
Standard Edition 64-bit

SQL Server 2008 R2
Enterprise Edition 64-bit

SQL Server 2012
Enterprise Edition 64-bit

SQL Server 2012
Standard 64-bit

SQL Server 2012
Enterprise Edition 64-bit

SQL Server 2012
Standard 64-bit

SQL Server 2012 Standard

64-bit

SQL Server 2012
Enterprise Edition 64-bit

Service NICE Release Comment
Pack
SP2 = NICE Interaction

Management Release 4.1

= NICE Sentinel 4.1

SP3 = NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SP3 ®  NICE Interaction
Management Release 4.1

®  NICE Sentinel 4.1

SP3 ®  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

= NICE Engage Platform 6.X

SP1
®  NICE Sentinel 6.X

<p1 = NICE Engage Platform 6.X
®  NICE Sentinel 6.X

<p> = NICE Engage Platform 6.X
= NICE Sentinel 6.X

<p> = NICE Engage Platform 6.X
= NICE Sentinel 6.X

<p3 = NICE Engage Platform 6.X
= NICE Sentinel 6.X

<p3 = NICE Engage Platform 6.X

= NICE Sentinel 6.X
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment
Pack

SQL Server 2014 = NICE Engage Platform 6.X
Enterprise Edition 64-bit

SQL Server 2014 = NICE Engage Platform 6.X
Standard 64-bit

SQL Server 2014 <p1 = NICE Engage Platform 6.X
Enterprise Edition 64-bit = NICE Sentinel 6.X
SQL Server 2014 <p1 = NICE Engage Platform 6.X
Standard 64-bit = NICE Sentinel 6.X
SQL Server 2014 <p> = NICE Engage Platform 6.X

®  NICE Sentinel 6.5
Enterprise Edition 64-bit

= NICE Engage Platform 6.X
= NICE Sentinel 6.5

SQL Server 2014 Standard ~ SP2

64-bit
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Microsoft Server Operating Systems

This section provides information regarding Microsoft Server Operating Systems. This includes secure
solutions, updates, and guidelines.

Contents
Windows Server 2003 Service Pack 2 NICE Product SUppOrt ... oo . 36
Windows Server 2003 Service Pack 1 Integration with NICE Servers ... 41
Microsoft Windows Server 2003 Appliance Edition ... ... .. 69
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Windows Server 2003 Service Pack 2 NICE Product Support

Windows Server 2003 Service Pack 2 NICE
Product Support

Product Microsoft Windows Server 2003 Service Pack 2 Support
Release
Synopsis This section provides information about NICE support for Microsoft Windows

Server 2003 R2, Service Pack 2.

Overview

This section provides information regarding NICE products support for Microsoft Windows Server 2003,
Service Pack (SP2).

{n) Important!
= All NICE servers must be installed with Microsoft Windows Server 2003 SP2.

= All clients must be installed with .Net 2.0 (side-by-side or pure), as Microsoft has a
known issue in Net 1.1 with Microsoft Windows Server 2003 SP2.

= On computers that have .Net2.0, serialization HF (KB914460) must be installed.

= On Microsoft Windows Server 2003 SP2, only the NICE Perform versions that
support .Net 2.0 can be installed. This is relevant for servers and the workstations.
See TNO736: NICE Product Support for Microsoft .Net3.0.

Server Side
No. Release Version Status
OK
NICE Perform RI (from SP7) OK (See Limitations on page 40)
NICE Perform RIl (from SP4) OK (See Limitations on page 40)
NICE Perform 9.09 OK
NICE Perform R3 OK (See Limitations on page 40)
NICE Perform R3.1 OK
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Windows Server 2003 Service Pack 2 Installation Procedure

No. Release Version Status
NICE Perform R3.2 OK
NICE Perform R3.5 OK

NICE Interaction Management = For upgrades only
R4.1

Windows Server 2003 Service Pack 2 Installation
Procedure

Before You Begin

Before installation, check via My computer > Properties that the server is installed with Microsoft
Windows Server 2003, SP1, and not with Microsoft Windows Server 2003 SP2.

Figure 3-1: System Properties - General Tab

Sysbem Propertics HE
Achvanced | Automatic Updates | Foemaobe
| Goneral I Computes Mams | Hatdwirer
Spahem

Miciogolt Windows S enver 2003 A2

BT 2-R50-4077 764 45525

Compuber.
Intelf i) Heonif) CPU
5160 @ 3006H:
300 GHz, 335 GE of FAM

m:|amd| |

For Loggers only: Verify that the status of the Distributed Transaction Coordinator service is started. If it is
not, then you must start it before running the SP installation.
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Windows Server 2003 Service Pack 2 Installation Procedure

Figure 3-2: Services Window

L Bervices

Els  Ation  Yww  Help

BFEHE 2 T

[ Services (Local) % Services [Local) I
Cistrabuted Transaction e | Deseripion | Stats | RatupType | LogOnis | ~
Coordwator R Computer Brovser Mantare .. Sated  Aubomatic Local Syzstem
T R Cryphogr aphic Services Providesth,,, Saked  Aubematic Locsl System
Etmart the sarvice Ry Crysel Report Apploation Senver Provides s, Shaked  Aubemati Local System
B 0CCH Server Process Liunches Providesls... Shwted  Automati Local System
P Clert Mansgesn.. Stated  Automstic Local System
Ducrigiion S tustributed Link Tracking Clent Mantsre .. Sated  dutomatic Local System

Coordinates transactions that span
midtipls resource managers, axh s

g Dstributed Transaction Coordnaton

dptabanes, Meiiags quiuts, ard Fis TOhG Chent Resohs o, Sharbed  Aubomatic hsbwrcrk 5.,
Emil:fﬁfﬁﬂﬁﬂﬁféﬁf %E,N, Rt Servicn Aleri ird,.,  Rated  Autometic Lot Sysbemn
s desabled, any services that sxphotly Evnt Loy Engbles ev... Sharbed Auhonnati Local Sysbem
e oof i vl Pl 1 st B F sk Lser Swalbching Compatbiity Proides m. Msrus Locsl Syshem
e Ensbles yo.. Hutomatic Locsl System
%1 TF Publishing Provides F...  Stabed Aashomatic Local System
S Gonge Undater Sarvics s Local System

%"ﬁbﬂ'ﬂmﬂ Enables He,., Started Aubomatic Local Syshem

[ . e

=} To install Microsoft Windows Server 2003 SP2:

1. Run Windows Server 2003 SP2 .exe file.
Figure 3-3: Software Update Installation Wizard Window

Software Update Installation Wizard |

&

|1z thiz wizard to ingtall the following zoftware update:

Windows Server 2003 Service
Pack 2

Before pou install thiz update, we recommend that pou;

- Back up pour system
- Cloge all open prograns

'ou might need to restart your computer after you complete
this update. To continue, click Mest.

< Back Cancel Help

2. Click Next.
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Windows Server 2003 Service Pack 2 Installation Procedure

Figure 3-4: License Agreement

Software Update Installation Wizard |

License Agreement L{'U
/]

Fleaze read the following license agreement. To continue with setup,
o must accept the agreement.

SERYICE PaCk 2 FOR MICROSOFT wINDOWS SERVER j
2002

FLEASE MOTE:
For zupplement obtained from server
manufacturer or zoftware installer. The

zerver manufacturer, ar the software
inztaller, that distributes the zoftware with _I
-

" | Do Mot Agree [ Iggrea Print |

¢ Back I MHest > I Cancel | Help |

3. Selectl agree, and click Next.

Figure 3-5: Select Options Window

Soltware Update Installation Wizard

Seloct Dptions i /31

g

Selup coealnt & backup of syibem Bies 30 you con unital e service pack i
ricereay. Chok, Baowin lo choose a location bor thebe backup le:, of cick Nesd 1o
acoept the locabon diplaed Below

Urarital Folder
COWINDIWS NS ercaPack Linnal sl

4. Click Next.
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Limitations

Figure 3-6: License Agreement Window

Software Update Installation Wizard |

License Agreement i'U
ul L

Fleaze read the following license agreement. To continue with setup,
o must accept the agreement.

SERYICE PaCk 2 FOR MICROSOFT wINDOWS SERVER j
2002

FLEASE MOTE:
For zupplement obtained from server
manufacturer or zoftware installer. The

zerver manufacturer, ar the software
inztaller, that distributes the zoftware with _I
-

" | Do Mot Agree [ Iggrea Print |

¢ Back I MHest > I Cancel | Help |

5. Click Finish to complete the installation.

The server reboots.

Limitations

Recording On demand (ROD) Desktop will not work if a client has .Net1.1 side by side with

Net2.0, and if the servers are installed with Microsoft Windows Server 2003, SP2.

If ROD Desktop is needed and the clients have .Net1.1 side by side with .Net2.0, please contact

NICE Customer Support.
If the client has .Net2.0 pure, then the ROD desktop will function properly.

For new ScreenSense server installations on top of NICE Perform Release Il SP4 and NICE

Perform Release 3 SP2, a new .msi installation file is available in the HF directory. The
ScreenSense server must be installed from this file.
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Windows Server 2003 Service Pack 1 Integration with NICE Servers

Windows Server 2003 Service Pack 1
Integration with NICE Servers

Product Microsoft Windows Server 2003 Service Pack 1 Integration with NICE
Servers

Release

Synopsis

As part of NICE's continuous effort to provide its customers with a secure solution, and in accordance
with our policy regarding service pack certification, NICE has certified Microsoft Windows Server 2003
Service Pack 1. Microsoft Windows Server 2003 Service Pack 1 provides advanced and significant
security features, including a built-in firewall, an improved IIS security mechanism, program signature
validation, thus further enhancing NICE's secure platform.

For details about Microsoft Windows Server 2003 Service Pack 1, see
http://support.microsoft.com/default.aspx/kb/889101.

This section provides instructions for installing and configuring Microsoft Windows Server 2003 Service
Pack 1 for NICE Servers running Microsoft Windows Server 2003 Standard or Appliance edition.

NOTE: The procedures described in this section can be used for NICE Servers running
NICE Perform.

Overview

This section provides guidelines for installing and configuring Microsoft Windows Server 2003 Service
Pack 1 on NICE Servers.

Microsoft Windows Server 2003 Service Pack 1 provides the following enhanced security features:
B Abuiltin firewall

B Enhanced security for Internet Explorer

B Checks for avalid signature of programs during installation

By default, a firewall closes all ports to incoming network packets. This section explains how to open a
port permanently (known as statically opened ports), and to define specific applications for which the
firewall will open the necessary listening ports. These listening ports will remain open only when, and as
long as, these applications are running (known as dynamically opened ports).

This section provides instructions for installing Microsoft Windows Server 2003 Service Pack 1 on NICE
Servers, and describes how to security-tune your servers so that full-functionality of the system is
obtained. Security-tuning is performed in the Windows Firewall.
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Known Issues and Limitations

NOTE: After you complete security-tuning NICE components, we recommend that
you monitor all recording components at the site to ensure that they are running

properly.

Known Issues and Limitations

B |SALogger version 8.9 does not support Windows 2003 SP1.
®  NICESNMP Manager 8.8/9.01 does not support Windows 2003 SP1.

B Audio Manager running on NICE CLS 8.9 will not function properly after installing Windows
2003 SP1. This means that Executive Connect and /or Playbackvia Turret (PVT) will not work. For
additional information contact NICE regarding installing Microsoft Windows Server 2003 Service
Pack 1.

Installing Windows Server 2003 Service Pack 1 on
NICE Servers

{n) Important!

Before installing Microsoft Windows Server 2003 Service Pack 1, close NICE applications
and stop all NICE services.

If there is enough space on Disk C, go directly to Running the Microsoft Windows Server 2003 Service
Pack 1 Setup on page 49.

If there is not enough space on Disk C for SP installation, perform all the following steps.
® Moving Unused Files - NiceLog Loggers below.

®  Moving Log Files - NiceCLS Servers on the facing page.

B Running the Disk Cleanup Wizard on page 46.

B Copying the Service Pack 1 Installation File on page 48.

B Runningthe Microsoft Windows Server 2003 Service Pack 1 Setup on page 49.

Moving Unused Files - NicelLog Loggers

This procedure must be performed for NiceLog Logger Versions 8.9 and 9.0.

= To move the unused files:

= Move the installation files from Drive C: (usually found in C\installs\i386) to Drive D: (the root
folder).
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Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-7: Installs Folder

&% C:\.Installs

File Edit ‘iew Favorites Tools

Help

N EBack » £3 « (¥ | ) search
2

[ Falders | e Tl “’l*

Address Ifﬁ 2\ Inskalls

BE

Falders

x Mame =

Size | Twpe

@ Deskiop
]1__’] My Documents
=] Q My Compuker
\ﬁ. 314 Flappy (A0
[= = Local Disk ()
I3 Documents and Settings
Sl
& ) 1386
[C=1 Program Files
171 Swsprep
I Temp
I WINDOWS
=3 wmpub
e Local Disk (D)
[ Control Panel
Q My Metwork Places
;&'J Recycle Bin
I screenshots

ICiIzes

File Falder

2
/4

|1 objects (Disk free space: 730 ME)

|IZI bytes

| *;} My Compuker

Moving Log Files - NiceCLS Servers

This section describes how to move the NiceCLS log files from Drive C: to Drive D:. This procedure must
be performed for machines running NiceCLS Version 8.9.

= To move the log files:

1. In Drive Dy, create the following folder: DANICECTI\Log.
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Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-8: \Log Folder

@ D:\NicectiiLog

File Edit “ew Favorites Tools Help | i'.‘r‘
Qoack -3 - [T | A search ([ Folders | |5 3 X ) | -

Address |5) D:\MicectiiLag j E] o
Folders X || Name = | Size | Type | D
@ Desktop -

B My Documents
= r_& My Conpuker
& 314 Floppy (A
g Local Disk {Z:)
[=] =ee Local Disk (Dn] %
I3 Mss0L
Bl [C5) MICECTI
&Y £
2h D Drive (E:)
S S0L_2000_auto_setup_5.8_8_
E MICE_Saftware on 'uni_gho'

Larnl H- oy A I P | l:z: i
a | [ Ll | o
A

|III objects (Disk free space: 19.0 GE) 0 bytes | :‘ My Computer

2. From the Start menu, select Run > Regedit.
3. Navigate to the following Registry key:

HKLM\SOFTWAREANICECTNSYSTEM\LOG_DLL
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Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-9: Registry Editor

Registry Editor

File  Edi:

4
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4

4. Setthevalue of LogFilePath as shown below:

Figure 3-10: LogFilePath

T 1]

Yalue name;

|LogFilePath

" alue data;

|dhhricectitaghy |

=

Cancel

5. (lick OK.

6. Setthevalue of LogFileName as shown below:
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Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-11: LogFileName

Edit String |
Y alue name:
ILDgFiIeName
W alue data:

Id:%nicecti'\lng'\cti_lu:ug

k. I Cancel |

7. Click OK.

Running the Disk Cleanup Wizard

= To run the Disk Cleanup wizard:
1. Double-click My Computer.

2. Right-clickon Drive C: and select Properties. The Local Disk Properties window appears.
Figure 3-12: My Computer

! My Computer k !EI

File Edit Wiew Favwaorites Tools  Help | ;‘,'.l
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Hard Disk Drives
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Devices with Removable Storage

53%‘: Floppy (&) 3e-Inch Floppy Disk

< |

|Free Space: 1,21 GE Total Size: 2,93 GB | tj My Compuker

NE
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Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-13: Local Disk (C): Properties Window

Local Disk {C:) Prupn*ties |
SecLrty I Shadow Copies I [uota I
General I Toolz I Hardware I Sharing
= |
Type: Local Dizk,
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. Free space: 1.303.531 520 bytes 1.21 GB
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Diive Dizk Cleanup

|

[T Compress drive to save dizk space

¥ Allow Indexing Service to index this disk for fast file searching

k. I Cancel Apply

3. Click Disk Cleanup. In the Files to delete list, select all the files on the list. See Figure Figure 3-14.
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Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-14: Disk Cleanup for Drive C: Window
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R HE|
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Wiew Files |

B
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4. Click OK. Disk Cleanup will clean all the selected files.

Copying the Service Pack 1 Installation File

{7} IMPORTANT

and execute the setup file from Drive D..

Since Windows Setup is generally extracted to the default drive (Drive C:), you must copy

= To copy the Service Pack 1 installation file:

m  Copy the Service Pack 1 installation file to Drive D:. See Figure 3-15.
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Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-15: :\SP1 Folder
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[=] %= Local Disk (D)
I Installs
2 sp1
I wWUTemp
G’ Control Panel
& iy Metwork Places
\_’EJ Recycle Bin
|71 screenshots

|1 objects (Disk free space: 2,80 GE) |329 ME | j My Computer

1] | i3
A

1RuSrming the Microsoft Windows Server 2003 Service Pack
etup

= To run the Microsoft Windows Server 2003 Service Pack 1 setup:

1. Double-click WindowsServer2003-KB889101-SP1-x86-ENU.exe.
The file will be extracted to Drive D:. The Windows Server 2003 Service Pack 1 Setup wizard starts.
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Figure 3-16: Windows Server 2003 Service Pack 1 Setup Wizard

Windows Server 2003 Service Pack 1 Set*u Wizard I

Welcome to the
@ windows Server 2003
Service Pack 1 Setup Wizard

Before pou inztall thiz update, we recommend that pou;

- Back up pour system

- Cloze all open prograns
To complete this installation, 'Windows might require restarting
after yau finigh thiz wizard.

Tao continue, chick West.

o Back Cancel Help

2. ClickNext. The License Agreement window appears.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6) -50 -



3: Microsoft Server Operating Systems

Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-17: Windows Server 2003 Service Pack 1 Setup Wizard - License Agreement

Windows Server 2003 Service Pack 1 Setup Wizard I

License Agreement k

- ]
s

Pleaze read the following license agreement. To continue with setup,

Eﬁg ol muzt accept the agreement,
SUPPLEMEMTAL EMND USER LICEMSE AGREEMEMNT

SERYICE PACE 1 FOR MICROSOFT

WWINDOWS SERVER 2003

" | Do Mot Agree

FLEASE READ THIS SUPPLEMENTAL END-USER

LICENSE AGREEMENT ['SUPFLEMENTAL ELILAY

CAREFULLY. By IMSTALLING OR USING THE

SOFTWARE THAT ACCOMPANIES THIS SUPPLEMENTAL _1]

2|

« 14ges pint |

¢ Back I Hest > I Cancel | Help I

3. Selectl Agree and click Next. The Windows Select Options window appears.
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Figure 3-18: Select Options Window

Windows Server 2003 Service Pack 1 Setup Wizard |

[Qy 7
Ay

Select Oplions [}S

Setup creates a backup of system files 20 pou can uninstall the service pack it
neceszany. Click Browse to chooze a location for these backup filez, ar click Mest to
accept the location dizplayed below.

Iningtall Folder
CWwAR DWW S LS ervicePack U ninstall$

Browsae. . |

¢ Back Cancel | Help |

4. Click Browse and select Drive D. Click OK. The Select Options window will now appear as shown
below.
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Figure 3-19: Select Options Window

Windows Server 2003 Service Pack 1 Setup Wizard h‘ |

Select Dplions ['U
A

Setup creates a backup of system files 20 pou can uninstall the service pack it
neceszany. Click Browse to chooze a location for these backup filez, ar click Mest to
accept the location dizplayed below.

Ininztall Folder
[:\frtzervicepackuninstall®

¢ Back Hest > Cancel Help

NOTE: If you have enough space on Disk C for SP installation (and you skipped the
previous steps for moving to Disk D) leave the default path for uninstall folder -
C:\WINDOWS\$NtServicePackUninstall$.

5. (lickNext. The installation process starts. When the installation is complete, the Complete window
appears.
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Figure 3-20: Select Options - Complete Window

Windows Server 2003 Service Pack 1 Setup Wizard |

Completing the
Windows Server 2003
Service Pack 1 Setup Wizard

Y'ou have successfully completed the Service Pack 1
Setup “Wizard.

To apply the changes, the wizard has to restart
Wiindows. To restart Windows autormatically, chck
Finigh.

[F pou want to restart later, select the Do not restart now
check bow, and then click Finish,

I Do not restart nows

o Back I Finizh I [Eatzel Help

6. Click Finish. Your server will now restart.

NOTE: The restart process will take a bit longer than usual.

Security-Tuning Your System

Security-tuning your system involves:
Enabling the Windows Firewall Service below.
Opening Ports on the facing page.
Adding Applications to the Exceptions List on page 58.

Activating the Windows Firewall on page 59.

Enabling the Windows Firewall Service

After you install Microsoft Windows Server 2003 Service Pack 1, itis possible to enable the Windows
Firewall service.

= To enable the Windows Firewall service:

1. Open the Control Panel and double-click Windows Firewall. The following message appears.
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Figure 3-21: Windows Firewall Message
Windows Firewall l

windows Firewall cannok run because the Windows FirewallfInternet Connection Sharing (ICS)
service is nok running. To use Windows Firewall, wou musk stark the Windows Firewall/TCS service,
If wou configure exceptions For applications or services that were running before wou starked
Windows Firewall, wou might hawve to restart wour computer so that these applications and services
run properly, Do you want to skark the \Windows Firewall/TCS service?

2. C(lickYes and close the Windows Firewall application. The Windows Firewall service is now enabled,
however, the Windows Firewall is not active yet.

Opening Ports

= To add portsto the firewall:

1. From the Start menu, select Settings > Control Panel > Windows Firewall.
The Windows Firewall window appears.
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Figure 3-22: Windows Firewall Window

= Windows Firewall

General IE:-:n:eptin:nna Advanced

Your PC iz not protected: turn on Windows Firewall

Windows Firewall helps protect wour computer by preventing unauthonzed users
from gaining access to wour computer through the Intermet ar a network.

Thiz zetting blocks all outzide sources from connecting to this
computer, with the exception of thoze zelected on the Exceptions tab.

[~ Don't allow exceptions

Select thiz when vou connect to public nebworkz in lezs zecure
lozationz, such as arrpartz. ou will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ighared.

@ ~ Dff

Avoid uzing thiz zetting. Turning off ‘Windows Firewall may make this
computer more wulnerable to wiruzes and intruders.

Far infarmation, see the Microsoft “Web zite.

Q. Cancel

NOTE: The Windows Firewall is still not set to On. Do not setit to On yet!
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2. Clickthe Exceptions tab.

Figure 3-23: Windows Firewall Window - Exceptions Tab

== Windows Firewall

General E=ceptions I Advanced

Windowes Firewall iz turned off. our computer iz at risk of attacks and intrusions
from outzide zources such az the Internet. e recommend that you click the
Eeneral tab and select On.

Frograms and Services:

LOGGER-MicelCam
LOGGER-Mizelaom?
LOGGER-Micelaom3
LOGGER-MiceComd
PC_Argahere
PC_arwwhers?

] Remate Desktap
RTS51

RTSZ

RTS3 =~

At Bioarar. Add Part.. ] i pelete |

¥ Dizsplay a notification when ‘Windows Firewall blocks a program

k. I Canicel

NOTE: Ensure that Display a notification when Windows Firewall blocks a program is
selected.

3. ClickAdd Port. The Add a Port window appears.
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Figure 3-24: Add a Port Window

Add a Port

[lze these setings to open a part Brough YWindows Firewall. To find the port
rumber and protocal, conzult the documentation for the progran or service wou
wank to uze.

M ame: |

Port nurrber:

(® ICF Cuprp

Wihat are the nizk: of opshing 3 port?

Change scope. .. Cacel
|

4. Referring to Network Usage by NICE Systems on page 60, add the port and click OK. Repeat this step
for all NICE ports.

Adding Applications to the Exceptions List

When certain applications run for the first time, a warning message may appear asking if you want to
unblock the application. Clicking Unblock will add the application to the firewall Exceptions List, enabling
you to run the application.

= To add an application to the Exceptions list:

1. Start the NICE Server and run all system modules. The following Windows Security Alert may
appear.
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Figure 3-25: Windows Security Alert (Example)

"= windows Security Alert

To help protect your computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking thiz program?

Q M ame: Screenfigent
FPublisher: Mice Syztems Ltd.

K.eep Blocking [niblock, Azk Me Later

Windows Firewall has blocked thiz program from accepting connections from the
|nternet or a network. |f pou recognize the program or truzt the publisher, you can
unblock it “When should | unblock a program?

2. ClickUnblock. The application is added to the Exceptions list.

Activating the Windows Firewall

After you complete adding all exceptions to the Windows Firewall, the Windows Firewall must be
activated.

= To activate the Windows Firewall:

1. Inthe Control Panel, double-click Windows Firewall. The Windows Firewall opens.

2. C(lickthe General tab.
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Figure 3-26: Windows Firewall - General Tab

== windows Firewall

General I Exceptions | Advanced

“our PC iz not protected: turm on *Windows Firewall

“Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Internet or a network.

Thiz zetting blocks all outzide sources from connecting to this
computer, with the exception of thoze selected on the Exceptions tab.

[ Don't allow exceptions

Select thiz when vou connect to public networks in less secure
locationz, such az airportz. vou will not be notified when 'Windows
Firewall blocks programz. Selections on the Exceptions tab will be
ignored.

9 o

Axvoid uzing thiz setting. Tuming off “Windows Firewall may make thiz
computer more wulnerable to wiruzes and intruders.

For infarmation, zee the Microzoft Web site.

k. I Cancel

3. Select On and click OK. The Window Firewall is now active.

Network Usage by NICE Systems

Following are general comments regarding network usage by the system:

B The portused by the CAPI can be configured on both the NiceCLS side and the application side.
Changes can be done from the registry. Certain drivers use the CAPI in order to communicate
with the Call Server. In these cases you must change the port number in the driver too. All those
mentioned configurations are configured from the Registry.

B Ports 161,162, 6665 are used between system components (UDP) for Nice SNMP service (NICE
Supervision SNMP and/or Unicenter SNMP).
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= Mostinternal server-server and client-server communication in the system is done through the
Nicecomm layer. Nicecomm is limited to a maximum of 50 connections on the same port.

NOTE:

B TheIntegration (driver) may require opening a specific port(s) in order to
communicate with the CTl server

= The ports used by pcAnywhere are as follows:
= pcAnywhere 10.x and up: TCP 5631, TCP 5632
= pcAnywhere down from 10.x: TCP 65301, TCP 22

TCP/UDP Ports Used by NICE Servers Version 8.9

NiceCLS ServerServer Side

Table 3-1:
TCP/UDP Ports Used by NiceCLS Server

Port Used By

TCP

2050 CAPI(Can be configured to use other ports as well.)
1433 Database

UDP

2005 Status Server

2002 Output manager

4387 Lock manager

34462 Lock manager
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NiceLog Voice Logger

Table 3-2:
TCP/UDP Ports Used by NiceLog Voice Logger

Port Used By
TCP

20117 NiceCom
TCP

2007 NiceCom
UDP

2000 Nicecom
2012

NiceScreen Logger

Table 3-3:
TCP/UDP Ports Used by NiceScreen Logger

Port Used By
TCP

2102 Nicecom
2152 Nicecom

TCP (Citrix Environment)
3020>3020+n n=number of agents
UDP

2101

RTS (Remote Tape Server)
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Table 3-4:
TCP/UDP Ports Used by RTS

Port Used By
TCP

30071

3002

UDP

3011

3012

Media Library

Table 3-5:
TCP/UDP Ports Used by Media Library

Port Used By
UDP

2000

Printer Server

Table 3-6:
TCP/UDP Ports Used by Printer Server

Port Used By
UDP

2006

Application Web Server
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Table 3-7:
TCP/UDP Ports Used by Application Web Server

Port Used By Comment
TCP

80 (HTTP)
8080 (HTTP)

Storage Center

Table 3-8:
TCP/UDP Ports Used by Storage Center

Port Used By
TCP

7200

TCP/UDP Ports Used by NICE Servers Version 9

Web Applications Center

Table 3-9:
TCP/UDP Ports Used by the Web Applications Center

Portin9.0 Used By Comments
TCP

80 WebServer

8080 WebServer

62070 User Admin

62070 System Admin
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Table 3-9: TCP/UDP Ports Used by the Web Applications Center (continued)

Portin 9.0 Used By Comments
62071 Audit Trail
62072 Rule Manager
62073 Locate Service
62074 Unified Query
62075 Monitor
62076 Playback Media Server
62077 Playback resource manager
62078 Playback media service
62079 Rule engine
62080 Coaching
62081 My Universe
62082 Call Flow Analysis
Unicenter SNMP Manager
Table 3-10:
TCP/UDP Ports Used by Unicenter SNMP Manager
Portin 9.0 Used By Comments
UDP
161 UniCenter SNMP Manager

NiceLog Logger
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Table 3-11:

TCP/UDP Ports Used by NiceLog Logger Version 9

Portin 9.0

TCP

2007

2011

uUbP

2000

2012

NiceScreen

Table 3-12:

Used By Comments

NiceLog Logger

NiceLog Logger

NiceLog Logger

NiceLog Logger

TCP/UDP Ports Used by NiceScreen

Portin 9.0
TCP
2001,2102
3020
30100
UDP

30102

Used By Comments

Screen Agent for desktop

Screen Agent for terminal server

MML

MML

NICE Playback Server
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Table 3-13:

TCP/UDP Ports Used by NICE Playback Server

Portin 9.0

TCP

8000 -8003

8010

Used By

PBS Link

PBS Link

NICE Storage Center

Table 3-14:

TCP/UDP Ports Used by NICE Storage Center

Portin 9.0

TCP

30002-30004

Used By

Storage Center

NICE Interaction Center

Table 3-15:

TCP/UDP Ports Used by NICE Interaction Center

Portin 9.0
TCP
62050,62051
62059
62060

62061

62069

Used By

Call Server
SNMP
Dispatch
Scheduler

RCM

Comments

Comments

Comments

Used by the SNMP logic

Used by the SNMP logic
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Database Server

Table 3-16:
TCP/UDP Ports Used by the Database Server

Portin 9.0 Used By Comments
TCP
1433 SQL Server
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Microsoft Windows Server 2003 Appliance
Edition

Product Microsoft Windows Server 2003 Appliance Edition
Release
Synopsis Commencing April 2005, the operating system configuration for

NicelLog and Interaction Capture Unit product lines is changing
from Microsoft Windows Server 2003 Standard Edition to
Microsoft Windows Server 2003 Appliance Edition.

Microsoft Windows Server 2003 Appliance Edition is a joint venture of Nice Systems and Microsoft as
part of our OEM membership. This now provides an optimized operating system for NiceLog logger and
the Interaction Capture Unit based upon Microsoft Windows Server 2003 technology and is especially
designed to address the different performance needs of our capturing platform.

Additionally Microsoft Windows Server 2003 Appliance Edition makes redundant the different services
and operating system resources which are not being used by the recording platform. This will provide
better performance on the one hand and enhanced security on the other hand, by disabling different
components which are not being used and may be a potential for security breach.

E/IAigosoft Windows Server 2003 Appliance Edition

Q: For which NICE server is Microsoft Windows Server 2003 Appliance Edition suitable?

A: Microsoft Windows Server 2003 Appliance Edition is suitable for NiceLog Loggers and the Interaction
Capture Unit (as part of NICE Perform).

Q: Why is Microsoft Windows Server 2003 Appliance Edition is suitable only for NiceLog Logger and
Interaction capture unit?

A: The reason is related to the fact that all other system components are a S/W only solution and the
operating system is provided by the customer.

Q: Is there a special price for NiceLog Logger with Microsoft Windows Server 2003 Appliance Edition.

A:No. As from the official announcement every NiceLog Logger and Interaction Capture Unit will be
shipped with Microsoft Windows Server 2003 Appliance Edition as default.

Q: Does the fact that I'm using Microsoft Windows Server 2003 Appliance Edition on the NiceLog Logger
affects in any way Microsoft security patches and service pack related issues.

A: No. Microsoft Windows Server 2003 Appliance Edition has no affect on any MS security patches and
service pack related issues. The list of certified MS security patches and service packs is available on the
ExtraNICE and being updated constantly.
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Q: Where can | buy a copy of Microsoft Windows Server 2003 Appliance Edition?

A: Microsoft Windows Server 2003 Appliance Edition is not available for a public use. Only Nice Systems
is authorized to provide a copy and licensing of this Microsoft Windows edition.

Q: Does Microsoft Windows Server 2003 Appliance Edition affectin any way Nice Systems language
support?

A: Microsoft Windows Server 2003 Appliance Edition is transparent from an end user standpoint.

Q: Is the Microsoft Windows Server 2003 Appliance Edition suitable for the 8.9 ISA based NiceLog
Logger or just to the PCI?

A: Microsoft Windows Server 2003 Appliance Edition is applicable for both ISA and PCl based Nicelog
Logger.

Overview

From April 2005, an Image CD (Ghost) will be shipped with each NICE High Density Logger, NICE
Interaction Capture Unit or Nicelog version 8.9 ISA, instead of Microsoft Windows Server 2003
installation CDs.

This Image CD (Ghost) can also be used to recover the logger in a case of a crisis on site

{z) Important!
This Image CD (Ghost) is for use only with systems sent from April 2005.

The installation will only function properly with CPUs shipped after April 2005,
otherwise you may be prompted to replace your CPU.

See below to verify if your CPU version is approved, if not it will be necessary replace
your CPU.

Figure 3-27: NICE CPU Verification Tool

Each shipmentincludes the following items:
1x1.44 MB Bootable diskette:
Label: Windows Server 2003 Appliance Recovery - Network Installation Diskette.
2 x Image CD (Ghost):
Label: Image CD for PCl Logger / ICU / ISA Logger 8.9 W2K3 Appliance (CD # 1 of 2).
Label: Image CD for PCl Logger / ICU / ISA Logger 8.9 W2K3 Appliance (CD # 2 of 2).
1 x Windows installation files CD.

Label: MS Installation files for W2K3 Appliance edition (1386).
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NOTE: This CD contains Windows installation files for further installation.

Recovering the Logger

There are several options to recover the Logger:

B Replacing the Failed HDD with a Preloaded HDD below (Most recommended option).
B |nstalling the Image CD (Ghost) from a Logger DVD Device on the next page.

B |nstalling the Image CD (Ghost) from a Workstation on page 76.

Replacing the Failed HDD with a Preloaded HDD

= To Replace the Failed HDD with a Preloaded HDD

NICE Systems Ltd. recommends ordering a preloaded HDD for fast replacement at the site. Each
preloaded HDD is compatible to a specific platform

Platform Preloaded HDD
NICE High Density Logger v9.0 36GBor 72GB SCSIHDD
NICE Interaction Capture Unit 250GBIDEHDD
NicelLog Logger ISA8.9 36GBor 72GB SCSIHDD

m  Contact support@nice.com to order this preloaded HDD.

Installation Notes

B The preloaded HDD contains the Windows application only.

m  After theinstallation, you will need to install the Logger S/W from the CDs you received with your
system.

m Where there are two or more HDDs installed, the master HDD is HDD1
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Table 3-17: NiceLog Storage Device Configuration

Configuration Description
Up to three hard drives and up to two Hard drive assembly: from ID.0 to ID.2.
archiving devices 1st HDD ID O

2nd HDD (optional): ID 1
3rd HDD (optional): ID 2

IGEEIN | IGEEEE HDD3 Archiving device assembly:

1st Device (optional): ID 6 (SCSI)/Master (IDE)
2nd Device (optional): ID 5 (SCSI)/Master (IDE)

= After replacing the HDD, Found New Hardware message boxes will appear, click Cancel on all
message boxes.

Continue installing the NICE S/W according to Installing the Nicel.og High Density Logger Software
installation manuals for versions 8.9 and 9.0 on the ExtraNICE.

m  After the NICE S/W Installation is completed, all Found New Hardware message boxes will
disappear.

= For RAID devices see NICE High Density Logger Hardware Guide (PCl Loggers) and Nice
Technical Reference Guide-Short Term Storage Devices (ISA Loggers). Replace the faulty HDD
with a regular HDD (not preloaded HDD) and rebuild your HDD from the RAID device.

Installing the Image CD (Ghost) from a Logger DVD Device

NOTE: Where there is a faulty HDD, replace this HDD before installing the Image CD
(Ghost).

= To Install the Image CD (Ghost) Installation from a DVD Device:

1. Configure the BIOS Boot Sequence to startup from the DVD device. (From the BIOS: BIOS
FEATURES SETUP > BOOT SEQUENCE).

2. Insertthe 1st CD installation Image CD (Ghost) [Label - Image CD for PCl Logger / ICU / ISA Logger
8.9 W2K3 Appliance (CD # 1 of 2)] into the DVD device.

3. Reboot the system.

4. From the Microsoft Windows 98 Startup Menu select 1 (NICE Products Images...) and press
Enter.
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Figure 3-28: Microsoft Windows 98 Startup Menu

Microsoft Windows 98 Startup Menu

. NICE CPU BIDS 3etting...

. Morton Ghost Walker (Set new 3ID)
. Norton Ghost 8.0.

. Dos Prompt with CD Support.

Enter a choice: 1

{g) Important!

Use only menu options that are specifically mentioned! (The other options are for NICE
Engineers only.)

5. From the next screen, select machine type (NiceLog PCI/ ICU / NiceLog ISA 8.9) and press Enter.

Figure 3-29: Microsoft Windows 98 Startup Menu

Microsoft Windows 98 Startup Menu

Enter a choice: 1

6. Thelmage CD (Ghost) will start running automatically.

7. Wait for prompt and then replace the second CD [Label - Image CD for PCl Logger / ICU / ISA Logger
8.9 W2K3 Appliance (CD # 2 of 2)].

8. Select OK with the arrow buttons and press Enter.

= To Restore BIOS Factory Settings:

1. Insertthe 1st CD installation Image CD (Ghost) [Label - Image CD for PCl Logger / ICU / ISA Logger
8.9 W2K3 Appliance (CD # 1 of 2)] to the DVD device.
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2. From the Microsoft Windows 98 Startup Menu select 2 (NICE CPU BIOS Settings...) and press
Enter.

Figure 3-30: Microsoft Windows 98 Startup Menu

Microsoft Windows 98 Startup Menu

1. NICE Products Images...
. Morton Ghost Walker (Set new SID)
. Morton Ghost 8.0.
. Dos Prompt with CD Support.

Enter a choice: 2

3. From the next screen, select machine CPU type (NiceLog PCI/ICU /ISA 8.9) and press Enter. This will
restore the BIOS factory settings.

Figure 3-31: Microsoft Windows 98 Startup Menu

Microsoft Windows 98 Startup Menu

Enter a choice: 1

NICE S/W Installation

Configure the IP address and the computer name according to your network identification.

You must create the E partition on the HDD accordingly.

= To create a partition:
1. Right-click My Computer, select Manage.

2. Select Computer management (Local) > Storage > Disk Management.
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3. Right-click the third partition and select New Partition from the drop down context menu.

Figure 3-32: Disk Management

g File  Action  View  Window

e | Bm 2 [k

Help

| =L81

@ Computer Managerent (Local) \folumel Layouk | Type | File Sywstem I Skatus | Capacity | Free Space | s Free | Fault Tolerance i Orverhe
EI% System Taols =D () Partition  Basic  NTFS Healthy (System) 2,93 GE 995 MB 33 % Mo 0%
= Storage =D (D) Partition Basic  NTFS Healthry 391GE 3.83GE 99 % Mo 0%

[+ Rermovable Storage
v Disk Defragmenter

=1 Disk Management

EI@ Services and Applications
4] i B
x%Disk 0
ik (o 09 0 0 S 0
63,45 GB 2,93 GB MTFS 3.91 GB NTFS 61.61 G
Orlire Healthy {System) Healthry | Unallocated

Properties

Help

B Unallacated W Primany partition

4. From the New Partition Wizard, select Next (keeping the default settings) until you open the Format

Partition window.
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Figure 3-33: New Partition Wizard

New Partition Wizard i X]

Format Partition
To gtare data on thiz partition, pou must format it first,

Chooze whether pau want ta farmat this partition, and if 20, what zettings you want touse.

+ Do not format this partitiors

£~ Format this partition with the following settings;

Fileszpsten: I MTFS j
Ao ation Lt sze; | Diefault j
fiollre(abel: INEW Walurmne

[ Eerform aiguick format

[T Enatilefile and falder compression

¢ Back I MHest > I Cancel

5. Ensure that Do not format this partiton checkbox is marked and complete the Wizard.

6. Continueinstalling NICE S/W, see Installing the NiceLog High Density Logger Software installation
manuals for versions 8.9 and 9.0 on the ExtraNICE.

7. After the NICE S/W installation is completed, all Found New Hardware message boxes will
disappear.

Installing the Image CD (Ghost) from a Workstation

NOTE: Where there is a faulty HDD, replace this HDD before installing the Image CD
(Ghost).

= To Check for Workstation NetBIOS configuration:
1. Click Start > Settings > Network and Dial-up Connections.

2. Right-clickthe Local Area Connection icon, and click Properties.
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Figure 3-34: Check for Workstation NetBIOS Configuration

E1 Network and Dial-up Connections

=101 x|

File Edit ‘iew Favorites Tools  Advanced  Help

dmBack - =p | Qsearch [LFolders ¢4 | s O % | 2~

Address Metwark and Dial-up Connections j G0
[ e | @ 8,
= - L e
L Make Mew Local Area
Network and Dial-up  ©“omnection  [EEEEL  pisable
Connections Status

Local Area Connection
[elete

Twpe: LAN Connection Renarne

Create Shortcut

Connection

E'ﬂ_;-]. Displays the properties of the selected connection,

Skatus: Enabled M
Intel(R) PROY 100 VE Metwork,

A

3. From the Local Area Connection Properties window, select Internet Protocol (TCP/IP) and then

click Properties.

Figure 3-35: Local Area Connection Properties Window

Local Area Connection Properties 2 x|

General |

Connect uging:
I B8 Int=I[R) PROA100VE Metwork Connection

Components checked are used by this connection;

Client for Microsoft Networks
] B File and Printer Shating for Microsoft Networks

Inztall.. Uninztall | Properties
N g

Description
Transmission Control Protocol/intemet Protocol. The: default

wide area network protocal that provides communication
across diverse interconnected networks.

IV Show icon in taskbar when connected

0K | Cancel

The Internet Protocol (TCP/IP) Properties window opens.

4. Click Advanced to reach the Advanced TCP/IP Settings window.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6)




3: Microsoft Server Operating Systems

Recovering the Logger

Figure 3-36: Internet Protocol (TCP/IP) Properties Window

Internet Protocol {TCP/IP) Properties 2lx]

General |

‘You can get IP settings assigned automatically if your netwark. supports
this capability. Othenwise, you need to ask pour network administrator for
the appropriate IP settings.

% Obtain an IP addiess automatically

—" Use the following IP address

|P address:

Subnet mask:
[efault gateway

4 (Obtain DNS server addiess automatically

—" Use the following DNS server addresses

Frefered DHS senver
Altemate DS server

Cancel

5. From the Advanced TCP/IP Settings window, select the WINS tab, and then select Enable NetBIOS
over TCP/IP.

Figure 3-37: Advanced TCP/IP Settings - WINS Tab

Advanced TCP/IP Settings x|
IP Settings | DN btions |

WINS addresses, in order of use

Add Fdl Remove |

If LMHOSTS lookup is enabled. it applies to all connections for which
TCP/P is enabled.

¥ Enable LMHOSTS lookup Import LMHOSTS
v Ehle MetBIOS over TCPAP

O TS e 1L P
1 Use NetBIOS setting from the DHCP server

Cancel

6. Close all open dialogs.

= To Share Workstation CD-ROM:

1. Open My Computer and right-click CD-ROM.
2. Navigate to My Computer > CD-ROM > Sharing....

The Compact Disc Properties window opens.
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Figure 3-38: Sharing...

Sy computer BIE

File Edit ‘Wiew Fawaorites Tools  Help ﬁ

dmBack - =p | Qsearch [LFolders ¢4 | s O % | 2~

Address @ My Comnputer j & Go
@ =
'-% L =
8 3% Floppy  Local Disk (2 [sla] Control Panel
My Computer Az} S
Explore
Compact Disc {D:) e

Compack Disc

Scan For Viruses., .

Ejeck

Create Shorkouk

Displays the properties for sharing the selected Folder Biepeitioe o

3. Clickthe Sharing tab, and select Share this folder.

4. Inthe Share name text box, type in CDROM with no spaces but with CAPITAL LETTERS.

5. Click Permissions to access the Permissions for CDROM window.
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Figure 3-39: Compact Disc (D:) Properties - Sharing Tab

Compact Disc (D:) Propetties : i 2 x|

General I Hardwaeb Sharing I

‘You can share this folder among other users on your
network. To enable sharing for this folder, click Share this
folder.

" Do not share this folder

C—G Share this folder )

Share name: ¢ |CDF!IJM ) d

Comment: I

User limit: & Magimum allowed

€ Allow I _1? Users
To set permissions for how users access khi D
folder over the network, click Permissions. 5‘
To configure settings for Offine access to Cachin
this shared folder, click Caching. 2

New Share

oK I Cancel | Apply

6. From the Permissions for CDROM window, ensure that the Everyone group is defined with a Read

permission.

Figure 3-40: Share Permissions Window

Permissions for COROM

Share Pemissions |

Narne | Add..

‘ Everyone
Remave |

Permissions: Allawy Deny
Full Control O
Change ] m]
Read a

oK I Cancel | Apply

7. Close all open dialogs.

8. Insertthe 1stimage CD (Ghost) [Label: Image CD for PCl Logger / ICU / ISA Logger 8.9 W2K3

Appliance (CD #1 of 2)]in the Workstation CD-ROM.
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= To Set Workstation, Domain / Workgroup, User Name and Password:

1. Note down the following Workstation information:

B Full computer name (Up to 15 characters) (1)

(For example — NICE-Systems)
®  Domain/ Workgroup name (Up to 15 characters) (2)

(For example - GROUPNAME)

®  Write Workstation local Username and Password information:

= Workstation local Login Username (3)

= Workstation local Login Password (4)

NOTE: For Computer Name and Workgroup / Domain name:
Right-click My computer > Properties > Network Identification tab to see the System
Properties window.

Figure 3-41: System Properties - Network Identification Tab

System Properties

A

o Network Identfication | Mardware | User Profiles | Advanced |

ﬂ “windows uzes the following information to identify pour computer
o the network.

Full computer name; MICE-Systems.
workgroup, GROUPNAME

Ta rename this computer of join a domain. click
Froperties.

& Changes will take effect after you restart this computer,

ok | Cancel | Apply |

= To Install the Image CD (Ghost):

1. Inthe Logger, configure to startup from the floppy drive.
(From the BIOS: BIOS FEATURES SETUP > BOOT SEQUENCE)

2. Insertthe Diskette [Label - Windows Server 2003 Appliance Recovery - Network Installation
Diskette] to the Floppy drive.

() Important!

Verify that the write protect tab on the diskette is closed. (Enable rewrite on diskette)

3. Reboot the Logger.
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= To Upload the Image from the Workstation CD-ROM:

() Important!

Use only menu options that are specifically mentioned! (The other options are for NICE CS
Engineers only.)

1. From the MS DOS 6.22 Startup Menu, select 1 (NICE Products Images...) and press Enter.
The window opens.

Figure 3-42: MS-DOS 6.22 Startup Menu

M5-D0OS 6.22 Startup Menu

. NICE CPU BIOS 3etting...

. Norton Ghost Walker (Set new SID)
. Norton Ghost 8.0.

. Do=s Prompt with CD Support.

Enter a choice: 1

2. From the MS-DOS 6.22 Startup Menu now select machine type (1 - NiceLog PCl/ 2 -ICU / 3 -
NiceLog ISA 8.9) and press Enter.

Figure 3-43: MS-DOS 6.22 Startup Menu

MS-DOS 6.22 3tartup Menu

Z. Interaction Capture Unit 9.0 Image. (Windows 2003 Appliance)
3. Nicelog ISA 8.9 Image. (Windows 2003 Appliance)

Enter a choice: 1

3. Waita few seconds for the Download Ghost Image from Workstation CD Drive via Network
window and then fill in the details,see To Set Workstation, Domain / Workgroup, User Name and
Password: on the previous page.

Enter workstation name

Enter workgroup/domain
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Enter work station user name

4. Wait a few seconds and then type your user name.
5. Type your password.
6. When prompted to create a password, type N and press Enter.

The Image CD (Ghost) will start running automatically.

7. Wait for the prompt and then replace the second CD [Label - Image CD for PCl Logger / ICU / ISA
Logger 8.9 W2K3 Appliance (CD # 2 of 2)].

8. Select OK and press Enter.
9. Atthe end of the installation a Network Installation Done notification appears.
10. Press Enter to confirm.

= To Restore BIOS Factory Settings:
1. Rebootthe system (ALT+CTRL+DEL).
2. From the MS-DOS 6.22 Startup Menu select 2 (NICE CPU BIOS Settings...) and press Enter.

Figure 3-44: MS-DOS 6.22 Startup Menu

M5-DOS 6.22 Startup Menu

1. NICE Products Images...
. Norton Ghost UWalker (Set new SID)
. Norton Ghost B.0.
. Do=s Prompt with CD Support.

Enter a choice: £

3. From the next screen, select your machine CPU type (NiceLog PCl/ ICU / NiceLog ISA 8.9 BIOS
Settings) and press Enter to restore the BIOS factory settings.
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Figure 3-45: MS-DOS 6.22 Startup Menu

M5-DOS5 6.22 Startup Menu

Z. Nicelog ICU 9.0 BIOS Setting. (PROX-1753)
3. Nicelog ISA 8.9 BIOS Setting. (PROX-1635)

Enter a choice: 1

4. Wait a few seconds, the system will reboot automatically.

() Important!

Remove the diskette from the floppy drive while rebooting.

5. For Software Installation, see NICE S/W Installation on page 74.

6. Continue installing NICE S/W, see Installing the NiceLog High Density Logger Software installation

manuals for versions 8.9 and 9.0 on ExtraNICE.
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This section provides information regarding Microsoft Client Operating Systems. This includes secure
solutions, updates, and guidelines.

Contents
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General

General

Localization

NICE does not support machine names and/or domain names with non-ASCll characters (IRI) on Client
workstations.
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Windows XP
NICE Product Support for Windows XP Service Pack 3

Product NICE Product Support for Microsoft Windows XP Service Pack 3

Release NICE Engage Platform 6.x, NICE Interaction Management 4.1, NICE
Perform® Release 3 SP4, NICE Perform Release 3.1, Release 3.2,
Release 3.5, and Version 8.9, NiceCall Focus Il

Synopsis This section describes NICE product support for Microsoft Windows
XP Service Pack 3

Overview

This section provides information regarding NICE product support for Microsoft Windows XP, Service
Pack 3.

Microsoft Windows XP, Service Pack 3 was certified on Version 8.9, NiceCall Focus lll, Nice Perform
Release 3 SP4 NICE Perform Release 3.1, NICE Interaction Management 4.1 and on NICE Engage
Platform 6.x, for all client side applications as follows:

Server Side Support

NiceCall Focus Il

Client Side Support
®  NICE SetSecurity Application
= NICE Reporter Viewer

= NICE ScreenAgent

m  NICE ScreenSense Agent

= NICE Player

m  Record on Demand (ROD)
B Survey Manager

®m  Remote Tape Server (RTS)

B Media Library

= VolIP Recording Agent (VRA)
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Security-Tuning Guidelines for NICE Software
Components Running Windows XP Service Pack 2

Product Security-Tuning Guidelines for NICE Software Components Running
Microsoft Windows XP Service Pack 2

Release

Synopsis

Overview

This section provides guidelines for NICE components running on client workstations which run on
Microsoft Windows XP.

Microsoft recently released Service Pack 2 for Windows XP. In addition to including all previous hot fixes,
Service Pack 2 provides the following enhanced security features:

= Abuilt-in firewall
®  Enhanced security for Internet Explorer
®  Checks for avalid signature of programs during installation

By default, a firewall closes all ports to incoming network packets. Unlike other firewalls which enable
you to open a port permanently (known as - statically opened ports), the firewall installed with Service
Pack 2 enables you to define specific applications for which the firewall will open the necessary listening
ports. These listening ports will remain open only when, and as long as, these applications are running
(known as - dynamically opened ports). You do this by adding the applications you want to the firewall
Exceptions List.

Sometimes when an application runs for the first time, a warning message appears asking if you want to
unblock the application. Unblocking an application will automatically add its name to the firewall
Exceptions List. Other times, you will have to add the application manually to the firewall Exceptions List.

The purpose of this section is to provide a summary of the tested NICE software componentsin this
environment, and describe the needed security-tuning for obtaining full-functionality of the system.
Security-tuning is performed in the firewall and in Internet Explorer.

NOTE: After you complete security-tuning NICE components, we recommend that
you monitor all recording components at the site to ensure that they are running

properly.
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Preinstallation Requirements

If NICE Web applications Version 8.8 are installed at your site, before installing Microsoft Windows XP

Service Pack 2, you must install NICE Web Applications Support Package for Microsoft Windows XP SP2

Client on the Web Server.

NOTE:

B For 8.9 systems (NiceCLS and Client/Server Applications Version 8.9), NICE
Web Applications Support Package for Windows XP SP2 Client should be
installed on top of Service Pack4, and 8.9 Web Applications Feature Pack.

= The NICE Web Applications Support Package for Windows XP SP2 Client can
be found on www.extranice.com.

= To install the NICE Web Applications Support Package for Microsoft Windows XP SP2 Client:

= OntheWeb Server, navigate to the location <Installation Path >\Universe, and replace the

QueryCriteria.asp file with the QueryCriteria.asp file dated 29 August 2004.

Security-Tuning List

Table 4-1: Security-Tuning List

Security-
Tuning
NICE Firewall Manually Add to Firewall Exceptions  Internet
Component  Unblocked Tab Explorer  Comments
NICE NICE -
ScreenAgent  ScreenAgent
Version 8.8 See Firewall
Unblock
Example on
page 91.
NICE Perform = NICE -
ScreenAgent  ScreenAgent
See Firewall
Unblock
Example on
page 91.
Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6) -89 -



4: Microsoft Client Operating Systems

Security-Tuning Guidelines for NICE Software Components Running Windows XP Service Pack 2

Table 4-1: Security-Tuning List (continued)

Security-

Tuning
NICE Firewall Manually Add to Firewall Exceptions  Internet
Component  Unblocked Tab Explorer ~ Comments
NICE - -
ScreenSense
Version 8.8
NICE NICE NICE Administrator
Client/Server | Supervision | see Adding NICE Administrator to the
Applications  Media Library = Exceptions List on page 94.
Version 8.8 .

Printer Server

NICERTS

See Firewall

Unblock

Example on

the facing

page.
NICE NICE NICE Administrator
Client/Server | Supervision | see Adding NICE Administrator to the
Applications  \edia Library = Exceptions List on page 94.
Version 8.9 .

Printer Server

NICE RTS

See Firewall

Unblock

Example on

the facing

page.
NICE SNMP - Add from the following location:
l\/langger CAWINDOWS\system32\snmptrap.exe
version 8.9 See Adding snmptrap.exe to the

Exceptions List on page 96.
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Table 4-1: Security-Tuning List (continued)

Security-
Tuning
NICE Firewall Manually Add to Firewall Exceptions  Internet
Component  Unblocked Tab Explorer ~ Comments
NICE Web Install See Note (1).
Applications Crystal
Version 8.8 Smart
Viewer for
ActiveX.
See Crystal
NICE Perform Smart
Web \/\ey\/er for
Applications ActiveX
Guideline
on the
next page.

You must install the NICE Web Applications Support Package for Microsoft Windows XP SP2 Client on
the Web Server.

Security-Tuning Your System

Firewall Unblock Example

NOTE: Although this section provides one firewall unblock example only
(ScreenAgent), a similar Windows Security Alert message appears when NICE
Supervision, Media Library, Printer Server, and NICE RTS run for the first time.

When certain applications run for the first time, a warning message appears asking if you want to
unblock the application. Clicking Unblock will add the application to the Firewall Exceptions List,
enabling you to run the application. See Figure 4-1.
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Figure 4-1: Windows Security Alert

%= windows Security Alert x|

To help protect your computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking thiz program?

Q M ame: Screenfigent
FPublisher: Mice Syztems Ltd.

K.eep Blocking [niblock, Azk Me Later

Windows Firewall has blocked thiz program from accepting connections from the
|nternet or a network. |f pou recognize the program or truzt the publisher, you can
unblock it “When should | unblock a program?

Crystal Smart Viewer for ActiveX Guideline

When you select the Reports tab, an Internet Explorer Security Warning message appears, asking if you
want to install the Crystal Smart Viewer for ActiveX. Click Install. See Figure 4-2.

Figure 4-2: Internet Explorer - Security Warning

Internet Explorer - Security Warning N 5[

Do you want to install this software?
Mame; Crystal Smark Yiewer For Ackiven
Publisher: Crysktal Decisions, Inc

b ||"-"||:|re aptions Install | Don't Inskall I

@ While files From the Internet can be useful, this file bype can potentially harm
vaur computer, Only install software from publishers wau trost, What's the risk?
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lt/lanually Adding Programs to the Firewall Exceptions
ST

Opening the Firewall

= To open the firewall:

1. From the Start menu, select Settings > Control Panel > Windows Firewall.
The Windows Firewall window appears.

Figure 4-3: Windows Firewall - General Tab

== Windows Firewall x|

General | E:-:u:eptiu:unsl Advanced

Windows Firewall is helping to protect your PC

Windowe Firewall helps protect your computer by presenting unauthorized users
from gaining access ko your computer through the [ntermet or a netwark,

@ & :0n [recommended}

Thiz setting blocks all outzide sources from connecting ta this
computer, with the exception of those selected on the Exceptions tab.

[~ Don't allow exceptions

Select thiz when vou connect to public networks in less secure
locationz, such as airparts. Yo will not be natified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ " 0Off [not recommended]

Avoid uzing this setting. Turming off Windaows Firewall may make thiz
computer more vulnerable to viruses and intruders.

Windows Firewall iz uging your domain zettings.

Wwhat elze should | khow about Windows Firewall?

k. I Cancel

2. Ensurethat On (recommended) is selected.
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Adding NICE Administrator to the Exceptions List

When you add NICE Administrator to the Exceptions List, you do not need to click Browse and locate its
executable in its installation folder. By default NICE Administrator appears in the Programs list in the Add

a Program window.

= To add NICE Administrator to the Exceptions list:

1. Inthe Windows Firewall window, click the Exceptions tab.

The Exceptions tab appears as shown below. File and Printer Sharing and Remote Assistance

appear selected.

Figure 4-4: Windows Firewall - Excedptions Tab

%= Windows Firewall

General Exceptions | Advanced I

Windows Firewall iz blocking incoming network. connections, except for the
programs and services selected below. Adding exceptions allows zome programs
ko work better but might increase your security risk.

Programs and Services:

M ame

B File and Printer Sharing
Remate Assistance

] Remate Desktop

[ UPAF Framewark,

Add Prograr... Add Part.... Edt... | Lrelete I

¥ Display a notification when Windows Firewall blacks & program

W'hat are the rizks of allowing exceptions?

k. Cancel
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NOTE: Ensure that Display a notification when Windows Firewall blocks a program is selected.
2. ClickAdd Program.

The Add a Program window appears.

3. Inthe Add a Program window, select NICE Administrator.

Figure 4-5: Add a Program

Add a Program - x|

To allows communicationz with a program by adding it o the Exceptions list,
zelect the program, or click Browse to gearch for one that is not lizted.

Prograrms;

@SFACSys Desktop Client -]
& Irternet Explorer

EI Intenwise Participant

ﬂ Interwize Participant Options

%Java Wieb Start

E Microsoft Wisio

MICE Adminiztratar

. MICE Ewaluator
25 MICE Forms Designer
$ NICE List Editar

h MNICE Login ~

Fath: |I::HF'rngram Files“MICE SystemsibintHLUADRMIE Browse... |

Change scope... | k. I Cancel |

4. Click OK. NICE Administrator now appears in the Exceptions tab.
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Figure 4-6: Windows Firewall - Exceptions Tab

%= Windows Firewall x|

General Exceptions | Advanced I

Windaws Firewall iz blacking incoming netwark connections, except far the
programs and services selected below. Adding exceptions allows zome programs
ko work better but might increase your securty nsk.

Brograms and Services:

MHame

File and Printer Sharing
MICE Administrator
Remate Assistance
IR emate Deskiop

O UPAF Framewark,

Add Program. .. Add Fart... Edit... Lrelete

¥ Display a notification when Windows Firewall blocks a program

W'hat are the rizks of allowing exceptions?

] % I Cancel |

5. Inthe Exceptions tab, click OK.

Adding snmptrap.exe to the Exceptions List

snmptrap.exe does notappear in the Programs list in the Add a Program window. To add
snmptrap.exe, you must click Browse, then locate snmptrap.exe in the CAWINDOWS\system32

directory.

= To add snmptrap.exe to the Exceptions list:

1. Inthe Windows Firewall window, in the Exceptions tab, click Add Program.
The Add a Program window appears.

2. Click Browse, go to CAWINDOWS\system32 and select snmptrap.exe.
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Figure 4-7: Browse Window

Browse

ty Recent
Documents

Dezktop

\$

My Documents

by Computer

ky Metwark,

Look, i | =7 system32

J o2

9

T

E rsh.exe
Frsm.exe

E rsmsink. exe
@ rsmui Eexe

% rsnokify, exe
M rsopprov.exe

Frsvp.exe

E@ ttcshare. exe
Frunas.exe

Lj rundll3z2. exe
% FUNONCE . exe
E rwinsta. exe
E savedump.exe
Fsc.exe

E scardswr, exe
L

Eschtasks.exe
Esdbinst.exe
Esecedit.exe
Eservices.exe

Flsessmar.exe
Esethc.exe

ﬁsetup.exe

Esetver.exe
Esfc.exe
Eshaduw.exe
Eshare.exe
Eshmgrate.exe
Qshrpubw.exe
Eshutdnwn.exe
E&'sigverif.exe

Eskeys.exe
Eslrundll.exe

Eslserv.exe
Esmbinst.exe
Esmlugsvc.exe

ESI’I’ISS.EXE

@ sndrecsz.exe
sndvaol32.exe
[ =nmp.axe

i =nmptrap.exe
8l sol.exe
Esnrt.exe
Espdwnwxp.exe
.ﬁ] spider.exe
Espiisupd.exe

E sphpinst. exe
ﬁ spoolsy, exe
E spreskrk.exe
E spupdsve.exe
E spupdwxp.exe
stimon.exe
E subsk,exe
E sychosk,exe
a SYMCapp. exe
sysedit, exe
b syskey.exe
L) Sysoomgr. e
E systeminfo, exe
E swatray.exe
E kaskkil, exe

%

File name;

Filez of type:

| shmplrap.exe

i

l.-’-‘-.pplin::atin:nns [*.ewe com;™ icd]

v

Click Open. snmptramp.exe is now added to the Exceptions list.
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Figure 4-8: Windows Firewall - Exceptions Tab

i » L]
= Windows Firewall

[ Eenerall Exceptions |.-“-‘-.-:Ivan-:edi

Windows Firewall is turned off. our computer iz at rigk of attacks and intruzions
from outzide sources such as the Intermet. We recommend that you click, the

eneral tab and select On.

Programs and Services:

M ame

File and Printer Sharing
Remote Azzigtance

] Remate Desktop
shmphrap. exe

O UPHP Framewark,

| addProgram.. | | addPot. || Edt. || Debte

Dizplay a notification when Windows Firewall blocks a program

What are the rizks of allowing exceptiong?

(] ] [ Cancel

4. Click OK.
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Windows 7 32-bit/64-bit
Client Application Compatibility

NICE Systems supports the following editions of Microsoft Windows 7 in both 32-bit and 64-bit configurations:
= Microsoft Windows 7 Professional Edition

B Microsoft Windows 7 Enterprise Edition

= Microsoft Windows 7 Ultimate Edition

The following table shows the compatibility of NICE Perform/NICE Interaction Management Release 4.1/NICE Engage Platform client applications
with Microsoft Windows 7 for Releases 3.1, 3.2, and 3.5:

{z) Important!
= NICE Applications and the Set Security feature support only the 32-bit version of Internet Explorer.

B (*) These components must be installed with the UAC turned OFF.
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Table 4-2: Compatibility With Microsoft Windows 7 32-bit and 64-bit by Release

Application NICE Perform 3.1 NICE Perform 3.2

Windows 7 Windows 7 Windows 7
32-bit 64-bit 32-bit

Screen Agent  Supported as = Supported as = Supported as
of UP3.1.18 ofUP3.1.18 ofUP3.29

() (*) )

ROD Client Approved (*) | Not Approved
Supported

Standalone Approved (*) | Approved (*) = Approved

NICE Player

and NICE

Player Codec

Pack

Reporter Approved (*) | Not Approved

Viewer Supported

NICE Approved (*) | Approved (*) = Approved

Applications

(including Set

Security)

Windows 7
64-bit

Supported as
of UP3.2.9

™)
Approved

Approved

Approved

Approved

NICE Perform 3.5

Windows 7

32-Dbit

Approved

Approved

Approved

Approved

Approved

Windows 7

64-Dbit

Approved

Approved

Approved

Approved

Approved

NIM 4.1
/NICE Engage Platform 6.x

Windows 7 Windows 7
32-bit 64-bit

Approved Approved

Approved Approved

Approved Approved

Approved Approved

Approved Approved
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Table 4-2: Compatibility With Microsoft Windows 7 32-bit and 64-bit by Release (continued)

Application NICE Perform 3.1 NICE Perform 3.2 NICE Perform 3.5 NIM 4.1
/NICE Engage Platform 6.x

Windows 7 Windows 7 Windows 7 Windows 7 Windows 7 Windows 7 Windows 7 Windows 7

32-Dbit 64-Dbit 32-bit 64-Dbit 32-Dbit 64-Dbit 32-Dbit 64-bit
Survey Approved Approved Approved Approved Approved Approved Approved Approved
Manager
VRA Not Not Not Not Not Not Approved Approved

Supported Supported Supported Supported Supported Supported
Media Library = Approved Approved Approved Approved Approved Approved Approved Approved

BSF Tool kit Approved Not Approved Not Approved Approved Approved Approved
Supported Supported

NICE Sentinel = Approved (*) = Approved (*) = Approved Approved Approved Approved Approved Approved
Remote Client

ScreenSense  Not Not Supported as = Supported as  N/A N/A N/A N/A
Agent Supported Supported of UP3.2.11  of UP3.2.11

) ()
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Table 4-2: Compatibility With Microsoft Windows 7 32-bit and 64-bit by Release (continued)

Application NICE Perform 3.1 NICE Perform 3.2 NICE Perform 3.5 NIM 4.1
/NICE Engage Platform 6.x

Windows 7 Windows 7 Windows 7 Windows 7 Windows 7 Windows 7 Windows 7 Windows 7

32-Dbit 64-Dbit 32-bit 64-Dbit 32-Dbit 64-Dbit 32-Dbit 64-bit
Desktop N/A N/A N/A N/A Approved NICE Approved NICE
Analytics Approval Approval
(using PO
Client)
RTS Approved Approved Approved Approved Approved Approved Approved Approved

Using Silent Installation to Install Client Applications

NOTE: The commands listed below are applicable to both Microsoft Windows 7 32-
bit and 64-bit operating systems.

Use the following commands to install NICE Perform/NICE Interaction Management/NICE Engage Platform client-side applications using the silent
installation on workstations running Microsoft Windows 7 (usually from a central deployment server, such as SMS/SCCM 2007, etc.):

m  SetSecurity Application on the facing page.
B ScreenSense Agenton the facing page.

NICE Player and NICE Player Codec Pack on the facing page.

Reporter Viewer on the facing page.

NICE ScreenAgent on page 104.
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= Record on Demand on page 106.

= PO Client on page 106

®  NICE Insight to Impact Bridge on page 106
B Nice BSF Toolkit on page 106

Set Security Application

Enter in the Command line:
SetSecurityApp.exe Server <nnnn>

in which “nnnn"is the Host Name, or the IP Address, or the FQDN of the NICE Perform/NICE Interactions Management Applications server.

ScreenSense Agent

Enter in the Command line;

AgentSilentinstallation.bat

NOTE: Before running this command, you must define the name of the NICE
Applications Server in the AgentSilentInstallation.bat file.

NICE Player and NICE Player Codec Pack

Enter in the Command line:

msiexec /i "Nice Player.msi" /gn

msiexec /i "Nice Player Codec Pack.msi" /gn
Reporter Viewer
For NICE Perform Release 3.x
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Enter in the Command line:

msiexec /i "ReporterViewer.msi" /gn
For NICE Interaction Management Release 4.1/NICE Engage Platform Release 6.x
Enter in the command line:

ReporterViewer.exe /S /D=<ReporterViewer installation folder>

or

msiexec /i "ReporterViewer.msi" /gn

For NICE Interaction Management only, after installation of the ReporterViewer.msi, install the SAP Business Object Bl platform which is located
in the following folder:

C:\Program Files (x86)\Nice Systems\Reporter Viewer\32bitCA\32bit
In a silentinstallation Bl platform, enter the command line:

setup.exe -rresponse.ini/q
NICE ScreenAgent

For NICE Perform Release 3.x
Enter in the Command line;

Setup.exe

NOTE: Before running this command, you must configure the agent.cfg configuration
file and place it with the setup.exe. file.
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For NICE Interaction Management 4.1/NICE Engage Platform 6.x

= To install NICE ScreenAgent using a silent installation:
1. Copy the NICE ScreenAgent installation folder to a temporary location on the server on which you want to run the silent installation.

2. Extractthe.msifiles by running the following command in the Run window:

<Path\Setup.exe file> /t:<Path\target folder> /c

Here <Path\Setup.exe file> is the path to the Setup file in the NICE ScreenAgent installation folder and <Path\target folder> is the path to the
folder to which you want to extract the .msi files.

{7} IMPORTANT

You must leave a space (not an underscore) after <path to Setup.exe file> and after <target
folder> .

This command extracts two .msi files to the target folder:
E  screenagentxp.msi- (32-bitinstallation)
B screenagentxp64.msi- (64-bitinstallation)

3. Toinstall the NICE ScreenAgent software, run one of the following procedures (for details about configuring the parameters see Configuring
NICE ScreenAgent Installation Parameters, in the ScreenAgent Installation and Configuration Guide):

®  [fyou are running the silent installation locally on each client machine, in the Run window, run the following command:

msiexec.exe /i <full path to .msi file> /g SYSADMIN = <Application Server Host Name>

{(n) Important!

You must leave a space (not an underscore) after msiexec, after /i, after <full path to .msi file>,
and after q.
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,O r,

= [fyou are deploying NICE ScreenAgent using a publishing application, configure the publishing application to run the relevant .msi file.

NOTE:
You can use any publishing application that supports .msi files.

After completing the installation, you configure the NICE ScreenAgent in the System Administrator.

Record on Demand
Enter in the Command line;

msiexec /i "RODSetup.msi" /qn SERVERURL=<nnnn> LAUNCH="No" ALLUSERS=1

in which “nnnn" is the Host Name

PO Client

Enter in the command line:

msiexec /i "Full path to the NICE Real-Time Client.msi" /gqn STANDALONE="1" EGDEFAULTP="full path for project XML"

NICE Insight to Impact Bridge

Enter in the command line:

msiexec /i "full path to the NICE Insight to Impact Bridge.msi file" /gn EGHOST=" Application Server HostName "

Nice BSF Toolkit

For NICE Interaction Management/NICE Engage Platform, in the Command line, enter the following:

msiexec /i "NICE BSF Toolkit.msi" /gn

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6) -106 -



4. Microsoft Client Operating Systems

Manually Installing Client Applications

Manually Installing Client Applications

NOTE:

The procedures listed below are applicable to all NICE Perform Release 3.x/NICE
Interaction Management 4.1/NICE Engage Platform 6.x client-side components on
workstations running Microsoft Windows 7 32-bit or 64-bit operating systems.
Keep in mind that:

®  |In NICE Perform Release 3.x, UAC must be turned off before installing client-
side applications marked by an asterisk (*) in Windows 7 32-bit/64-bit on
page 99. After installation is finished the UAC should be turned on.

B |In NICE Interaction Management Release 4.1/NICE Engage Platform 6.x, UAC
can be turned on during the installation of the client-side applications.

= To install client-side applications on workstations with Microsoft Windows 7:

1. Locate the application installation directory.
The default path for NICE Player, NICE Player Codec Pack, Reporter Viewer, and Record on Demand is:
\\server_name\..\Program Files\NICE Systems\Applications\Client Side Applications

2. Copy therequired application installation file(s) to the local computer.
3. Login to the workstation using a User with Administrative privileges.

4. Refer to Windows 7 32-bit/64-bit on page 99 to see if the component requires that the UAC be turned Off. If the UAC can remain on, run the
installation wizard.

If the UAC must be turned off, do one of the following:
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= Ifyou logged in under the Built-in Administrator, in the Local Group Policy Editor window, set the User Account Control: Admin
Approval Mode for the Built-in Administrator policy to Disabled.

Figure 4-9: Local Group Policy Editor Window
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= [fyou logged in under another user with Administrative privileges, in the Local Group Policy Editor window, set the User Account

Control: Run all administrators in Admin Approval Mode policy to Disabled.

Figure 4-10: Local Group Policy Editor Window
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5. Runtheinstallation wizard.
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Windows 8 and Windows 8.1 32-bit/64-bit

Client Applications Compatibility

NICE Interaction Management 4.1.47 and later and NICE Engage Platform 6.x supports the following editions of Microsoft Windows 8 and
Microsoft Windows 8.1, in both 32-bit and 64-bit configurations:

Microsoft Windows 8 Professional Edition
Microsoft Windows 8 Enterprise Edition
Microsoft Windows 8.1 Professional Edition
Microsoft Windows 8.1 Enterprise Edition

The following table shows the compatibility of NICE Interaction Management Release 4.1 47 and later and NICE Engage Platform 6.x client
applications with Microsoft Windows 8/8.1:

Table 4-3: Compatibility With Microsoft Windows 8 and 8.1 32-bit and 64-bit for Release 4.1.47 and later

Windows 8 Windows 8 Windows 8.1 Windows 8.1
Application 32-bit 64-bit 32-bit 64-bit
Screen Agent Approved Approved Approved Approved
ROD Approved Approved Approved Approved
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Table 4-3: Compatibility With Microsoft Windows 8 and 8.1 32-bit and 64-bit for Release 4.1.47 and later (continued)

Application

Standalone NICE Player and NICE Player Codec Pack

Reporter Viewer

NICE Applications (including Set Security)

Survey Manager

VRA

Media Library

BSF Tool Kit

NICE Sentinel Remote Client

Windows 8
32-bit

Approved

Approved

Approved

Not Supported

Approved

Approved

Approved

Not Supported

Windows 8
64-bit

Approved

Approved

Approved

Approved

Approved

Approved

Approved

Approved

Windows 8.1

32-Dbit

Approved

Approved

Approved

Not Supported

Approved

Approved

Approved

Not Supported

Windows 8.1

64-bit

Approved

Approved

Approved

Not Supported

Approved

Approved

Approved

Approved
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Table 4-3: Compatibility With Microsoft Windows 8 and 8.1 32-bit and 64-bit for Release 4.1.47 and later (continued)

Application

Real-Time Designer

NOTE:
The Real-Time Designer cannot be installed on
Windows 8/8.1 in VMware view.

The Real-Time Designer requires .NET Framework 4 to
be installed side-by-side with .NET Framework 4.5 (the
Windows 8/8.1 default).

Real-Time Client

NOTE:

The Real-Time Client requires .NET Framework 4 to be
installed side-by-side with.NET Framework 4.5 (the
Windows 8/8.1 default)

Windows 8 Windows 8 Windows 8.1 Windows 8.1
32-bit 64-bit 32-bit 64-bit
Approved Approved Approved Approved
Approved Approved Approved Approved

Using the Silent Installation to Install Client Applications

Use the following commands to install NICE Interaction Management and NICE Engage Platform client-side applications with the silent installation
on workstations running Microsoft Windows 8 and Windows 8.1:

B SetSecurity Application on the next page

m  NICE Player and NICE Player Codec Pack on the next page

= NICE Screen Agent on the next page
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= Record on Demand on the facing page

Set Security Application
This describes how to install the SetSecurity Application.

= To install the SetSecurity Application:
= Atthe command-line prompt, type SetSecurityApp.exe Server <nnnn>.

Where nnnn is the Host Name, IP Address, or the FQDN of the NICE Interactions Management Applications server.

NICE Player and NICE Player Codec Pack
This topic describes how to install the NICE Player and NICE Player Codec Pack.

= To use NICE Player and NICE Player Codec Pack:
B Atthe command-line prompt, type:
msiexec /i "Nice Player.msi" /gn

msiexec /i "Nice Player Codec Pack.msi" /gn

NICE Screen Agent
This section describes how toinstall NICE ScreenAgent by using the silent installation Use one of the following methods:
B Run thesilentinstallation locally on each client machine on which you want to install NICE ScreenAgent.

B Use a publishing application to deploy NICE ScreenAgent on all the client machines.

= To install NICE ScreenAgent using a silent installation:

1. Copy the NICE ScreenAgent installation folder to a temporary location on the server where you want to run the silent installation.
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2. Extractthe .msifiles by running the following command in the Run window:

<Path\Setup.exe file> /t:<Path\target folder>/c
where <Path\Setup.exe file> is the path to the Setup file in the NICE ScreenAgent installation folder and <Path\target folder> is the path to
the folder with the .msi files to be extracted.

This command extracts two .msi files to the target folder:
screenagentxp.msi - (32-bit installation)
screenagentxp64.msi - (64-bit installation)

3. Toinstall the NICE ScreenAgent software, run one of the following procedures:

For local manual installation, in the Run window on each client machine, type the following command:

msiexec.exe /i <full path to .msifile>/q SYSADMIN = <Application Server Host Name>

NOTE:
You must leave a space (not an underscore) after <path to Setup.exe file> and after <target folder>.

You must leave a space (not an underscore) after msiexec, after /i, after <full path to .msi file>, and after g.
Or
For a batch installation, configure the publishing application to run the relevant .msi file.

NOTE: You can use any publishing application that supports .msi files. After completing the installation, configure the NICE ScreenAgentin the
System Administrator.

Record on Demand

This topic describes how to install the Record on Demand application.
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= To use Record on Demand:

= Atthe command-line prompt, type the following:
msiexec /i "RODSetup.msi" /gn SERVERURL=<nnnn> LAUNCH="No" ALLUSERS=1

Where nnnn is the Host Name.

Manually Installing NICE Client Applications

NOTE: The procedures listed below are applicable to all NICE Interaction Management 4.1/NICE Engage Platform client-side components
on workstations running Microsoft Windows 8/8.1 operating systems.
In NICE Interaction Management Release 4.1/NICE Engage Platform systems, UAC can be turned on while installing client-side
applications.

= To manually install NICE client-side applications on workstations with Microsoft Windows 8 or Microsoft Windows 8.1:
1. Login to the workstation with a valid user with administrative privileges.
2. Locate the application installation directory. The default path for NICE Player, NICE Player Codec Pack, Reporter Viewer, and Record on

Demand is:

\\server_name\..\Program Files\NICE Systems\Applications\Client Side Applications

3. Copytherequired application installation file(s) to the local computer.

4. Run the installation wizard.
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Windows 10 32-bit/64-bit

This section provides information on Microsoft Windows 10 Operating system, both in the 32-bit and 64-bit versions.

Client Applications Compatibility

NICE Engage Platform supports the following editions of Microsoft Windows 10, in both 32-bit and 64-bit configurations:

Microsoft Windows 10 Professional Edition

Microsoft Windows 10 Enterprise Edition

The following table shows the compatibility of client applications with NICE Engage Platform 6.4 and up with Microsoft Windows 10:

Table 4-4: Compatibility with Microsoft Windows 10 32-bit and 64-bit for NICE Engage Platform

Application

Screen Agent

Record on Demand/Stop on Demand

Standalone NICE Player and NICE Player Codec Pack

Windows 10 Professional

32-bit

Approved

Approved

Approved

64-bit

Approved

Approved

Approved

Windows 10 Enterprise

32-bit 64-bit

Approved Approved
Approved Approved
Approved Approved
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Table 4-4; Compatibility with Microsoft Windows 10 32-bit and 64-bit for NICE Engage Platform (continued)

Application

Reporter Viewer

QM Apps

Survey Manager

VRA

Media Library

BSF Tool Kit

NICE Sentinel Remote Client

Windows 10 Professional

32-bit

Approved

Approved

Not approved

Not approved

Not approved

Approved

Approved

64-bit

Approved

Approved

Not approved

Not approved

Not approved

Approved

Approved

Windows 10 Enterprise

32-bit 64-bit
Approved Approved
Approved Approved
Not approved Not approved
Not approved Not approved
Not approved Not approved
Approved Approved
Approved Approved
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Table 4-4; Compatibility with Microsoft Windows 10 32-bit and 64-bit for NICE Engage Platform (continued)

Windows 10 Professional

Application Sl
Real-Time Designer Approved
Real-Time Client Approved
NDM/SRT/RHT Approved
Engage Search Approved
Analytics Apps Approved
High Availability Manager Not approved
NICE Web Applications Approved

64-bit

Approved

Approved

Approved

Approved

Approved

Not approved

Approved

Windows 10 Enterprise

32-bit

Approved

Approved

Approved

Approved

Approved

Not approved

Approved

Using the Silent Installation to Install Client Applications

Use the following commands to install NICE Engage Platform client-side applications with the silent installation on workstations running Microsoft

Windows 10:

64-bit

Approved

Approved

Approved

Approved

Approved

Not approved

Approved
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B Reporter Viewer

= NICE Player and NICE Player Codec Pack below
®m  Record on Demand on the facing page

®m  NICE BSF Toolkit on the facing page

®  RTIClient on the facing page

B NICE Insight to Impact Bridge on the facing page

Reporter Viewer

=) To install the Reporter Viewer Application:

1. Inthe command-line prompt, enter the following command:
ReporterViewer.exe /S /D=<ReporterViewer installation folder>

or

msiexec /i "ReporterViewer.msi" /gn

2. Afterinstalling the Reporter Viewer, install the SAP Business Object Bl platform located in the following folder:

C\Program Files (x86)\Nice Systems\Reporter Viewen\32bitCA\32bit
In a silentinstallation Bl platform, enter the following command:

setup.exe —-r response.ini /q

NICE Player and NICE Player Codec Pack

= To install the NICE Player and NICE Player Codec Pack:

B |nthe command-line prompt, enter the following command:

msiexec /i "Nice Player.msi" /gn
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msiexec /i "Nice Player Codec Pack.msi" /gn

Record on Demand

= To install the Record on Demand:

= Atthe command-line prompt, type the following:
msiexec /i "RODSetup.msi" /gn SERVERURL=<nnn> LAUNCH="No" ALLUSERS=1

Where nnn is the Host Name.

NICE BSF Toolkit

= To install the NICE BSF Toolkit:

In the command-line prompt, enter the following command:

msiexec /i "NICE BSF Toolkit.msi" /gn

RTI Client

= To install the RTI Client:

In the command-line prompt, enter the following command:

msiexec /i "Full path to the NICE Real-Time Client.msi" /gn STANDALONE="1" EGDEFAULTP="full path for
project.XML"

NICE Insight to Impact Bridge

=} To install the NICE Insight to Impact Bridge

In the command-line prompt, enter the following command:

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6) -121 -



4. Microsoft Client Operating Systems

Manually Installing NICE Client Applications

msiexec /i "full path to the NICE Insight to Impact Bridge.msi file" /gn EGHOST=" Application Server
HostName"

Manually Installing NICE Client Applications

NOTE: The procedures listed below are applicable to all NICE Engage Platform client-side components on workstations running

Microsoft Windows 10 operating system.
In NICE Engage Platform systems, UAC can be turned on while installing client-side applications.

= To manually install NICE client-side applications on workstations with Microsoft Windows 10:

1. Login to the workstation with a valid user with administrative privileges.

2. Locate the application installation directory. The default path for NICE Player, NICE Player Codec Pack, Reporter Viewer, and Record on
Demand is:

\\server_name\..\Program Files\NICE Systems\Applications\Client Side Applications

3. Copy therequired application installation file(s) to the local computer.

4. Run theinstallation wizard.
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Internet Explorer

This section describes compatibility of Internet Explorer with NICE Web Applications.

{z) Important!

NICE Applications and the Set Security feature support only the 32-bit version of Internet
Explorer.

Using XBAP with Internet Explorer

= When using XBAP, the Tool menu disappears from the Internet Explorer tool bar. To view the
tool menu, you can do one of the following:

= Openanew tab. The Tools menu will be available in the new tab.

®  Clickthe Internet Options button in Internet Explorer and use the Internet Options
window. If this button does not appear, right-click in the Button bar and add it.

B The URL address to any NICE Interaction Management/NICE Engage Platform projects you were
using will be different when using XBAP.

Instead of the ASPX link http://<server
name>/NiceApplications/Desktop/webpage/DeskTopWebForm.aspx, the new address will be
http://<server name>/NiceApplications/Desktop/XbapApplications/NiceDesktop.XBAP.

®  NICE Engage Platform 6.x is designed to work only with XBAP, but not with ASPX.

If you previously created shortcuts/favorites, then replace all previously saved links to the new
address.

For more information on setting up XBAP, see the Workstation Setup Guide
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Internet Explorer 6

Internet Explorer 6

Compatibility of NICE Web Applications with Internet
Explorer 6

Product NICE Interaction Management, NiceUniverse Web Application, NICE Sentinel,
NICE Real-Time Solution

Release NICE Interaction Management R4.1
NICE Sentinel:
= NICE Sentinel Server: R2.1, R2.5, R4.1

= NICE Sentinel Remote Client; R2.1, R2.5, R4.1
NICE Real-Time Solution 4.9 .x

Synopsis This section describes the compatibility of Internet Explorer 6 with NICE Web
Applications when Internet Explorer 6 is installed on:

Windows 2000 Professional

Windows Server 2003 Standard Edition
Windows Server 2003 Enterprise Edition
Windows XP

General Description

General tests were performed using Internet Explorer 6 (IE6) with:
m  NICE Universe Web Applications 8.9
m  NICE Interaction Management Release 4.1
= NICE Sentinel
B Release 2.1
B Release2.5
®  Release 4.1
®  Release 6.3

The following table describes the compatibility between all supported Operating Systems and NICE
Applications.
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General Description

Table 5-1:
Operating System

Operating Web NP NP
System Apps

R1 R2
8.9

Windows P P P
Server 2003 R2

Standard/

Enterprise

Windows XP P P P
Windows 2000 P P P

Professional

IPC
9.09

NP
R3

NP NP NP NIM
R31 R32 R35 A
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Internet Explorer 7

Internet Explorer 7

Compatibility of NICE Web Applications with Internet
Explorer 7

Product NiceUniverse Web Application, NICE Sentinel, NICE Real-Time Solution
Release NICE Interaction Management R4.1
NICE Sentinel:

m  NICE Sentinel Server: R2.1, R2.5, R4.1, R6.X
m  NICE Sentinel Remote Client; R2.1, R2.5, R4.1
NICE Real-Time Solution 4.9.x

Synopsis This section describes the compatibility of Internet Explorer 7 with NICE Web
Applications when Internet Explorer 7 is installed on:

Windows Vista Business

Windows Vista Enterprise

Windows Server 2008 Standard/Enterprise Edition
Windows Server 2003 Standard Edition

Windows Server 2003 Enterprise Edition
Windows XP

General Description

General tests were performed using Internet Explorer 7 (IE7) with:
®  NICE Interaction Management Release 4.1
= NICE Sentinel

B Release 2.1

®  Release2.5

= Release 4.1

m  Release 6.X

The following table describes the compatibility between all supported Operating Systems and NICE
Applications.

After installing Internet Explorer 7, the internet settings must be changed on all Operating Systems. See
Changing Internet Explorer 7 Settings After Installation on page 136
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Known Issues

Table 5-2:
Operating Systems

Operating System IPC
9.09

Windows Vista Business
Windows Vista Enterprise

Windows Server 2008
Standard/Enterprise

Windows Server 2003 R2 P
Standard/ Enterprise

Windows XP P

Known Issues

NPR3.2 NPR35 NIM
4.1

NICE
Sentinel

R2.1/2.5

The following section describes known issues when using Internet Explorer 7.

NICE
Sentinel

R4.1
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Known Issues

Table 5-3:
Known Issues
| Description Rele
S ase
S
u
e
NICE Perform Web applications should not be used in Internet Explorer 7 tab or Quick = N
ab modes. They must be operated in a Single tab usage. |
Note: In Release 3.1 and above, you can use NICE Perform Web applications in tab and C
Quick tab mode, however, you cannot open more than one session of NICE Perform at the E
same time.
P
e
r
f
0
r
m
R
1
= N
|
C
E
P
e
r
f
0
r
m
R
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Known Issues

Table 5-3: Known Issues (continued)
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Known Issues

Table 5-3: Known Issues (continued)
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Known Issues

Table 5-3: Known Issues (continued)
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Known Issues

Table 5-3: Known Issues (continued)

| Description Rele
S ase
S
u
e
In the NICE Perform Applications, different windows appear in minimized mode. = N
The affected windows are as follows: !
For Release 1: E
Opening Coaching Package window.
Playing Screen Interaction P
Coaching - Creating, opening and deleting. e
Creating clips. r
Clicking Evaluate. ];
For Releases 2 and 3 r
Coaching window appears normally. After the form is filled, click the Send button, the m
coaching closes to minimized mode.
Saving interactions. R
Note: This issue occurs when only .NET 1.1 and .NET 1.1 SP1 are installed on the client 1
workstation.
Sending interactions by E-mail.
Note: This issue occurs when only .NET 1.1 and .NET 1.1 SP1 are installed on the client - lN
workstation. c
The following graphic shows how some of these windows can be opened. E
P
e
r
f
0
r
m
R
2
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Known Issues

Table 5-3: Known Issues (continued)

M

Seqment - Last 7
cumpleha LastJ'

m

Saved Items

oM
10/24/2006 2:24:58 PM

0/ :22:08 PH
10/24/2006 2:15:22 P
10/24/2006 2:08:42 PM 0!34/2008“2.12:0??"
10/24/2006 154 PM 1
| 10/24/2006 1:59:25 PM
1:55:27 PM

T 00 T 30 N

~ S D t 3 ® N
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Known Issues

Table 5-3: Known Issues (continued)

| Description Rele
S ase
S

u

e

™ » © d — D T

- —

A pop-up block appears when you want to view a report. You must remove it so that you NIC

can view the report. E

Note: This issue occurs when only NET 1.1 and .NET 1.1 SP1 are installed on the client Perf

workstation. orm
R1

Triggers for the ScreenSense Agent, which were defined on an HTML page with Internet NIC

Explorer 6, do not work with Internet Explorer 7 and vice versa. E
Perf
orm
R2

NIC

Perf
orm
R3
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Changing Internet Explorer 7 Settings After Installation

Changing Internet Explorer 7 Settings After
Installation

When Internet Explorer 7 is installed, the following issues are created:

Internet Explorer 7 resets the cache to 10 MB. Itis important to resize the cache size to
200 MB when working with NICE Perform Applications. See Changing the Cache Size below.

The fontis Clear Type, which appears blurred, and you may want to return to the Black and
White font. See Changing the Font Used by Internet Explorer 7 on the facing page.

The application server is not automatically added to the trusted site list, and itis important to
do so manually. See Internet Explorer 8 on page 145.

Changing the Cache Size

Perform the following procedure to modify the cache size.

= To modify the cache size:

1. Open Internet Explorer.

2. C(lickTools, and select Internet Options.

3. Inthe General tab, under Browsing History, click Settings. The Temporary Internet Files and
History Settings window appears.
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Changing Internet Explorer 7 Settings After Installation

Figure 5-1: Temporary Internet Files and History Settings Window

Temporary Internet Files and History Settings |

—Tempatary Internet Files

Internet Explarer stores copies of webpages, images, and media
fFor Faster wiewing later,

_heck for newer versions of stored pages:
" Every time I visit the webpage

e Every time I stark Internet Explarer

"

" Mewer

Disk space to use (5 - 1024MB): o0 ==
(Recommended; 50 - 250ME)

Current location:

CADocuments and SettingsiuzibiLocal Settings! Tempaorary
Inkernet Files),

Move Folder, .. Wiew objects Wiew files

—Hisktory

Specify how many dawvs Internet Explorer should save the list
of websites vou have visited,

Diaws to keep pages in history: 20 =

Ik I Zancel |

4. Bydefault, Check for newer versions of stored pages is set to Every time | visit the webpage. Set it
to Automatically, and set the Disk space to use to 200. Click OK to confirm the changes.

Changing the Font Used by Internet Explorer 7

The following graphicillustrates the difference between the Clear Type font and the Black and White
font:

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6) -137 -



5: Internet Explorer

Changing Internet Explorer 7 Settings After Installation

Figure 5-2: Example of Clear Type/Black and White Font

This is some sample text showing
Yerdana 10point in black and white

This Is some sample text showing
VWerdana Italic 10point in black ahd white

This is some sample text showing
Verdana 10point in ClearType

This is some sample text showing
Verdana Italic 10point in ClearType

If you are not satisfied with the Clear Type font, perform the following procedure to change it to Black
and White.

= To modify the font:

1. Open Internet Explorer.
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Changing Internet Explorer 7 Settings After Installation

Figure 5-3: Internet Explorer Window
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2. ClickTools, select Internet Option, and click Advanced. The following window appears.
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Manually Adding NICE Perform Applications to the Trusted Site List

Figure 5-4: Internet Options - Advanced Tab

[internet Options [B27%]

Settings
T compder For virbual machine enabled (requires restart) | a |
g Multimedia
[ &hways use ClaarTyps For HTHML*
[T] Enable autoenatic image resizing
Play animations in webpages®
Play sounds in webpages
] show image downioad placeholders
Show pichures
Smart image dthering
¥ Prinking
[ Prink backgrewnd colors and images
4 Search From the Address bar
{_} Do mot search from the Address bar L]
lf‘.‘l Just dhsplay thee results in b main window sl
< >

*Takes effect after you restart Intemet Explorer

Reset Internet Explorer settings
Dedetes all temporary Files, deables browser
add-ons, and resets &l the changed setbings.

Youi shaild only use this & your browser i in ah unusable skabe,

ok [ concel ]

3. Clear Always use Clear Type for HTML, and click OK to confirm.
4. RestartInternet Explorer and Microsoft Outlook.

See the http://blogs.msdn.com/ie/archive/2006/02/03/524367.aspx link for further information.

Manually Adding NICE Perform Applications to the
Trusted Site List

Perform the following procedure to manually add the application server to the trusted site list.

NICE Perform Release 3.1 supports Internet Explorer 7 in both the Quick tab and Single tab modes.

= To enable login to NICE Perform in an IE7 environment:

1. Onthe Domain Controller do the following: In the Run window, type gpmc.msc and click OK.
The Group Policy Management window appears.
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Manually Adding NICE Perform Applications to the Trusted Site List

Figure 5-5: Group Policy Management Window
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2. Right-click the GPO you created when you created the User Account Control and click Edit.

NOTE: Complete instructions for setting up the User Account Control can be found in
NICE Perform Release 3.1: Microsoft Windows Vista Enterprise SP1 Workstation
Configuration Guide, “Setting up the User Account Control in an Active Directory”.

3. Select Computer Configuration > Administrator Templates > Windows Components > Internet
Explorer > Internet Control Panel > Security Pages.

The Group Policy Object Editor window appears.
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Manually Adding NICE Perform Applications to the Trusted Site List

Figure 5-6: Group Policy Object Editor Window
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4. Double-click the Site to Zone Assignment List policy.

The Site to Zone Assignment List Properties window appears.
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Manually Adding NICE Perform Applications to the Trusted Site List

Figure 5-7: Site to Zone Assignment List Properties Window

Site to Zone Assignment List Properties
Setting | Explain

@ Site to Zone Assignment List

7 Not Configured
@ Enabled

() Disabled

Erter the zone assignments here. Show...

Supported on: At least Intemet Bxplorer &.0in Windows XP Service P...
Previous Setting ] [ Mead Setting ]

[ ok J[ Cancel J[ Aoty |

5. Select Enabled and click Show.

The Show Contents window appears.
Figure 5-8: Show Contents Window

Show Contents

Erterthe zone assignments here
Walue Name Value
[ Remove ]
6. ClickAdd.
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Manually Adding NICE Perform Applications to the Trusted Site List

The Add Item window appears.
Figure 5-9: Add Item Window

i

Enter the name of the item to be added: |T|

Cancel |

Enter the walue of the item to be added:

7. Inthe Enterthe name of the item to be added field, enter the name of the Web Application Site.
8. Enterthe digit 2 in the Enter the value of the item to be added field and click OK.

The Show Contents window reappears.

9. ClickOK.

The Site to Zone Assignment List Properties window reappears.

10. Click OK.

The Group Policy Object Editor Window reappears.
11. Close the Group Policy Object Editor Window.
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Internet Explorer 8

Internet Explorer 8

Compatibili% of NICE Web Applications with Internet
Explorer 8 32-bit

Product NICE Engage Platform, NICE Interaction Management, NICE Perform,
NiceUniverse Web Application, NICE Sentinel, NICE Real-Time Solution

Release NICE Interaction Management R4.1
NICE Engage Platform R6.x

NOTE: NICE Engage Platform 6.x environments with Engage
Search, require Internet Explorer 10 or above.

NICE Perform: R3 SP3/SP4, R3.1,R3.2, R3.5
NICE Sentinel:
NICE Sentinel Server: R2.1, R2.5, R4.1

NICE Sentinel Remote Client: R2.1, R2.5, R4.1
NICE Real-Time Solution 4.9 .x

Synopsis This section describes the compatibility of Internet Explorer 8 with
NICE Web Applications when Internet Explorer 8 is installed on:

Windows XP SP3

Windows Vista Enterprise SP1

Windows 7 Professional SP1 32/64-bit

Windows 7 Enterprise SP1 32/64-bit

Windows 7 Ultimate SP1 32/64-bit

Windows Server 2003 R2 Standard Edition 32bits
Windows Server 2003 R2 Enterprise Edition 32bits
Windows Server 2008 Standard Edition 32bits
Windows Server 2008 Standard Edition 64bits
Windows Server 2008 Enterprise Edition 32bits
Windows Server 2008 Enterprise Edition 64bits
Windows Server 2008 R2 Standard Edition
Windows Server 2008 R2 Enterprise Edition

General Description and Conclusions

General tests were performed using Internet Explorer 8 (IE8) with:

NICE Perform
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NICE Web Applications Known Issues with Internet Explorer 8

®  Release 3.1

®  Release3.2

m  Release 3.5
m  NICE Interaction Management Release 4.1
= NICE Engage Platform 6.x
®m  NICE Sentinel

B Release 2.1

B Release2.5

= Release 4.1

®  Release 6.X

Conclusions

The NICE Engage Platform/NICE Interaction Management/NICE Perform Applications Suite and
NiceUniverse Web Application 8.9 are compatible with all tested operating systems with the following
limitation: You should only run one NICE Interaction Management/NICE Perform Applications Suite or
NiceUniverse Web Application per browser. See NICE Web Applications Known Issues with Internet
Explorer 8 below.

NICE Web Applications Known Issues with Internet
Explorer 8

The following section describes NICE Perform Release 3.5/NICE Interaction Management/NICE Engage
Platform known issues when using Internet Explorer 8, grouped according to application.

NICE Web Applications

Issue 1

The NICE Web application URL must be added to the Trusted Site list. See Manually Adding NICE Web
Applications to the Trusted Site List on the facing page.

Issue 2

NICE Web applications can be used in Internet Explorer 8 tab or Quick tab modes. However, in these
modes, you can run one tab only with the NICE Interaction Management/NICE Perform Applications
suite.

Issue 3

When the NICE Application Server is identified as an Internet site, the following message may appear:
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Manually Adding NICE Web Applications to the Trusted Site List

NICE Perform®
Applications Suite requires
Microsoft .NET framework
version 3.5 or higher
Installed on this computer.

Install the proper version
and restart the Web
browser.

See Adding the NICE Web Applications URL to the Local Intranet Site List on page 152.

Issue 4

To correctly display the NICE Web Application, the default documentation mode in Internet Explorer 8
should be Quirks mode. If a different mode is used, the application screen appears.

NICE Perform Applications - Release 3 SP3/SP4 and
Release 3.1

Issue 1

The NICE Perform Web applications URL must be added to the Trusted Site list. See Manually Adding
NICE Web Applications to the Trusted Site List below.

Issue 2

NICE Perform Web applications can be used in Internet Explorer 8 tab or Quick tab modes. However,
in these modes, you can run one tab only with the NICE Perform Applications suite.

NICE Universe 8.9 Web Application

Issue 1

You must configure IE8 to work with the Protected mode set to off. See Configuring Internet Explorer 8/9
to Disable Protected Mode on page 151.

Issue 2

NiceUniverse 8.9 Web Applications can be used in Internet Explorer 8 tab or Quick tab modes.
However, in these modes, you can run one tab only with NiceUniverse 8.9 Web Application suite.

NOTE: There is no limitation on the number of open tabs per browser when only one

tab is running the NICE Perform Applications suite or NiceUniverse Web Application.

Manually Adding NICE Web Applications to the
Trusted Site List

Perform the following procedure to manually add the Applications server to the trusted site list.
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Manually Adding NICE Web Applications to the Trusted Site List

NICE Perform Release 3.x and NICE Interaction Management Release 4.1 support Internet Explorer 8/9
in both the Quick tab and Single tab modes.

= To enable login to NICE Web Applications in an IE8/9 environment:

1. Onthe Domain Controller do the following: In the Run window, type gpmc.msc and click OK.
The Group Policy Management window appears.

Figure 5-10: Group Policy Management Window
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2. Right-click the GPO you created when you created the User Account Control and click Edit.

NOTE: Complete instructions for setting up the User Account Control can be found in the Microsoft
Windows Vista Enterprise SP1 Workstation Configuration Guide, in the section: Setting up the User
Account Control in an Active Directory.

3. Select Computer Configuration > Administrator Templates > Windows Components > Internet
Explorer > Internet Control Panel > Security Pages.

The Group Policy Object Editor window appears.
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Manually Adding NICE Web Applications to the Trusted Site List

Figure 5-11: Group Policy Object Editor Window
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4. Double-click the Site to Zone Assignment List policy.

The Site to Zone Assignment List Properties window appears.
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Manually Adding NICE Web Applications to the Trusted Site List

Setting | Baplain

Site to Zone Assignment List Properties

Figure 5-12: Site to Zone Assignment List Properties Window

™) Mot Corfigured

@ Site to Zone Assignment List

(@ Enabled

i) Disabled

Erter the zone assignments here.

Supported on:

Show....

At least Intemet Bxplorer &.0in Windows XP Service P...

Previous Setting | |

-,

| [ Cancd | |

Apply

)

5. Select Enabled and click Show.

The Show Contents window appears.

Figure 5-13: Show Contents Window
' Show Contents

Erfer the zone sssignments here

Walue Name

Value

6. ClickAdd.
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Configuring Internet Explorer 8/9 to Disable Protected Mode

The Add Item window appears.
Figure 5-14: Add Item Window

e

Enter the name of the item to be added: |T|

| | Cancel |

Enter the value of the item ko be added:

7. Inthe Enterthe name of the item to be added field, enter the name of the Web Application Site.
8. Inthe Enterthe value of the item to be added field, enter the digit 2 and click OK.

The Show Contents window reappears.

9. ClickOK.

The Site to Zone Assignment List Properties window reappears.

10. Click OK.

The Group Policy Object Editor Window reappears.
11. Close the Group Policy Object Editor Window.

Configuring Internet Explorer 8/9 to Disable
Protected Mode

Perform the following procedure to configure Internet Explorer 8/9 to disable Protected Mode.

= To disable Protected Mode:

1. Run Internet Explorer 8/9.
When working with Windows Server 2008 or Windows Vista, right-click the Internet Explorer icon
and select Run as Admin.

2. Onthe Menu Bar, select Tools, and then Internet Options.

The Internet Options windows appears:
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Adding the NICE Web Applications URL to the Local Intranet Site List

Figure 5-15: Internet Options Window

Internet Options [ 7]

General  Security |Privacy I Cnntentl Cnnnectinnsl Programs | Advancedl

Select a zone to view or change security settings,

¢ 4 v O

Internet  Localinkranct  [EEESIEEEE — Restricted
sikes

Trusted sites =
ites
7 This zone contains websites that you =

o‘" trust not to damage your computer or
wour Files,
“fou have websites in this zone.

Security level For this zone
Allowed levels far this zone: Al

- | - Medium
- Prompts before downloading potentially unsafe
conkent

-_|_|- - Unsigned Activex cantrols will nak be downloaded

™ Enable Protected Mode (requires restarting Internet Explorer)

Custom level. .. Default level I

Reset all zones ta defaulk level |

o] I Cancel | Apply |

3. Clickthe Security tab. In the Security level for this zone area, make sure that Enable Protected
Mode is not selected.

4. Click OK.

Adding the NICE Web Applications URL to the Local
Intranet Site List

= To add the NICE Perform Web application URL to the Local Intranet Site list:

1. IntheTools menu of the Internet Explorer, select Internet Options.

2. Clickthe Security tab.
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Adding the NICE Web Applications URL to the Local Intranet Site List

Figure 5-16: Internet Options - Security Tab

Internet Options

General  Securiky |Prwac'y | Cantent | Conngctions | F‘ngrams' Adwanced |

Select a zone to view or change security sektings,

¢ & / ©

Inkernet g Trusted sites  Restricked
sikes

Local intranet
2 2 ¢ Sites
& This zone is for all websites that are

= found an your intranek.

Security lewel for this zone

Alliowed levels For this zone: Al

o - Medium-low
- Appropriate for websites on wour local network
fintranet)

N - - Mast content will be run without prampting you

_-I_I - Unsigned Activer contrals will not be dowwnloaded
- Same as Medium level without prompts

[~ Enable Protected Mode (requires restarting Inkernet Explorer)

Custom lewel.. . Default [ewvel I

Reset sl zones to default [evel |

[a]4 I Cancel Apply |

3. C(lick Local Internet.
4. ClickSites.

The Local Intranet window appears.

Figure 5-17: Local Intranet Window
=

‘"h You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

{tee]
Websites:
hepiffsystem Rermoye |
http: fAocalhost

https: /localhost

[~ Require server verification (https:) for all sites in this zone

Close

5. Enterthe NICE Web applications URL in the Add this website to the zone field.

6. ClickAdd.

7. Click Close.

8. Click OK.
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Internet Explorer 9

Internet Explorer 9

Compatibili% of NICE Web Applications with Internet
Explorer 9 32-bit

Product NICE Engage Platform, NICE Interaction Management, NICE Sentinel,
NICE Real-Time Solution

Release NICE Interaction Management R4.1
NICE Engage Platform R6.x

NOTE: NICE Engage Platform 6.x environments with Engage
Search, require Internet Explorer 10 or above.

NICE Sentinel:
NICE Sentinel Server: R2.1, R2.5, R4.1, R6.X

NICE Sentinel Remote Client: R4.1, R6.X.

NOTE: Internet Explorer works with Sentinel Remote Client only
when using compatibility mode (Compatibility mode is the
Microsoft Internet Explorer default mode). For more information,
see the Sentinel Installation and Configuration Guide.

Real-Time Solution 4.9 .x

Synopsis This section describes the compatibility of Internet Explorer 9 with
NICE Web Applications when Internet Explorer 9 is installed on:

Windows Vista Enterprise SP2

Windows 7 Professional SP1 32/64-bit

Windows 7 Enterprise SP1 32/64-bit

Windows 7 Ultimate SP1 32/64-bit

Windows Server 2008 Standard Edition 32-bit
Windows Server 2008 Standard Edition 64-bit
Windows Server 2008 Enterprise Edition 32-bit
Windows Server 2008 Enterprise Edition 64-bits
Windows Server 2008 R2 Standard Edition 64-bit
Windows Server 2008 R2 Enterprise Edition 64-bit

General Description and Conclusions

General tests were performed using Internet Explorer 9 (IE9) with:

NICE Interaction Management Release 4.1
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NICE Web Applications Known Issues with Internet Explorer 9

= NICE Engage Platform 6.x
= NICE Sentinel

= Release 2.1

B Release2.5

B Release 4.1

m  Release 6.X

Conclusions

The NICE Engage Platform/NICE Interaction Management Applications Suites are compatible with all
tested operating systems with the following limitation:

You should only run one NICE Engage Platform/NICE Interaction Management Applications Suite per
browser.

See NICE Web Applications Known Issues with Internet Explorer 9 below.

NICE Web Applications Known Issues with Internet
Explorer 9

The following section describes known issues when using Internet Explorer 9:

Issue 1

The NICE Engage Platform/NICE Interaction Management Web application URL must be added to the
Trusted Site list. See Manually Adding NICE Web Applications to the Trusted Site List on page 147.

Issue 2

NICE Engage Platform/NICE Interaction Management Web applications can be used in Internet Explorer
9 tab or Quick tab modes. However, in these modes, you can run one tab only with the NICE Engage
Platform/NICE Interaction Management Applications suite.

Issue 3

When the NICE Application Server is identified as an Internet site, the following message may appear:

NICE Perform®
Applications Suite requires
Microsoft .NET framework
version 3.3 or higher
Installed on this computer.
Install the proper version
and restart the Web
browser.
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NICE Web Applications Known Issues with Internet Explorer 9

See Adding the NICE Web Applications URL to the Local Intranet Site List on page 152.

Issue 4

You must configure IES to work with the Protected mode set to off. See Configuring Internet Explorer
8/9 to Disable Protected Mode on page 151.

Issue 5

To correctly display the NICE Engage Platform/NICE Interaction Management Application, the default
documentation mode in Internet Explorer 8 should be Quirks mode. If a different mode is used, the
application screen appears.
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Internet Explorer 10

Internet Explorer 10

Compatibility of NICE Web Applications with Internet
Explorer 10 32-bit

Product NICE Engage Platform, NICE Interaction Management, NICE Sentinel,
NICE Real-Time Solutions, Engage Search

Release NICE Interaction Management 4.1
NICE Engage Platform 6.3 and above
NICE Sentinel:

NICE Sentinel Server: R2.1, R2.5, R4.1, R6.X
NICE Sentinel Remote Client: R4.1, R6.X.

NOTE: Internet Explorer works with Sentinel Remote Client only
when using compatibility mode (Compatibility mode is the
Microsoft Internet Explorer default mode). For more information,
see the Sentinel Installation and Configuration Guide.

NICE Real-Time Solution 4.9.6

Synopsis Windows 7 Professional SP1 32/64-bit
Windows 7 Enterprise SP1 32/64-bit
Windows 7 Ultimate SP1 32/64-bit
Windows Server 2008 R2 SP1 Standard Edition 64-bit

Windows Server 2008 R2 SP1 Enterprise Edition 64-bit

General Description and Conclusions

General tests were performed using Internet Explorer 10 (IE10) with NICE Engage Platform 6.x andNICE
Interaction Management Release 4.1.

Conclusions

The NICE Engage Platform/NICE Interaction Management Applications Suites are compatible with all
tested operating systems with the following limitations:

You should only run one NICE Web Applications Suite per browser.

See NICE Web Applications Known Issues with Internet Explorer 10 on the next page.
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NICE Web Applications Known Issues with Internet Explorer 10

NICE Web Applications Known Issues with Internet
Explorer 10

The following section describes known issues when using Internet Explorer 10:
When the NICE Application Server is identified as an Internet site, the following message may appear:

NICE Perform Applications Suite requires Microsoft. NET framework version 3.5 or higher Installed on this
computer. Install the proper version and restart the Web browser.

NICE Perform@
Applications Suite requires
Microsoft .NET framework
version 3.5 or higher
Installed on this computer.

Install the proper version
and restart the Web
browser.

See Adding the NICE Web Applications URL to the Local Intranet Site List on page 152.

Adding the NICE Web Application URL to the
Compatibility View Settings List

To ensure that NICE Interaction Management works properly when using Microsoft Internet Explorer
10, you should make sure to add the URL from the application server to the Windows Compatibility
View settings.

Starting from NICE Engage Platform 6.x, Web Applications do not require working in the Compatibility
mode.
= To add the NICE Web Application URL to the Compatibility List:

1. IntheTools menu of Internet Explorer, click Compatibility View Settings. The Compatibility View
Settings dialog box is displayed.
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Adding the NICE Web Application URL to the Compatibility View Settings List

Figure 5-18: Compatibility View Settings

Q You can add and remove websites to be displayed in
m Compatibility View.

Add this website:
| Add

Websites you've added to Compatibility View:

dh-app-m-acg Remove
nice.com
pt.local

|| Display all websites in Compatibility View

|| Display intranet sites in Compatibility View
|| ownload updated compatibility lists from Microsoft

Learn more by reading the Internet Explorer privacy statement

2. Typethe Application Server URL for the instance of NICE Engage Platform/NICE Interaction
Management that you are using. For example, dh-app-m-acg.

3. ClickAdd.
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Internet Explorer 11

Internet Explorer 11

Compatibility of NICE Web Applications with Internet
Explorer 11 32, 64-bit

Product NICE Engage Platform, NICE Interaction Management, NICE Sentinel,
NICE Real-Time Solutions, Engage Search

Release NICE Interaction Management R4.1
NICE Engage Platform R6.3 and above
NICE Sentinel:
NICE Sentinel Server: R2.1, R2.5,R4.1, R6.3

NICE Sentinel Remote Client: R4.1, R6.X.

NOTE: Internet Explorer works with Sentinel Remote Client only
when using compatibility mode (Compatibility mode is the
Microsoft Internet Explorer default mode). For more information,
see the Sentinel Installation and Configuration Guide.

NICE Real-Time Solutions 4.9.6

Synopsis Windows 8.1 Professional 32/64-bit
Windows 8.1 Enterprise 32/64-bit
Windows 7 Professional SP1 32/64-bit
Windows 7 Enterprise SP1 32/64-bit
Windows 7 Ultimate SP1 32/64-bit
Windows Server 2008 R2 SP1 Standard Edition 64-bit
Windows Server 2008 R2 SP1 Enterprise Edition 64-bit
Windows Server 2012 R2 Standard 64-bit
Windows Server 2012 R2 Datacenter 64-bit

Prerequisite Updates for Internet Explorer 11

During the installation of Internet Explorer 11 for Windows 7 SP1 or Windows Server 2008 R2 SP1,
prerequisite components are installed as well. If the prerequisite components cannot be installed, the
installation stops. In this case, install the following prerequisite updates manually:

KB2729094
KB2731771
KB2533623
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General Description and Conclusions

= KB2670838
= KB2786081
= KB2834140

General Description and Conclusions

General tests were performed using Internet Explorer 11 (IE11) with NICE Interaction Management
Release 4.1 and NICE Engage Platform 6.x.

Conclusions

The NICE Engage Platform/NICE Interaction Management is compatible with all tested operating systems
with the following limitations:

®  Runonly one NICE Engage Platform/NICE Interaction Management Applications Suite per
browser.

= Use XBAP with the Windows 8.1 and Windows 7 client systems only.

B ForInternet Explorer 11 on Windows 8.1 and Windows 7, you must have NICE Engage
Platform/NICE Interaction Management Release 4.1.46 or above.

See NICE Web Applications Known Issues with Internet Explorer 11 below.

NICE Web Applications Known Issues with Internet
Explorer 11

The following section describes known issues when using Internet Explorer 11:
When the NICE Application Server is identified as an Internet site, the following message may appear:

NICE Applications Suite requires Microsoft NET framework version 3.5 or higher Installed on this
computer. Install the proper version and restart the Web browser.

NICE Perform@®
Applications Suite requires
Microsoft .NET framework
version 3.3 or higher
Installed on this computer.
Install the proper version
and restart the Web
browser.

See Adding the NICE Web Application URL to the Compatibility View Settings List on the next page
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Adding the NICE Web Application URL to the Compatibility View Settings List

Adding the NICE Web Application URL to the
Compatibility View Settings List

NOTE: Relevant for NICE Interaction Management only.

To ensure that NICE Interaction Management works properly when using Microsoft Internet Explorer

11, you should make sure to add the URL from the application server to the Windows Compatibility
View settings.

Starting from NICE Engage Platform 6.x, Web Applications do not require working in the Compatibility
mode.

= To add the NICE Application URL to the Compatibility List:

1. Inthe Tools menu, click Compatibility View Settings. The Compatibility View Settings dialog box is
displayed.
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Adding the NICE Web Application URL to the Compatibility View Settings List

Figure 5-19: Compatibility View Settings

Q You can add and remove websites to be displayed in
m Compatibility View.

Add this website:
| Add

Websites you've added to Compatibility View:

dh-app-m-acg Remove
nice.com
pt.local

|| Display all websites in Compatibility View

|| Display intranet sites in Compatibility View
|| ownload updated compatibility lists from Microsoft

Learn more by reading the Internet Explorer privacy statement

2. In the Add this website field, enter the Application Server URL for the instance of NICE Engage
Platform/NICE Interaction Management that you are using. For example, dh-app-m-acg.

3. Click Add.
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6: Google Chrome with the IE Tab Extension

Google Chrome with the IE Tab Extension

This section describes compatibility of the Google Chrome browser with the IE Tab Extension with NICE
Web Applications.

Contents

Compatibility of NICE Web Applications with the IE Tab Extension in Google Chrome 32/64-bit .. 166
Adding the [ETab to Google Chrome ... 169
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Compatibility of NICE Web Applications with the IE Tab Extension in Google Chrome 32/64-bit

Compatibility of NICE Web Applications with
the IE Tab Extension in Google Chrome
32/64-bit

Product NICE Engage Platform, NICE Sentinel, NICE Real-Time Solutions,
Engage Search

Release NICE Engage Platform 6.5
NICE Sentinel:

NICE Sentinel Server 6.5
NICE Sentinel Remote Client 6.5.

Synopsis Windows 10 Pro 32/64-bit
Windows 10 Enterprise 32/64-bit
Windows 8.1 Professional 32/64-bit
Windows 8.1 Enterprise 32/64-bit
Windows 7 Professional SP1 32/64-bit
Windows 7 Enterprise SP1 32/64-bit
Windows 7 Ultimate SP1 32/64-bit
Windows Server 2012 R2 Standard 64-bit
Windows Server 2012 R2 Datacenter 64-bit

|E-Tab extension E-Tab 9.5

Google Chrome 49
inGoogle Chrome

General Description and Conclusions

General tests were performed using the IE Tab extension in Google Chrome with Engage Platform 6.5.

Conclusions

The NICE Engage Platform is compatible with all tested operating systems with the following limitations:
You should run only one NICE Engage Platform Applications Suite per browser.

You should only use the XBAP technology with the Windows 8.1, Windows 10 client systems.
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Client Application Compatibility

Client Application Compatibility

The following table shows the NICE Engage Platform 6.5 client applications compatible with the IE-Tab
extension in Google Chrome.

|E Tab (Version 9.5.2.1) Extension in Google
Application Chrome (Version 49.0.2623.112)
Analytics Apps Approved
NICE Web Applications Approved
QM Apps Approved
RTA Approved
Engage Search Approved
Reporter Approved
NICE Sentinel Remote Client Approved

NICE Web Applications Known Issues with the IE Tab
in Google Chrome

Sentinel Web Client doesn't support Compatibility Mode. However, for IE-Tab it is turned on by default.

= To disable the Compatibility Mode:
1. Right-clickthe IE Tab button and select Options.

2. Open the IE Compatibility Mode window and select the Internet Explorer version you want Google
Chrome to emulate.
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NICE Web Applications Known Issues with the IE Tab in Google Chrome

IE Compatibility Mode

If you have IE7 or greater installed, then by default IE Tab emulates IE 7. This feature
enables you to emulate different versions of IE *

Read more about these options at the |E Team Blog

IE 7 Standards Mode
J |E 8 Standards Mode

IE 8 Forced Standards Mode
2 IE 9 Standards Mode
) IE9 Forced Standards Mode
< 1E 10 Standards Mode

IE 10 Forced Standards Mode
) IE 11 Standard Edge Maode

IE 11 Forced Edge Mode

* Note: You must have the corresponding version of IE or greater installed
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Adding the IE Tab to Google Chrome

Adding the IE Tab to Google Chrome

The IE Tab is an extension that allows you to emulate Internet Explorer, while working in Google
Chrome.

= To addthe IE Tab
1. Install and start Google Chrome.

2. C(lickthe Customize and Control button and select Settings.

ol
W
|

Mew tab
Mew window

Mew incognito window

History »
Downloads
Bookmarks [

Zoom - 100%  + -

Print...
Find...

Mare tools [

Edit Cut Copy Paste

Settings
Help »

Ewit

3. Inthe Settings window, open the Extensions tab and click Get more extensions.
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Adding the IE Tab to Google Chrome

Jf" # Eensions x \
- C | [) chrome://extensions
Chrome Extensions

E Google Docs 09
Create and edit documents

Details

Allow in incognito

g‘ Google Docs Offline 1.1
Get things done offline with the Google Docs family of products.

Details

Allow in incognito

Google Sheets 1.1
Create and edit spreadsheets

Details

Allow in incognito

w Google Slides 0.9
Create and edit |1‘.“SEI‘.[-'|'.Z:I"
Details

Allow in incognite

|ﬂ. Get more extensions |

4. IntheSearch field, typein "IE Tab" and press Enter.

~ chrome web store

IE Tab X

Apps

Games

Extensions

Themes

5. Inthe Search results, find the IE Tab extension and click Add to Chrome.

- eTab
&" offered by ietab.net PRt
IE Tab Display web pages using IE within Chrome. Use Java, Silverlight, ActiveX, Sharepoint, and more. A "Top FAA Al (12529)
10" extension since 2009!
6. Inthe menu that appears, click Add extension.
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Adding the IE Tab to Google Chrome

-
It can:

Add "IE Tab™? C‘

» Read and change all your data on the
websites you visit |

» Read and change your browsing history
+ Communicate with cooperating websites
» Read and change your bookmarks

» Communicate with cooperating native

applications
Add extension Cancel

After the IE Tab extension is successfully installed, the |E Tab button is added to the Tool bar.

v [@] =

7. Clickthe IE Tab button.

The ietabhelper.exe file is automatically dowloaded.

8. Openthe ietabhelper.exe file and click Run.

The IE address bar is added to Google Chrome:
| F == DA LT - |

L c

) atrenn oo Few iitnd rartte- b 3000 urres R ey

(3) IE Tab

9. C(lickthe Settings button (35).

The IE Tab Options and Settings window opens.
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Adding the IE Tab to Google Chrome

IE Compatibility Mode

If you have |E7 or greater installed, then by default IE Tab emulates IE 7. This feature
enables you to emulate different versions of IE *

Read more about these options at the [E Team Blog

J |E7 Standards Mode

~ |E 8 Standards Mode

) |E 8 Forced Standards Mode
~ |E 9 Standards Mode

) |E 9 Forced Standards Mode
2 |E 10 Standards Mode

~ |E 10 Forced Standards Mode
* |E 11 Standard Edge Mode

- 1E 11 Forced Edge Mode

* Note: You must have the corresponding version of IE or greater installed

10. Scroll down to the IE Compatibility Mode area and select IE 11 Standard Edge Mode.
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Microsoft .NET Framework

This section provides information, support, and solutions for Microsoft .NET Framework.

Contents
NICE Support for Microsoft NET Framework ..o el 174
Microsoft NET Framework 4.0 ReqQUIreMeNtS ... ..o 179
Microsoft NET Framework 4.0 and up with NICE Interaction Management4.1.46 and Above .... 181
Microsoft NET Framework 4.5 ReqUIremMents ... ... e 182
Microsoft NET Framework 4.6 Requirements ... 185
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NICE Support for Microsoft .NET Framework

NICE Support for Microsoft .NET Framework

Product NET Framework Support

Release NICE Interaction Management 4.1, NICE Engage Platform 6.x, NICE
Sentinel 2.5, 4.1 and 6.x

Synopsis This section describes support for Microsoft NET Framework
(versions 1.1,2.0,3.0,3.5,4.0,45.2and 4.6/4.6.1/4.6.2) by NICE
products, from V8.9 system through NICE Interaction Management
4.1, NICE Engage Platform6.x, NICE Sentinel 2.5, 4.1 and 6.x.

This section incorporates previous NICE technical support notes for
Microsoft NET Framework (versions 1.1, 2.0 and 3.0.).

Overview

This section provides information regarding NICE products support for Microsoft .NET Framework
(versions 1.1,2.0,3.0,3.5,4.0,4.5.2 and 4.6/4.6.1).

NICE Logger Requirements

The following NICE Logger versions require Microsoft .NET Framework 2.0:
Logger PCI9.01 Service Pack 8 and above
Logger PCI9.03 Service Pack 3 and above
Logger 9.06
Logger VolIP 9.12

Microsoft .NET Framework Server-Side Support

The following table lists the NICE release versions and indicates which version supports Microsoft .NET
Framework (versions 1.1, 2.0, 3.0, 3.5, 4.0, 4.5.2 and 4.6/4.6.1)

Table 7-1:
NICE Release Versions support Microsoft .NET Framework - Server-Side

Release Version  Status

Approved for all environments, except Playback Organizer version 2.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6) -174 -



7: Microsoft NET Framework

Microsoft .NET Framework Server-Side Support

Table 7-1: NICE Release Versions support Microsoft NET Framework - Server-Side (continued)

Release Version

IPC9.09

NICE Interaction

Management 4.1

NICE Engage

Platform 6.x

NICE Sentinel 2.5

NICE Sentinel 4.1

Status

NET 1.1 and .NET 2.0 are approved. If NET 2.0 is installed on server, run

relevant SetSecurity applicable to .NET 2.0.

NET 2.0 is required. See the warning below.
NET 2.0 Service Pack 1 is approved.

NET 3.0 is approved.

NET 3.0 Service Pack 1 is approved.

NET 3.5 is approved.

NET 3.5 Service Pack 1 is approved.

NET 4.0 is approved.

NET 4.5 is approved.

NET 4.5.1/4.5.2 is approved®*.

NET 4.6/4.6.1/4.6.2 is approved.

NET 3.5 Service Pack 1 is required.
NET 4.0 is required.

NET 4.5 is approved™.

NET 4.5.1 is approved*.

NET 4.5.2 is approved*.

(Engage 6.4 and below) .NET Framework 4.6./4.6.1/4.6.2 is approved.

(Engage 6.5 and above) .NET 4.6./4.6.1/4.6.2 Framework is required.

NET 3.5 is required.
NET 3.5 Service Pack 1 is required.
NET 4.0 is required.

NET 3.5 is required.

NET 3.5 Service Pack 1 is required.
NET 4.0 is required.

NET 4.5 is approved*
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Microsoft NET Framework Client-Side Support

Table 7-1: NICE Release Versions support Microsoft NET Framework - Server-Side (continued)
Release Version  Status

NICE Sentinel 6.x  .NET 3.5 Service Pack 1 is required.
NET 4.5 is required.
NET 4.5.1/4.5.2 is approved
NET 4.6/4.6.1 is approved.

p Warning:
NET Framework 2.0 must be installed before installing the Applications Suite.
If you started installing the Applications Suite without .NET 2.0 Framework, the Applications

Suite installation will fail. To solve this problem, abort the Applications Suite installation,
install NET 2.0 Framework, and then run the Applications Suite installation again.

Microsoft .NET Framework Client-Side Support

The following table lists the NICE release versions and indicates which version supports Microsoft NET
Framework (Versions 1.1, 2.0,3.0,3.5,4.0,45,451,45.2 and 4.6/4.6.1).

Table 7-2:
NICE Release Versions support Microsoft .NET Framework - Client-Side

Release Version  Status

NICE Interaction | 1 2015 required.

NET 2.0 Service Pack 1 is approved.
Management 4.1 NET 3.0 is approved.
NET 3.0 Service Pack 1 is approved.
NET 3.5 is approved.
NET 3.5 Service Pack 1 is approved.
NET 4.0 is approved.
NET 4.5 is approved.
NET 4.5.1/4.5.2 is approved*.

NET 4.6/4.6.1/4.6.2 is approved.
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Microsoft NET Framework Client-Side Support

Table 7-2: NICE Release Versions support Microsoft NET Framework - Client-Side (continued)

Release Version

NICE Engage

Platform 6.x

NICE Sentinel 2.5

NICE Sentinel 4.1

NICE Sentinel 6.x

Status

NET 3.5 Service Pack 1 is required.
NET 4.0 is required.

NET 4.5 is approved™.

NET 4.5.1 is approved*.

NET 4.5.2 is approved*.

(Engage 6.4 and below) .NET Framework 4.6./4.6.1/4.6.2 is approved.
(Engage 6.5 and above) .NET 4.6./4.6.1/4.6.2 Framework is required.

NET 2.0 is required.
NET 3.5 isrequired.

NET 3.5 Service Pack 1 is approved.

NET 4.0 is approved.

NET 3.5 is required.

NET 3.5 Service Pack 1 is approved.

NET 4.0 is approved.
NET 4.5 is approved*

NET 3.5 Service Pack 1 is required.
NET 4.5 is required.

NET 4.5.1/4.5.2 is approved.

NET 4.6/4.6.1 is approved.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6)

-177 -



7: Microsoft NET Framework
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Figure 7-1: NET Framework Developer’s Guide
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Microsoft NET Framework 4.0 Requirements

Microsoft .NET Framework 4.0 Requirements

NOTE: Only relevant for NICE Interaction Management 4.1/NICE Engage Platform 6.x and NICE
Sentinel 2.5/NICE Sentinel 4.1.

Microsoft NET Framework 4.0 is now required for all NICE Interaction Management 4.1 /NICE Engage
Platform 6.x sites and NICE Sentinel 2.5/Sentinel 4.1. See the Certified Servers Guide for more details
about requirements.

SRT release 2.5.6 and later will check for Microsoft NET Framework 4. SRT releases before 2.5.6 will not
fail if Microsoft NET Framework 4 is installed, but also will not notify if Microsoft NET Framework 4 is
notinstalled. Therefore, you must manually check whether Microsoft NET Framework 4 is installed by
looking at the components in the Add/Remove Programs window.

If1IS is installed after Microsoft NET Framework 4, change the Application Pool to .NET2 as described
below.
= To change the Application Pool to .NET2:

1. SelectStart > Run. The Run window appears.

2. Enterinetmgrand then click OK.

The Internet Information Services (lIS) Manager window appears.

Figure 7-2: Internet Information Services (lIS) Manager Window
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Bl ew  Help
- |28 u‘i‘ ppl s Ao Add Appication Pool. ..
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- "'g NI(E%LU—(CC-:D-C:W mmﬁwwﬂwﬂudﬂwmmﬂmﬂﬁwmae S‘HWMWMMQ
- RO WAOTET DICCESSEE, DONbSn DN OF Mons shions, e W] TN shion asks
7 Applcation Pocks diferent applcations. pplic Poecd T
= &, Shes = F
i Def ot Web e 0 = g Show il |Groupbyn Mo Grougerg B 2w
% facycs..
e ASPRET w0 Sated w0 Integrated  AppldstionPoolldentty 0
hasPHET w0 Classic Stated R0 Classw ApplcstonFooildentty 0 Edit Applcstion Pool
oMClassh MET AppPocl  Started w20 Olessa Appdstionpoolldeniy B Settinegs. .
i T R Sated w20 Ivegeied  Applestiorfoolliwity 6 Recyding...
LTS ationFool Sated w20 Clssc CC100CHAR Shcbua 1 Adhvanced Seltngs...
olMeceSenelogrioph... Tarted w20 Integrabed  LocalSystem 2 N

3. Inthe Connections pane on the left side, click Application Pools.

4. In the Application Pools list, double-click DefaultAppPool. The Edit Application Pool window
appears.
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Figure 7-3: Edit Application Pool Window

Edit Application Pool il

ames

DefaultAppPool

MET Framework version:

]
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MET Framework v2.0.50727

Mo Managed Code

Start application pool immediately

[ QK | | Cancel

5. From the .NET Framework dropdown menu, select NET Framework v2.0.50727.
6. Click OK.

7. Inthe Actions pane on theright side, click Recycle.
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Microsoft .NET Framework 4.0 and up with NICE Interaction Management 4.1.46 and Above

Microsoft .NET Framework 4.0 and up with
NICE Interaction Management 4.1.46 and
Above

NOTE: Relevant for NICE Interaction Management 4.1.46 and NICE Engage Platform 6.x.

If your client machine has the Microsoft .NET Framework version 4.0 and up, when you sign in to NICE
Interaction Management/NICE Engage Platform, you will notice that the extension is XBAP. You must
note the following when working with an XBAP page.

Internet Explorer 10 works with XBAP only when using compatibility mode (Compatibility mode
is the Microsoft Internet Explorer default mode). For information on using NICE Interaction
Management/NICE Engage Platform in compatibility mode, see Adding the NICE Web
Application URL to the Compatibility View Settings List on page 158.

If you changed your system configuration to work with .NET Version 4.5/4.5.1/4.5.2 when using
Release 4.1.45, you can revert back to the original system configuration if you install NICE
Interaction Management 4.1.46 or later/NICE Engage Platform.

When using XBAP, the Tool menu disappears from the Internet Explorer tool bar. To view the
tool menu, you can do one of the following:

Open a new tab. The Tools menu will be available in the new tab.

Click the Internet Options button in Internet Explorer and use the Internet Options
window. If this button does not appear, right-click in the Button bar and add it.

The URL address to any NICE Interaction Management/NICE Engage Platform projects you were
using will be different when using XBAP.

Instead of the ASPX link http://<server
name>/NiceApplications/Desktop/webpage/DeskTopWebForm.aspx, the new address will be
http://<server name>/NiceApplications/Desktop/XbapApplications/NiceDesktop XBAP.

NICE Engage Platform 6.x is designed to work only with XBAP, but not with ASPX.

If you previously created shortcuts/favorites, then replace all previously saved links to the new
address.

For information on setting up the client computer to work with ASPX, see Using ASPX to Log In To NICE
Interaction Management When Using .NET 4.0 or Higher in the Workstation Setup Guide.
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Microsoft .NET Framework 4.5 Requirements

NICE Interaction Management 4.1 and NICE Engage Platform 6.x support Microsoft .NET Framework
version 4.5/4.5.1/4.5.2.

Login Issues

Due to login issues, itis required to add the EnablelEHosting registry key to all machines where .NET 4.5
is installed. For more details, see the Microsoft article Application Compatibility in the NET Framework
4.5. See the Certified Servers Guide for a list of the machines where itis required to add the registry key.

= To fix login issues:

1. ClickStart>Search, and in the search field, type Regedit.
Figure 7-4: Regedit Search Results

Programs {1}
& regedit

- Seemore results

|regedit| B3 Log aff |b|

2. Right-clickthe Regedit icon and select Run as Administrator from the menu.

3. Enterthe correct user credentials for working with registries.
4. Follow the link mentioned above to find the required registry folder.

NOTE: The registry path is different for x86 and x64 Windows systems: -
= Forx86 systems or for 32-bit processes on x64 systems: Go to the
HKLM/SOFTWARE/MICROSOFT/.NETFramework registry key and change
the EnablelEHosting value to 1.
= For x64 systems or for 64-bit processes on x64 systems: Go to the
HKLM/SOFTWARE/Wow6432Node/.NETFramework registry key and change
the EnablelEHosting value to 1.

5. Right-clickin the registry folder and select New>DWORD (32-bit) Value to create a new DWORD
value key.
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Figure 7-5: Creating a New DWORD Value Key in the .NET Framework Registry

& Registry Editor
File Edit Yiew Favarites Help

=9 Computer
B || HKEY_CLASSES_ROGT
B | HKEY_CURRENT_UISER.
Bl | HKEY_LOCAL_MACHINE

’ | BCDO000000O

| HARDWARE

| 5aM

| SECURITY

| SOFTWARE

7~ | ATI Technologies

) Classes

- Clients

- | Microsoft

. MICE Systems

. ODBC

- |, Policies

- |, Registeredapplications

. Symantec

L Wowed32Nods

f- | AYAYA

| Classes

J Clignts
Microsaft

Type | ks
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key
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6. Rename the new key as follows: EnablelEHosting
Figure 7-6: New EnablelEHosting DWORD
=]
MName | Tvpe | Data
.a_!fE{DeFauIt} REG_57 iwalue not sek)
.ﬂ_h}_ng_l_:_g_l_lf‘\_gg!:_ _______________ REG_S57 Cwindows i Microsaft, MET | Framework),
W iEnablelEHosting :  REG_DWORD 000000000 {0
7. Right-click the EnablelEHosting key and select Modify from the menu.
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Figure 7-7: Modify New EnablelEHosting DWORD
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8. Inthe Edit DWORD (32-bit) Value window that appears, type 1 in the Value data field and click OK.

Figure 7-8: DWORD Value

Edit DYWORD {32-bit} ¥alue

Walle name;
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" Decimal

I Cancel |

NOTE: If this procedure must be performed on multiple client/server machines, use the
SCCM/SMS package that contains the registry file to create the EnablelEHosting registry subkey.
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Microsoft .NET Framework 4.6 Requirements

NICE Engage Platform 6.5 and up requires Microsoft .NET Framework version 4.6. .NET Framework
version 4.6 must be installed on all servers and clients in the site. See Certified Servers Guide for a

complete list.

Ensuring the Correct XBAP Version

In order for .NET Framework 4.6 to work optimally with XBAP, the newest version of XBAP must be
installed. If updating a previous version of NICE Engage Platform to Release 6.5, itis required to delete
the previously installed XBAP version. At the next login, the new version of XBAP will be installed
automatically.

=} To ensure the correct XBAP version:
Navigate to C:\Users\<username>\AppData\Local, and delete the Apps folder.

At the next login to NICE Engage Platform, the new version of XBAP will be installed automatically.
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Microsoft SQL Server

This section describes support for the various Microsoft SQL Server versions.

Contents
SQLSErvVer 2000 SPA .. 188
SQL Server 2005 for NICE Perform Release 3 ... e 189
SQLSENVEr 2008 .. .o 195
SOL SeNVEr 20T 2 L 216
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SQL Server 2000 SP4

SQL Server 2000 SP4

Product
Release

Synopsis

SQL Server 2000 SP4

Microsoft SQL Server 2000 SP4 was tested on all NICE components running with Microsoft SQL Server

2000 as set out in the table below.

Table 8-1:
Microsoft SQL Server 2000 SP4

SQL Server 2000 Type

SQL Server 2000 Server Edition

SQL Server 2000 Personal Edition

Component
CLS8.70

CLS 8.80
CLS8.90
CLS8.93

NICE Perform
NCF |

NCF Il

NCF Il

Loggers Only 8.80
Loggers Only 8.90

Advantage

0S

Windows NT Server

Windows 2000 Server

Windows 2003 Standard Edition

Windows 2003 Standard Edition

Windows 2003 Standard Edition

Windows NT WS

Windows 2000 Professional

Windows XP

Windows 2000 Professional

Windows 2003 Standard Edition

Windows 2000 Professional
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SQL Server 2005 for NICE Perform Release 3

Product NICE Perform®, NICE Sentinel

Release NICE Perform Release 3
NICE Sentinel 2.1

Synopsis This section describes the Microsoft SQL Server versions supported
by NICE Perform Release 3.

NICE Perform Release 3 uses Microsoft SQL Server 2005 (Standard Edition) for its database and Data
Martinfrastructure.

NICE upgraded to SQL Server 2005 for its outstanding security and advanced business intelligence
capabilities, as well as its improved performance and maintainability.

Supported SQL Server Versions

NICE Perform Release 3 is designed for optimal use of SQL Server 2005, with new features such as:

Media Encryption - For securing the cryptographic information that is used for encrypting the
captured voice and screen media, and is stored in the Cryptographic Database.

NICE Perform - IEX Integration.

Interaction Analytics' ClearSight™ - For Root-Cause Analysis.

Interaction Analytics' Transcription (Speech to Text).

For a detailed overview of SQL Server 2005 additional benefits see Microsoft's The Business Value of
Upgrading to SQL Server 2005 white paper, (October 2005).

For all new installations, SQL Server 2005 Standard Edition is used by default. Use of SQL Server 2000
will not be allowed for any new installation of NICE Perform Release 3.

Existing implementations using SQL Server 200, either 8.9 or NICE Perform Releases 1 and 2, wishing to
upgrade to NICE Perform Release 3, will also require database migration.

Existing implementations of NICE Perform Release 3 pre-GA version, using SQL Server 2000, will be able
to continue using the existing SQL Server 2000 installation for a limited time, unless they want to take
immediate advantage of the NICE Perform Release 3 features mentioned above. NICE Perform Feature
Pack 1, which is expected mid 2008, will require SQL Server 2005. Therefore, NICE strongly recommend
prompt migration to SQL Server 2005 for all customers.

SQL Server Clustering

SQL Server 2005 Standard Edition supports SQL Server clustering.
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SQL Server Licensing

SQL Server clustering also requires Microsoft Windows Server 2003 Enterprise Edition and certified
hardware.

SQL Server Licensing

Customers can purchase SQL Server software and licenses from NICE or provide SQL Server software
and licenses on their own.

NOTE: The NICE Perform Application Suites do not include SQL Server software and
licenses for the database servers.

SQL Server Software and Licenses Purchased from NICE
Systems

Customers can purchase the following types of SQL Server 2005 Standard Edition licenses from NICE:

Table 8-2:
SQL Server Licenses

SQL Server License  Price List Iltem Description

Server and Client SQL-CAL-LIC User based licensing suitable for deployments
Access License where only a limited number of users are using the
(CAL) NICE applications.

The customer needs to purchase as many CALs as
the number of users/devices that access the SQL
Server directly or indirectly.

Each Device CAL permits one device, used by any
user to access the SQL Server.

Each User CAL permits one user, using any device,
to access the SQL Server.

Any Device and User CAL combination can be used:
You may select to purchase the minimum number
of required CALs based on number of seats or
number of users, but the purchase order must
include a certain minimum number of CALs (see
note below).
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SQL Server Licensing

Table 8-2: SQL Server Licenses (continued)

SQL Server License  Price List [tem Description
Per-Processor SQL-CPU-LIC SQL Server Per-Processor licensing is based on the
License number of CPUs on the server machine that runs

the SQL Server. A Per-Processor license supports an
unlimited number of users.

To encourage the use of dual-core processors,
Microsoft charges the same amount of money per
processor, regardless of the number of cores in the
processor.

NOTE:

SQL-CAL-LIC and SQL-CPU-LIC price list items see SQL Server 2005 only. For a limited
time, you may continue and use the former DUAL-CPU-SQL price list item to order
additional Per-Processor licenses for SQL Server 2000 for existing pre-GA
installations of NICE Perform Release 3. See Special Notes for New and Old Price Lists
on page 194 below.

m  User based licensing shall be used for the NICE Perform Interaction Package
only. For all NICE Perform application packages other than the Interaction
Package, and for Interaction Package deployments with a large number of
users/seats (50 or more users/seats), Per-Processor (CPU) based licensing
shall be used.

®  |nuser based licensing, a CAL is required for each user/seat that accesses the
database server directly or indirectly. Hence, users of the ROD application also
require CALs.

B For user based licensing, the purchase order mustinclude a minimum of five
CALs, (5 SQL-CAL-LIC).

If the SQL Server software and licenses are purchased from NICE, then NICE provides the customer with
the SQL Server Auto-Setup Installation CD and a printed SQL Server End-User License Agreement (EULA)
stating the number of licenses and their type. The Auto-Setup CD can also be used to upgrade an
existing SQL Server 2000 installation to SQL Server 2005.

SQL Server software and licenses purchased from NICE cannot be used for any purpose other than to
serve NICE products. The SQL Server installation is embedded in the NICE Perform SQL Server Auto-
Setup installation and cannot be separated from it. The installation is performed by a certified installer of
NICE or a business partner.

The SQL Server Auto-Setup installation is followed by the NICE Perform Database Suite installation and
the NICE Perform Application Server installation.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6) -191 -



8: Microsoft SQL Server
Upgrading from SQL Server 2000 to SQL Server 2005

Customer-Provided SQL Server Software and Licenses

NICE allows customers to provide SQL Server software and licenses on their own.

In this case, the customer is responsible for providing a machine with an installed SQL Server. The
following is required:

®=  The server machine must satisfy the minimal hardware and network connectivity requirements
published by NICE.

®m  The SQL Server configuration must fully comply with the NICE Perform SQL Server configuration
requirements.

B The customer must presentvalid SQL Server licenses for the servers to be used by NICE
applications. See SQL Server License Requirements below.

The NICE Perform Database Suite installation ensures that the SQL Server configuration meets NICE
requirements. The Database Suite installation may automatically stop if the SQL Server configuration
deviates from the NICE guidelines, to prevent any future performance difficulties or system
malfunctioning that may arise. If the server is improperly configured, the installation clearly presents the
configuration problem encountered, so the customer can make the necessary corrections.

The customer takes full responsibility for the support of the SQL Server, and communicates directly with
Microsoft. However, the customer needs to follow NICE maintenance and backup guidelines and
consult NICE on any configuration change. NICE remains fully responsible for the NICE Perform
database itself.

Upgrading from SQL Server 2000 to SQL Server 2005

The NICE Perform Release 3 upgrades do notinclude SQL Server 2005 software and licenses.

In case an upgrade from SQL Server 2000 to SQL Server 2005 is required, customer needs to purchase
new SQL Server 2005 licenses from NICE or provide the necessary software and licenses independently.
SQL Server 2000 licenses cannot be reused.

There are no discounts on SQL Server licenses sold by NICE for SQL Server upgrade. Same prices apply
to both new SQL Server licenses and upgrades from SQL Server 2000 to SQL Server 2005.

SQL Server License Requirements

For all NICE Perform application packages, other than the Interaction Package, an SQL Server CPU-based
licensing scheme should be employed. Here are a few examples on how to use SQL Server Per-
Processor licenses for different deployments.

Single Site Deployment

In most deployments, the NICE Perform database and the Data Mart database are installed on and
managed by the same SQL Server.
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SQL Server License Requirements

Customer needs to purchase as many SQL Server Per-Processor licenses as the number of CPUs on the
server machine that runs the SQL Server. For example, a dual-processor machine requires two Per-
Processor licenses. SQL Server 2005 Standard Edition supports up to four CPUs.

In some deployments, for scalability reasons, the Data Mart will be installed on and managed by a
separate SQL Server. In this type of deployment, additional SQL Server Per-Processor licenses must be
purchased.

Multi-Data Hub Deployment

A data hub is a combination of a NICE Perform Application Server and Database at a certain site.

A multi-data hub deployment includes several such data hubs located in different sites, of which oneis
considered the Primary Data Hub and the others are considered to be secondary Data Hubs. Usually,
the Primary Data Hub site also features the Data Mart database, installed on and managed by a separate
SQL Server.

An adequate number of Per-Processor licenses should be purchased according to the number of CPUs
on each server machine that runs SQL Server, both for Database Server(s) and Data Mart.

NOTE: In a multi-data hub deployment, all SQL Server instances must have the same
SQL Server version.

Network Management Station (NMS)

NICE NMS uses a Microsoft SQL Server database to store and efficiently manage the information
contained in the NICE Management Information Base (MIB) file.

The NMS uses its own SQL Server 2000 Standard Edition installation, separated from the NICE Perform
database and Data Mart database.

NOTE: The NICE Perform Application Suites, including NICE Perform SMB
Applications, do not include the NMS software. The NMS should be ordered
separately (NMS-NP-SRV price list item).

The NMS requires a single SQL Server 2000 Standard Edition CAL, which is included in the NMS license
(NMS-NP-SRV price list item). There is no need to separately order an SQL Server license.

If Unicenter Remote Admin Clientis used on remote workstations, an additional CAL is required for each
Remote Admin Client. The additional CAL is included in the Remote Admin Client license (NMS-NP-CLNT
price listitem). There is no need to separately order an SQL Server license.

NICE Perform SMB

NICE Perform SMB also employs Microsoft SQL Server 2005 Standard Edition. The NICE Perform SMB
Applications packages include 10 Client Access Licenses (CALs). Additional CALs can be purchased using
the SQL-CAL-LIC price list item.
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SQL Server License Requirements

Special Notes for New and Old Price Lists

The new price list for release 3, with SQL-CAL-LIC and SQL-CPU-LIC price list items, is effective as of June
1st, 2007.
After June 1st 2007, orders for Release 3 that do notinclude the new price list items, will be treated

based on the new GA price list, and NICE will assume that the customer will supply the SQL Server
software and licenses on its own. Orders for new Release 3 installations that include DUAL-CPU-SQL

will be rejected.

Orders for upgrades from NICE Perform Release 3 pre-GA version that wish to continue using SQL
Server 2000, require NICE Product Management and Project Management approval (commitment).

After June 1st 2007, orders for Release 3 will no longer include the NMS software and licenses by
default. The NMS software and licenses must be explicitly ordered using the adequate price list item.
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SQL Server 2008

SQL Server 2008

Enabling Microsoft Distribute Transaction Coordinator (MSDTC) to Function in
Multi Site Environments

Product NICE Perform, NICE Interaction Management, NICE Sentinel

Release NICE Perform Release 3.x
NICE Interaction Management Release 4.1
NICE Sentinel 2 .x
NICE Sentinel 4.1

Synopsis This section describes procedures that enable MSDTC to function
properly in multi site environments.

The SQL Server uses Microsoft Distribute Transaction Coordinator (MSDTC) to execute distributed
transactions.

Adistributed transaction is a transaction between two SQL Servers. NICE Perform/NICE Interaction
Management creates a distributed transaction in multi site environments, for instance when the Rule
Engine writes storage tasks from the secondary site to the master site.

MSDTC will not function properly in an environment where the two servers are using the same Windows
OS image, for example where the ‘Ghost’ program is used to copy the Windows image to the disk. The
reason for the problem is that both servers that are installed from the same image, have an identical key
in the MSTDC section in the SQL Server registry.

If the distributed transaction fails and the registry keys are different, there may be other reasons for the
failure. See Final Verification on page 214.

This document describes how to fix the problem without re-installing the entire system.

() Important!

Make sure that your system is fully backed up before proceeding.

The process includes the following steps:
1. Removing the Network DTC Access.
2. Uninstalling the DTC.

3. Removing the MSDTC key from the registry.
4. Installing the MSDTC.

5. Re-installing the network DTC access.
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Removing the Network Distribute Transaction Coordinator (DTC) Access

6. Restoring the original security settings.

Removing the Network Distribute Transaction
Coordinator (DTC) Access

The following procedure enables you to remove the DTC access.

= To remove the network DTC access:

1. SelectStart, and select Settings > Control Panel > Add or Remove Programs. The Add or Remove
window appears.
Figure 8-1: Add or Remove Programs Window

ﬁ Add or Remove Programs

Currently installed programs: [T Show updates Sortby: [Mame vl

f& Avaya CT TS Win32 Client Size  (0.97MB

To change this program or remove it from your computer, dick Change /[Remove.

§5 Crystal Enterprise 10 Embedded Size  297.00MB
@ intel Audio Studio 2.0 Size  10.52VB
B Intel(R) PRO Network Connections Drivers

8 Microsoft SQL Server 2000 Size  67.12MB
j§nicecLs Size  18.61MB
wct NICE Database Suite Size  16.56MB
§5) NICE Perform Apphcations Suite 9.10 Size 353.00MB
§8) rice Perform Integrations Size  8.18MB
i8) nice Player Size  13.99MB
#5) NICE SaMS Server Sizz 1398
§5) ricesreen Logger Size  1,45MB
i8] screensense Server Size  24.02vB
. sigmaTel Audio Size  23.93VB
§5) vindows Server 2003 Service Pack 1

5 wLinst Size  1.23MB

2. (lick Add/Remove Windows Components.

The Windows Components Wizard starts.
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Removing the Network Distribute Transaction Coordinator (DTC) Access

Figure 8-2: Windows Component Wizard
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Total disk space raquired: 12.4 MB Detais

Space available on disk: 85599 MB Q

Sortby: IName "l

<Eack|ﬂul>|€ameliHe’lp|

e e e

i xMLnst

Size

Size

Size
Size
Size
Size
Size
Size
Size
Size
Size

Size

Size

257.00MB
10.52MB

67.12MB
18.61MB
16,56MB
353.00MB
8,18MB
13.94MB
1.34MB
1.45MB
24.02MB

28.93MB

1.28MB

In the Components list, select Applications Server, and click Details. The Application Server window

appears.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6)

-197 -




8: Microsoft SQL Server
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Figure 8-3: Application Server Window

= R

Application Server - Edl—

To add or remove a component, click the check box. A shaded box means that only part
aof the component will be installed. To see what's included in a companernt, click Details.

Subcomponents of Application Server:

ﬁ]ﬁpplicaﬂun Server Console 0.0 MB ;I
B ASPNET 0.0 MB
@ Enable network COM+ access 0.0MB
I E—ﬁ Enable network DTC access 0.0 MB
%Intemet Information Services ([15) 285 MB
=2 Message Guesuing &5 MB

=
Description:  Allow your DTC process to paticipate in networl transactions.

Total disk space reguired: 124 MB [ |
Space available on disk: 8958.5 MB II
ok | cancel |

< Back | et | Cancel | Help |

4. Clearthe Enable network DTC access checkbox.
5. (lick OK. The Windows Components Wizard window reappears.

6. ClickNext. The Configuring Components window appears.
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Figure 8-4: Configuring Components Window

Windows Components Wizard

Configuring Components
Setup is making the corfiguration changes you requested.

-_—

Please wait while Setup corfigures the companents. This may take
geveral minutes, depending on the components selected.

Status: Completing corfiguration of Cluster Service. .

[

< Back et > Helm |

7. When the configuration of the Cluster Service is completed, click Next. The Completing the Windows
Components Wizard window appears.
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Figure 8-5: Completing the Windows Components Window

Windows Components Wizard ; |

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components Wizard.

Ta close this wizard, click Finish.

Help |

< Back

8. (lick Finish to close the wizard.

Uninstalling the DTC

=) To uninstall the DTC:
1. Click Start, and select Run. Type cmd, and click OK. The following window appears.
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Figure 8-6: C:\WINDOWS\System32\cmd.exe

C: WINDOWS system32 cmd.exe

Microsoft Windows [Uersion 5.2.37981
¢G> Copyright 1?85-2883 Microsoft Corp.

C:sDocuments and SettingssAdministrator_

2. To stop the MSDTC, enter the following command: net stop msdtc.

Figure 8-7: CAWINDOWS\System32\cmd.exe

Microsoft Windows [Version 5.2
(C> Copyright 1985-2883 Micros

C:“Documents and Settings“Administratorinet stop msdtc

The following window appears.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6) -201 -



8: Microsoft SQL Server
Uninstalling the DTC

Figure 8-8: C:\WINDOWS\System32\cmd.exe

Microsoft Windows [Wersion 5.

CC» Copyright 1985-2883 Micro

C:~Documents and Settings™Adminis ¥
The Distributed Transaction Coord : is pping.
The Distributed Transaction Coordin stopped successfully.

C:%Documents and Settings“Administrator?

3. Change the directory to cA\WINDOWS\system32

Figure 8-9: C:\WINDOWS\System32\cmd.exe

M on 5.2.37981]
CC» Copyright 19 Microsoft Corp.

C:»Documents and Se i “Administrator>net stop msdtc

The Distributed Tran ion Coordinator service is stopping.
The Distributed Tran ion Coordinator service was stopped successfully.

C:sDocuments and Settings™Administratoricd C:sWINDOWS“ system32_

The following window appears.
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Uninstalling the DTC

Figure 8-10: C:AWINDOWS\System32\cmd.exe

o CYWINDOWS\system32\cmd.exe

swosoft Windows [Wersion 5.2.37981
Copyright 1985-20803 Microszoft Corp.

cuments and Settings“Administrator? op msdtc
tributed Transaction Coordinator : is stopping.
tributed Transaction Coordinator e was stopped successfully.

C:»Documents and Settings“Administratoricd C:A\WINDOWSssystem3d2

JINDOWS s ysten32>

4.  Write command msdtc -uninstall to uninstall MSDTC, as shown in the following window.

Figure 8-11: CAWINDOWS\System32\cmd.exe

CA\WINDOWS\system32\ cmd.exe

Microsoft Windows [Uerszion 5 79@1
¢G> Copyright 1985-2083 Micros t Corp.

C:sDocuments and Settings“Administrator’net stop msdtc
The Distributed Tranzaction Cooprdinator service is

topping.
The Distributed Transaction Cooprdinator service was

stopped successfully.

C:xDocuments and Settings“Administratorrecd CWINDOWS“\system32

C:\WINDOWS~system3d2 mnsdte —uninstall

When the uninstall is completed, the following window appears.
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Figure 8-12: C:AWINDOWS\System32\cmd.exe

Microsoft Windows [Version 5
(G) Copyright 1985-28083 Micros Corp.

C:“Documents and Settings™“Administ
The Distributed Transzaction
The Distributed Transaction

*net stop msdtc
'wwice iz stopping.
service was stopped successfully.

C:sDocuments and Settings“Administratorrcd C:S\WINDOWS“system32

C:xUWINDOWS zystem32 *medtec —uninstall
C=S\WINDOWS system32>_

Removing the MSDTC Key from the Registry

= To remove the MSDTC key from the registry:

1. Navigate to Start, and select Run.
Figure 8-13: Run Window

Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it For you,

Cpen: | regedi =l

(0 4 I Cancel | Browse, ., |

2. Inthe Open field, type regedit and click OK. The Registry Editor window appears.
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Figure 8-14: The Registry Editor

" Registry Editor =10 x|
File Edit View Favorites Help
(] TPsec a| | Mame Type | Data
{:l Jet {Default} REG_SZ {value not set)
B3 Keyring &%) allowOnlySecureRp... REG_DWORD 0x%00000000 (0)
"{:l LAMNManagerMIB 2agent %) Clusteringversion REG_DWORD O FFFFFFFF (429491
B MediaPlayer BH¥|FalbackToUnsecure... REG_DWORD 000000000 ()
- Messengerservice B MaxLogsize REG_DWORD 0x00000200 (51;
E-( Microsoft SQL Server B TurnOffRpcSecurity  REG_DWORD 0x00000001 (1)
23 MMC
({1 MMCtlsForlE
&£ Mobile
{:l MosTrace J

{:l M5 Design Tools
RS fMSDTC

{:l MSLicensing

&3 M5MQ

#-0 M550LServer

{:l Multimedia

{:l MET Framework Setup

(] NetDDE %
— | X

Kl d | >l
My Computer\HKEY_LOCAL_MACHINE\SOFTWARE WMicrosoftiMSDTC 4
3. Right-click MSDTC, and select Delete. The following dialog box appears.
Figure 8-15: Confirm Key Delete Message
Confirm Key Delete
4. C(lickYes. MSDTC is deleted from the Registry Editor.
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Figure 8-16: Registry Editor

55';:'::.' Registry Editor

=10l

Fle Edit Yew Favorites Help
1 Psec ] [Name | Type | Data

B-E3 Jet @{D&fmﬂt} REG_S52 [value not set)
&3 Keyring
@] LANManagerMIB2Agent
@ MediaPlayer
1) MessengerService
@[] Microsoft SQL Server
-3 MMC

() MMCtisForlE

@ (] Mabile
{3 MosTrace
{Z7] ™S Design Tools

f |MSLicensing
& MsMQ

(T3] MSSQLServer

23 Multimedia

[Z7] MET Framework Setup
(23] MetDDE

Kl |_'|_,4| |

] [ ] ] ) - [

A

My Computer \HKEY_LOCAL_MACHINE\SOFTWARE MicrosoftMSLicensing

5. Close the Registry Editor.

Re-Installing the MSDTC

=} To re-install the MSDTC:

1. Inthe command promptwindow, type the command msdtc -install.
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Figure 8-17: C;AWINDOWS\System32\cmd.exe

C\WINDOWS\system32 '\ cmd.exe
Microsoft Windows [Wersion 55.2.37981]
CC» Copyright 1985-2883 Microsoft Corp.

C:xDocuments and SettingssAdministrator>net stop msdtc
The Distributed Transaction Coordinator service is stopping.
The Distributed Transaction Coordinator ruice was stopped successfully.

C:sDocuments and SettingssAdministratorrcd C:sWINDOWSNsystem3?2

CsUWINDOWENsystemnd2 dnsdte —uninstall

CWWINDOWSwsystem32 *nedtec —install

2. When the installation is completed, the following window appears.

Figure 8-18: C:AWINDOWS\System32\cmd.exe

CA\WINDOWS\system32 \cmd.exe

Microsoft Windows [Wersion 5.2.
CC» Copyright 1985-2883 Microsoft Corp.

C:~Documents and Settings“Adminisztrato

The Distributed Transaction Coordinator

The Distributed Transaction Coordinator

C:xDocuments and Settings“Administratoricd CiWINDOWS>
C:SWINDOUWS“systemd2 dmsdtc —uninstall

C:WINDOUS zystem32 »medtec —install

C:sWINDOUS systemd2 >

Re-Installing Network DTC Access

This procedure is very similar to the To remove network DTC access procedure. See Removing the
Network Distribute Transaction Coordinator (DTC) Access on page 196
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Re-Installing Network DTC Access

=} To re-install network DTC access:

1. Select Start, and select Settings > Control Panel > Add or Remove Programs. The Add or Remove
window appears.

2. Click Add/Remove Windows Components. The Windows Components Wizard starts.

3. Inthe Components list, select Applications Server, and click Details. The Applications Server
window appears.

Figure 8-19: Applications Server Window

Application Server - x|

To add or remove a component, click the check box. A shaded box means that only part
of the componert will be installed. To see what's included in @ component, click Details.
Subcomponents of Application Server:
Bﬁ] Application Server Console 0
B ASFNET 0
@ Enable networc COM+ access 0
™ £(5 Enable network DTC access 0
G
g

% Intemet Information Services (115) Z
= Message Qusuing

Descrption:  Allow vour DTC process to participate in networlc transactions.

Tuotal disk space required: 12.4 MB (e |
Space available on disk: 83376 MB

] I Cancel |

4. Select the Enable network DTC access checkbox, and click OK. The Windows Components Wizard
window reappears.

5. Click Next. The Configuring Components window appears.

6. When the configuration of the Cluster Service is completed, click Next. The Completing the Windows
Components Wizard window appears.

Configuration Guide - Cross-Release

Third Party Technical Guidelines (D6) -208 -



8: Microsoft SQL Server

Restoring the Original Security Settings

Figure 8-20: Completing the Windows Components Window

Windows Components Wizard ; |

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components Wizard.

Ta close this wizard, click Finish.

Help |

< Back

7. Click Finish to close the wizard.
Restoring the Original Security Settings
Since MSTDC has been re-installed, the security definitions required by the NICE system must be reset.

=) To restore the original security settings:

1. Select Start, and select Settings > Control Panel > Administrative Tools > Component Services.
The Component Services window appears.
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Figure 8-21: Component Services Window

+ Component Services = |Q|~§j
@ Fie Acion Wew Window Hep JSI-TES
- @B 2
- ShowjHide Console Tree | Conscle Root
#-4g Component Services Name
[rfl % :var:t !“.! :l;“a'} @Cnmpnnant Services
sl s \LlEvent Viewer (Local)
%Servicas (Local)
| |
2. Expand Computer Services, and Computers. The following window appears:
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Restoring the Original Security Settings

Figure 8-22: Component Services Window

v+ Component Services _lﬂlll
sl acton yew window Hep | =lel x|
e aE xER 205828
[ Console Root =
= @ Component Services D B D .j
-0 Computers COM+  DCOMConfig Distibuted  Runni
53] @ #\pph:a;nns s Tr:nsactl... ﬁw;:es
[ €5 Active Directory Users and Comp
(] Event Viewer (Local)
[£3] % Services (Local)
1] | H
| | l
3. Right-click My Computer, and select Properties. The My Computer Properties window appears.
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Figure 8-23: My Computer Properties Window

4. (lickthe MSDTC tab. The following window appears.

Figure 8-24: My Computer Properties - MSDTC Tab

My Computer Properties

5. Clickthe Security Configuration button. The Security Configuration window appears.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6) -212 -



8: Microsoft SQL Server

Restoring the Original Security Settings

Figure 8-25: Security Configuration Window
21

[T Enstis Transaction intemet Pratocal (TIF) Transachons

e )

T LT e e E———————————————————————————————————

| Asooy: l::T Bnthonmty' Natwark Sarncs Brovne I
Coqfrm password i

o] o

6. Make sure that the settings are identical to those in the above window, in particular:

= The Allow Inbound, Allow Outbound and Enable XA Transactions checkboxes must be
marked.

= The No Authentication Required radio button must be selected.

7. Click OK. The My Computer Properties window re-appears.

8. Click OK. The DTC Console Message dialog box appears.

Figure 8-26: Console Message

DTC Console Message X]

. D M3 OTC service will be stopped and restarted. All dependent services will be stopped.
- Please press yes to proceed,

9. C(lickYes. The following message is issued:
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Figure 8-27: DTC Console Message

DTC Console Message x|

L]
\lj) M5 OTC service has been restarted

NOTE: If the SQL Server is already installed, you need to also restart the SQL Server service.

Final Verification

In the secondary site, execute the following query from the Query Analyzer:

BEGIN TRANSACTION

SELECT * FROM nice_rule_link.nice_admin.dbo.tbISCTasks

COMMIT

If there is an error in the output, there might be causes other than those that were discussed previously
in this document, which resulted in the MSDTC failure.

= To check for other causes for MSDTC failure:

1. Access the Tools folder of the NICE Application installation, and select the DTCPing utility.

2. Inthe Remote Server Name field, type the name or IP of the Master Database Server, as shown in
the following illustration:
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Final Verification

Figure 8-28: MSDTC Simulation V1.9

MSDTC Simulation ¥1.9

JERUSALEM|

3. Click PING. The utility generates a log file with detailed information.
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SQL Server 2012

Product NICE Engage Platform, NICE Sentinel

Release NICE Engage Platform 6.x
Real-Time Solutions 4.9.6
NICE Sentinel 6.X

For more information see:
= Requirements and Best Practices for Microsoft SQL Server

®  Microsoft Cluster Installation for NICE Environments
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SQL Server 2014

SQL Server 2014

Product NICE Engage Platform

Release NICE Engage Platform 6.x
NICE Sentinel 6.X

For more information see:
®  Requirements and Best Practices for Microsoft SQL Server

®  Microsoft Cluster Installation for NICE Environments
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Microsoft Security Bulletins

This section describes Microsoft security bulletins.

Contents
KBs Delivered by Microsoft and NICE Certification PoliCy ... ... oo o, 220
Patch Management TOOIS L 222
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KBs Delivered by Microsoft and NICE Certification Policy

KBs Delivered by Microsoft and NICE
Certification Policy

Microsoft launched a new policy in October 2016 where security and non-security packages are
released in a cumulative rollup in addition to security update bulletins.

Security update bulletins are approved by NICE on a monthly basis.
Rollups released by Microsoft are not approved by NICE.

Package Windows Vista ~ Windows 7 SP1, Windows NET SQL
SP2, Windows = Windows 8.1, 10 (with Framework
Server 2008 Windows Server supported
SP2 (with 2008 R2, Windows |E versions
supported IE Server 2012, and .NET
versions and Windows Server Framework)
NET 2012 R2 (with
Framework) supported IE
Versions)
Separate security = KB delivered by KB
KBs Microsoft and delivered
certified by by
NICE Microsoft
and
certified
by NICE
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KBs Delivered by Microsoft and NICE Certification Policy

One KB package
with security
only

Includes KBs that
are relevant and
non-relevant to
NICE

Monthly rollup
KB (includes
security and
non-security)
Includes KBs that
are relevant and
non-relevant to

NICE

KB delivered by
Microsoft and

certified by NICE

KB delivered by

Microsoft

KB delivered
by Microsoft
and
certified by

NICE

KB
delivered
by
Microsoft
and
certified by

NICE

KB
delivered
by

Microsoft
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Patch Management Tools

Patch Management Tools

DBM Error on Loggers due to MS Security Patch
KB921883

Product DBM Error on Loggers

Release

Synopsis This section describes an issue as a result of installing a security
patch.

General Description

This issue can occur either during a new Logger installation, or after installing the Microsoft
Security Patch on an existing Logger.

This can affect all Loggers running on Microsoft Windows Server 2003 (HD, NCFIIl, VolP).
The Microsoft patch is KB 921883 (MS 06-040).

Problem Symptom

1. During Logger startup, the following messages can be seen in the LogSrv window, as well as in the
Logger log file (LogFile.dat):
BUG: DBM: DBM.DLL: Exception EAccessViolation in module DBM.DLL at 00026ECD. Access
violation at address 01266ECD in module 'DBM.DLL". Write of address 00 0 0 8/26/2006 6:48:07
AM

BUG: DBM: DBM.DLL: MapFile Address: 00025ECD 0 0 8/26/2006 6:48:07 AM

2. Immediately after this, the window hangs as shown below, and the Logger will not initialize.
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DBM Error on Loggers due to MS Security Patch KB921883

Figure 9-1: NICE Digital Logger

o] NICE Digital Logger - Yer 9.10.04. 37 SP4 Ver Date 2500/ 0006 20:20 (1 1294003)
baling interrupts for MASTER @ B 6:48:87 AH
rabling interrupts for MASTER B B 6:48:87 AR
F [H

sefully @ B 6:48:zA7 AH

Ewit handle nput channels 8 @
ml.t|,|||: channels @ @

H
AUH: Audi

i wid ak for lo
Init FileMgr Passive B B G:4B:15%
: DMAProaa H I'-! [

=TH Ly -'|.I.L\1.I|-ed
G:48:15 AM
2 @ 6:48:1% AH

IH Hl;DllHam.ll: At h 1z
H DRLochCrea HBT FIRET B 2484 6:48:15 AH
: LG _DBLochkCreate: Succeeded to indtdalize Lock Mechanism

ent has ]‘Etrlt:!ll:'l:EEEI-I.Lll.J attached. =4 B 6:48:87 AH

wly attached. 2 B 6:48:15 AH
ast] ime OF MHDBuap. LaztTimelfBackapbunp 248

-~ B @ 6:48:15 AH

236 2484 6:48:15 A

Additional information of the issue from MS point of view can be found on MS site:.

http://support.microsoft.com/kb/924054

Resolution
Install MS Hot-fix KB924054.
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Federal Information Processing Standards
(FIPS)

Federal Information Processing Standards (FIPS) are publicly announced standards developed by the
U.S. federal government for use in computer systems by non-military government agencies and
government contractors. They were issued to establish requirements for various purposes such as
ensuring computer security and interoperability.
The U.S. government developed a variety of FIPS specifications to standardize a number of topics
including:
®m  Codes such as standards for encoding data (e,g,, country codes or codes to indicate weather
conditions or emergency indications).
B Encryption standards, such as the Data Encryption Standard (FIPS 46-3) and the Advanced
Encryption Standard (FIPS 197).
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Configuring Windows for FIPS

Configuring Windows for FIPS

The FIPS mode can be applied on the server or client machine in one of two ways:

= |tcan be part of the domain policy.

= |tcan be manually configured on the server or client machine.

= To manually apply FIPS mode on the machine:

1. Open the Local Security Policy by selecting Start -> Administrative tools->Local Security Policy. Run

the Local Security Policy under a user that has privileges to edit the local policy.

N Intermat Explorsr 3

Vg Internet Information Services (I15) 6.0 Manager

.
(= Mt &5 Inkerret Information Services (I1S) Manager
- g: & 5CSI Inistor
_,J Hokepad h [ Local Security Polcy
a Harden SysPOE (51 Performance Monitor
EMI" B o5 Security Configuration Wizard
o & Mice Services Corfigurstion Documents Sy Server Manager
_.n, Manager - Shorbout Services
‘% Trterniet Information Services (115) Computer Lz Share and Storags Management
s Skorage Explorer
Hetwaork, =
4 Caices 2] System Configuration
- Ty
A T (L) Task Schaculer

Devices and Prinkers M| Windows Memory Diagnostic

W ntemet Information Services (115) £ Windows PowerShel Modules

=iy 6.0Manager Sdministratiee Tools H” Wi 5 B
. nobepad = Shorbout

k Al Frograms Windows Securiky
| Search programs and fes B2 Logaff b

2. Inthe open window, change the security settings. Navigate to Security Settings->Local Polices-
>Security Options and select System Cryptography: Use FIPS compliant algorithms for
encryption, hashing and signing (disabled by default).
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F_ Local Security Policy

Fle  fction Yew Help
oo m X | Hem

i Secky Settings [Pobcy - [ Securkty Setting [ -]
= L Acoount Polices Netweork saourity: Restrict NTUM: Sdd server exceptions in this d...  Nob Defined
5 g Locd Pabcies Hstwork sscuriby: Resstrict NTLM: dudit Incoming NTLM Trabfic hick: Drafinued
B Lg AudtPolcy Metwork. security: Restrict NTLM: Sudt NTLM authentication inthi... Mot Defined
£ Lser Rights Rssignmert Metwork security: Restrict HTLM: Tncoeming NTLM traffic Mot Crefinesd
B a ) Miskwork. security: Restrict NTUM: NTLM sutheritication in this dom... Mot Defined
* ._-I o Fromall with Acvanond Seatty Mistwsrk, sty Resstrict NTLM: Cutgaing NTLM traffic bo remat., . ok Defined
- Kt:lrﬁ ) Recovery cordole: Alow subomatic sdministrative bogan Decablad
' | Softvears Restricton B Recovery corsole: Alow Floppy copy and access to o drves and ... Disabled
P :Wmcmdmﬁ Shubdover: Allow System to be shut dosn without having bo kg on Disabled
® SlﬁﬁumPﬁmﬁmLuch Shusbdowen; Chear virtual memony pagsfis _ skl
® [ Advanced Audt Pobicy Configurstion gl : P r . ok Defiresd

8 System cryphography: Use FIPS complant slgorithms For encrypti.... | Ensbled
System objects: Require case insenativity For non-Windows subs...  Enabled

3. Restartall of the servers and clients whose FIPS mode was activated.
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Spell Check Limitation

Spell Check Limitation
For secured sites running Insight Manager, Form Designer, Lexicon Manager and Business Analyzer,
spell check functionality is not available when FIPS is enabled on the system.

Users will receive the following error when activating the spell check:

Spell check is not available since FIPS (Federal Information Processing Standards) is enabled on this
system.
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Microsoft Daylight Savings Time Updates

This section provides the Microsoft Daylight Savings Time (DST) updates supported by NICE Systems.

For Microsoft Daylight Savings Time configurations, see the Maintenance Guide.

Microsoft DST Updates

KB 928388

KB 929120

KB 933360

KB 942763

KB951072

KB 955839

KB 970653

KB 976098

KB 981793

KB 2158563

Supported in:

NICE Perform Release 3.1

NICE Perform Release 3.2

NICE Perform Release 3.5

NICE Interaction Management 4.1

NICE Engage Platform 6.x

Comments

Approved
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Microsoft DST Updates Supported in: Comments

KB 2443685

KB 2570791

KB 2633952

KB 2756822

KB 2779562

KB 2863058

KB 2974661

KB 2984350

KB 2967990

KB 2981580

KB 2998527

KB3011843

KB3013410

KB3049874

KB3062741
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Microsoft DST Updates Supported in: Comments

KB3062740

KB3077715

KB3093503

KB3112148

KB3148851

KB3153731

KB3162835

KB3148851

KB3153731

KB3162835

KB3177723

KB3182203

KB3192321
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Antivirus

This section includes installation instructions and limitations for Antivirus products on client computers and loggers.

NOTE: The information in this section refers to software versions only. In addition,
customers, business partners, and services must verify that the servers and Loggers
meet the minimum hardware requirements as defined by the third party software

vendor.
Contents
GeNeral ANTIVITUS o 234
M A OO 251
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General Antivirus

General Antivirus

m  Antivirus Certifications for NICE Products below

Antivirus Certifications for NICE Products

Product Antivirus Certifications for NICE Products
Release
Synopsis This section includes general instructions and limitations for Antivirus

Certifications for NICE Products, NICE Products and Antivirus
Certifications matrices, as well as procedures for installing antivirus
products on client computers and Loggers.

General Instructions

A list of general instructions follows:

= During the installation of the antivirus software, all applications and screens must be closed.
®=  The same applies when upgrading the antivirus software.

B Scan and Live Updates should be scheduled to run in system idle time.

B Do notrun Scan or Live Update during NICE software installation.

B Always set Scan Priority to Low.
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General Limitations

= To avoid playback, performance, and retention issues, the destination paths of all Storage Units must be excluded from antivirus scans.
See the System Administrator - Configuration Guide- for more information regarding setting up Storage Units.

= When installing an antivirus on a cluster, take the following guidelines into account:

= The antivirus software should be cluster-aware. An application is cluster-aware if it has the following characteristics:
®  |tuses TCP/IP as a network protocol.
® |tmaintains data in a configurable location.
B |tsupports transaction processing.

B On the clustered servers, Microsoft recommends excluding the following folders from antivirus scanning;:
=  The path of the\mscs folder on the quorum hard disk. For example, exclude the Q:\mscs folder from virus scanning.
B The %Systemroot%\Cluster folder.

= Thetemp folder for the Cluster Service account. For example, exclude the \clusterserviceaccount\Local Settings\Temp folder
from virus scanning.

McAfee ePO

= McAfee ePO 3.5 works with McAfee Antivirus 8.5/8.5i.

= McAfee ePO 4.0 works with McAfee Antivirus 8.5/8.5i and 8.7/8.7i.
®  McAfee ePO 4.5 works with McAfee Antivirus 8.5i and 8.7.

®  McAfee ePO 4.6 works with McAfee Antivirus 8.5i, 8.7i and 8.8

®  McAfee ePO 5.1 works with McAfee Antivirus 8.8

B Make sure that when using ePO for Microsoft patches update, the configured policy matches the NICE policy concerning Microsoft
Windows updates and Service packs.
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McAfee

= Make sure to clear the option to install the McAfee firewall. Do notinstall the firewall, as it would cause network problems.
B [tisrecommended to set the CPU Utilization for the On Demand Scan in McAfee AV to 10%.

B The McAfee's VirusScan version 8.0 feature Buffer Overflow Protection does not allow applications to overflow the buffer, including the
CLS Log Manager. This causes the Log Manager to write logs (Channel server, Call server etc.) with a very long delay, or not write them at
all. Therefore this feature should be disabled for all machines running CLS. See also to TN0640 McAfee ePO 3.5 and McAfee Antivirus
Certification for NICE 8.80.

McAfee Limitation:

= Memory Scan process in McAfee 8.5/8.7 on some TDM Loggers can cause the system to crash with BSOD. This problem was resolved in
McAfee 8.7 Patch 3, and in later versions, but still exists in McAfee 8.5.

Do not use versions earlier than McAfee 8.7 Patch 3 on servers with TDM Loggers.

SEP

®  NICE Products support Symantec Endpoint Protection.

B |nsome cases, SEP 12.1 and up can detect NICE or even Microsoft binaries as malware and place them in the Quarantine folder. To
prevent false-positive detection, follow the recommendations available in the Symantec white paper Sizing and Scalability Recommendations
for Symantec Endpoint Protection (http://clientui-
kb.symantec.com/resources/sites/BUSINESS/content/staging/ DOCUMENTATION/4000/DOC4448/en_
US/1.0/Endpoint%20Protection%20Sizing%20and%20Scalability%20Best%20Practices_%20v2.3.pdf).

Exceptions can be added from within the Symantec Endpoint Protection Manager console to provide false-positive mitigation on the client.
For example, you can do the following:

®m  Exclude your domain from Insight detection.
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Figure 12-1: Exceptions Window
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NOTE: You can select Trusted Web Domain, to add a Web domain to the exceptions policy.
®m  Add exclusions or exceptions for critical files, folders, URLs, and IP addresses.
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NOTE: When you add exceptions, you can select more than one application, file, URL, or IP address at a time.
A known-good application can appear in the Risk Logs as a false-positive. You can configure log settings to allow the application and thereby
prevent it from appearing in the Risk Log. This same functionality is also available in the SONAR Logs.

Figure 12-2: Risk Logs Window
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For more information, see the Symantec Endpoint Protection and Symantec Network Access Control Implementation Guide.

SEP Limitations

Starting with SEP (Symantec Endpoint Protection) version 12.1.2 and up, the SEP firewall causes issues with Microsoft Cluster setup and
functionality. To avoid this issue change the SEP settings to allow IP traffic.

= To change the SEP settings:
1. Open Symantec Endpoint Protection (SEP).
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Status

Status 1 The folowing Symantec security components are installed on your computer:

Scan for Threats
Change Settings
View Quarantine

View Logs

LiveUpdate...

Virus and Spyware Protection

Protects against viruses, makware, and spyware
Definitions: Tuesday, March 18, 2014 r17

Proactive Threat Protection

Provides zero-day protecton against unknown threats
Definitions: Tuesday, March 4, 2014 r11

Network Threat Protection

Protects against Web and network threats
Definitions: Tuesday, March 18, 2014 r11
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2. Intheleft column, click Change Settings. The Change Settings area appears on the right.
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Change Settings - Symantec Endpaoint Protection

_I:I-

Change Settings

——

Scan for Threats
Change Settings @
View Quarantine

View Logs

LiveUpdate... @

Status | You can change the folowing settings:

Virus and Spyware Protection
Protects against viruses, malware, and spyware

Proactive Threat Protection
Provides zero-day protection against unknown threats

[ Configure Settings I

[ Configure Settings I

Network Threat Protection
Protects against Web and network, threats

[ Configure Settings I

Exceptions
Exceptions provide the capabiity to exclude files, folders, and
processes from being scanned

Client Management
Provides functionality to manage this client

[ Configure Settings I

[ Configure Settings I
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3. Inthe Network Threat Protection area, click Configure Settings. The Network Threat Protection Settings window appears.
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Metwork Threat Protection Settings -

EiTEW~5"| |trsion F'reventiu:unl Microsoft Windows Networkingl ﬂotificatiunsl Logs |

Enahle Firewal

Built-inn Rules

Enable Smart DHCP Enable Smart DNS
Enable Srnart WINS

Traffic Settings

] Enable HetBIOS protection

[ ] &laws token ring traffic

[]Enable anti-MAL spoofing

] Enable netwark, application manitaring

[ Block all traffic until the firewall stats and after the firewall stops
Allowy initial DHCP and MetBIOS traffic

Enable denial of service detection

Enable port scan detection

Unmatched IP Traffic Settings

) &llow only application traffic

Frompt before allowing application traffic

Active Rezponze Settings

Humber of seconds to automatically block an attacker's IP address:

Stealth Settings

Caution: There can be compatibility iszues when using these stealth settings. Only use
theze features after you have confirmed compatibility.

| Enable TCP rezequencing ] Enable stealth mode 'eb brovesing
[ | Enable 05 fingerprint masguerading

| QK || Cancel || Help
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4. In the Firewall tab, in the Unmatched IP Traffic Settings area, select Allow IP traffic. By default, Allow only application traffic is selected.

5. Click OK.
6. Restartyour computer.

Trend Micro

B Trend Micro AV requires that the NICE servers belong to the same domain.

Sophos

m  Sophos Exclusions: In a NICE Interaction Management 4.1 site with Sophos antivirus deployed, before beginning to use NDM to install or
update the site, add psexec.exe to Exclusions list. Otherwise, it can cause a problem with running NDM Agents.

= (http://www.sophos.com/en-us//threat-center/threat-analyses/adware-and-puas/PsExec.aspx).

NICE Products and Antivirus Certification Matrices

Note: Third-Party Software is approved per NICE product for all operating systems certified by NICE.
NOTE: Third-Party Software is approved per NICE product for all operating systems certified by NICE.

NOTE: Third-Party Software is approved per NICE product for all operating systems certified by NICE.
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Table 12-1:
NICE Products and Antivirus Certifications Matrix - NICE Interaction Management 4.1

TDM Logger Y Y Y Y Y Y v Y Y
VolP Logger Y Y Y Y Y Y v Y Y
Interaction Server Y Y Y Y Y Y v Y Y
NiceScreen Logger Y Y Y Y Y Y v Y Y
Playback Server / Y Y Y Y Y Y v Y Y
Telephony Services

Server (incl. NICE

Feedback)

NMS Y Y Y Y Y Y v Y Y
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Table 12-1: NICE Products and Antivirus Certifications Matrix - NICE Interaction Management 4.1 (continued)

Storage Center Y Y Y Y Y Y v Y Y
Media Library Y Y Y Y Y Y v Y Y
Application Server Y Y Y Y Y Y v Y Y
Audio Analysis Y Y Y Y Y Y v Y Y
Server

ScreenSense Server Y Y Y Y Y Y v Y Y
Reporter Y Y Y Y Y Y v Y Y
Database Server Y Y Y Y Y Y v Y Y
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Table 12-1: NICE Products and Antivirus Certifications Matrix - NICE Interaction Management 4.1 (continued)

Sentinel

Table 12-2:
NICE Products and Antivirus Certifications Matrix - NICE Engage Platform 6.x

TDM Logger Y Y Y Y Y Y Y Y Y Y

VolIP Logger Y Y Y Y Y Y Y Y Y Y
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Table 12-2: NICE Products and Antivirus Certifications Matrix - NICE Engage Platform 6.x (continued)

Interaction Server Y Y Y Y Y Y Y Y Y Y
NiceScreen Logger Y Y Y Y Y Y Y Y Y Y
Playback Server / Y Y Y Y Y Y Y Y Y Y
Telephony Services

Server (incl. NICE

Feedback)

NMS Y Y Y Y Y Y Y Y Y Y
Storage Center Y Y Y Y Y Y Y Y Y Y
Media Library Y Y Y Y Y Y Y Y Y Y
Application Server Y Y Y Y Y Y Y Y Y Y
Audio Analysis Y Y Y Y Y Y Y Y Y Y
Server
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Table 12-2: NICE Products and Antivirus Certifications Matrix - NICE Engage Platform 6.x (continued)

ScreenSense Server Y Y Y Y Y Y Y Y Y Y
Reporter Y Y Y Y Y Y Y Y Y Y
Database Server Y Y Y Y Y Y Y Y Y Y
Sentinel Y Y Y Y Y Y Y Y Y Y
RTA - Enrollment Y Y Y Y Y Y Y Y Y Y
Engine

RTA - RTVA, Y Y Y Y Y Y Y Y Y Y
Authentication

Engine
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Table 12-2: NICE Products and Antivirus Certifications Matrix - NICE Engage Platform 6.x (continued)

RTA - Y Y Y Y Y Y Y Y Y Y
Authentication and
Fraud Engine
(Nuance) audio
folder

RTA - RTIM Y Y Y Y Y Y Y Y Y Y

RTA-ITIC Y Y Y Y Y Y Y Y Y Y

Advanced Y Y Y Y Y Y Y Y Y Y
Interaction
Recorder
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McAfee
McAfee ePO 3.5 and McAfee Antivirus 8.0 Certification for NICE 8.80

Product Antivirus Certification
Release
Synopsis This section displays the procedures for McAfee ePO 3.5 and McAfee
Antivirus 8.0 Certification for NICE 8.80.
NOTE:

*Nice Perform certification includes the following components:
Interaction Server, PBS, SNMP Manager, Storage Center, Application Server, Audio

Analysis

Purpose and Scope

This section summarizes the certification that was performed for NICE 8.80 recording system when using McAfee 8.0 and EPO server 3.5 clients.
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NICE Servers

Table 12-3:
NICE Servers
Server NICE Version CPU RAM OS +SP
Nicelog 8.80 SP8 233MHz 256MB Windows 2000 Professional +
SP4
CLS 8.80 (Core SP3, 2.4 GHz 512MB Windows 2000 Server + SP4
Integrations SP3)
Storage 8.80 SP5 800MHz 256MB Windows 2000 Professional +
Center SP4
Web Server = 8.80 SP6 2.4 GHz 1GB Windows 2000 Server + SP4

Test Description
Running the EPO Tasks

1. When the Logger is in resting state - no calls recorded and no calls are archived, start EPO task, then run recording system.

2. When the Logger is under high load (all calls are recorded and archived), then begin with EPO tasks.

In both scenarios, specify the EPO utilization that will keep all recording and archiving functions with no errors and/or exceptions.
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Table 12-4:
EPO Tasks

Test

Pre-EPO tests

Test Description

Verify thatin the
specified system
load, all calls are
being recorded
with no
errors/exceptions,
prior to EPO task
run

Test Results Performance for CPU and
memory

SC archiving with ®  Per connection, 2000-

default 10 3000 files are being
connections archived (per hour)
caused high . SCarchiving only, takes

CommManager about 30-40%
CPU. As a result,

Logger failed to
record by CLS
commands, and
many calls entered
with exceptions
(#8,12and 17)
To enable good
Logger recording
performance, we
reduced the
amount of SC
connectionsto 3.

CommManager CPU on
the Logger
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Table 12-4; EPO Tasks (continued)

Test

Simulate
recordings
problem

Reduce EPO
Utilization to 30%

Test Description

During system
running with its
specified
performance,
Running the EPO
tasks in 100%
utilization

When running the
ePO tasks on 30%
utilization the
logger continued
to function with
no errors.

Test Results

When running the
EPO tasks in 100%
utilization the
Logger did not
record any call,
mostly with
exception 8
("unspecified error
in Logger”)

All calls are
inserted to DB
with Recorded
“Yes" and Status
"OK

Voice is archived
to Storage Center.

Performance for CPU and
memory

Scan32 takes almost
100% CPU
CommManager is
almoston 0% CPU

All calls entered with
exception 8.

Storage Center archiving
tasks takes about 30%
CommManager CPU in
the Logger.

CLS pause-resume
recording commands
takes about 30%
CommManager CPU in
the Logger.

Running the EPO tasks
for an hour - all calls
were recorded in status
OK
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Table 12-4; EPO Tasks (continued)

Test Test Description
Run EPO Set
Utilization 50% CommManager

service from Task
Manager to “Real
Time" priority
Run same test as
#3, but with
higher (50%)
utilization

Functionality test  Certify functional

on McAfee servers = actions with
servers that are
installed with
McAfee 8.0

Remarks and Notes

Test Results Performance for CPU and
memory

We expect to m  All calls were recorded

conclude if the with status OK

process Priority

finition | = |ogger runs with high
definition is CPU (not

effective for the
CommManager, in
away it keeps its
required CPU,
while EPO server
tasks are not
harmed (=not
display error or
stop running)

recommended in the
long term)

Passed
successfully, to
review the tests
and actions
response time.
See attached test
report (separate)

1. DAT update does not have Utilization setting option, it does not affect the performance; the most consuming-resources task is the Scan.
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2. Enforcing the EPO task caused after a few hours of high load, the logger's CPU time rises dramatically to around 95%. At this point the entire
machine hangs, the logger doesn't start unless the McAfee is disabled. When disabling the McAfee the logger manages to start, however the
CPU of the machine remains very high.

3. From this, we conclude that it is recommended to set the CommManager priority to Real Time in the Task Manager.

Conclusions
The parameters affecting recording performance and recommendations:

a. CommManager priority: It is highly recommended to set the ComMngr process of the logger at the highest priority (real-time), to prevent the
process of the EPO taking all of the CPU and thus preventing the logger from running during the execution of the ePO tasks. (Note: Priority
reverts back to Normal after machine restart).

b. The number of open connections from the Storage Center to the logger; It is recommended to lower the number of connections from the
default 10, to decrease the load on the logger. We found that 3 was the optimal solution for the above mentioned settings. With more open
connections, about 50% of the calls were not recorded (regardless EPO) due to exception 8.

¢. TheVirus Scan task should run in utilization lower than 100% to enable the logger to keep functioning during the scan. In our settings it was
found that 30% utilization didn't interrupt the logger's performance. We do not recommend a higher utilization than this.

NOTE:
VolP and PClloggers running on Windows 2000 are approved to use ePO 3.5. This is
based on the following facts:

B PCl Loggers and VolP loggers use a stronger CPU

®  Certification for Windows 2000 ISA based loggers has been completed.
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Troubleshooting

Problem
When updating the McAfee antivirus software, the logger capture card stops receiving interactions, resulting in a Fatal error message.
Solution

= To troubleshoot, do the following

1. Navigate to Start, and then select Run.
The Run window appears.

Figure 12-3: Run Window
Run 20 x|

~ Type the name of a program, Folder, document, or
Inkternet resource, and Windows will open it For wou,

CIpen: I regedit| j

(8] 4 Zancel | Browse. .. |

2. Inthe Open field, enter regedit, and click OK.

The Registry Editor appears.
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Figure 12-4: Registry Editor Window

& Registry Editor

File Edik Wew Favorites Help

= My Cormputer Mame | Tvpe | Daka |
-] HKEY_CLASSES_ROCT (ab](Default) REG_SZ (value nat set)
D HKEY_CURREMT_LISER Data Path REG_57 CDocuments and Settingsiall Users\application Datal, ..
ElD HKEY_LOCAL_MACHINE Event Path REG_S7 CADocuments and Settingsiall Users\application Datal, ..
D HARDWARE Extended Fath REG_S7 C:AProgram FilesiMcafes) Common Framewark; C:0ocu, .,
D SAM Installed Path REG_57 C:AProgram FilesiMcafes\Common Framewark,
-+ SECURITY (ab] 1paddress REG_S5Z 172.21.27.45
E"_ Eig‘;’:&i LastUpdateCheck  REG_SZ 2010061917102
l:| Classes STI REG A2
5] Clients TC_P.ttriI:uuteCDII... REG_DWORD 000000000 {0
D Gemplus Llninstall Tool REG_57 CAProgram Files\Moafes) Common FramewarkiFriinst, .,
[ INTEL [ab]version REG_SZ 3.6.0.453

l:| Microsoft

l:| Mozilla

l:| MozillaPlugins

EH:l Mebwark Associates

. D ePolicy Orchestrato
=1 ™D

3. Navigate to HKEY_LOCAL_MACHINE > SOFTWARE > Network Associates > TVD > Shared Components > Framework.
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Figure 12-5: New Menu- DWORD Value
A ——

Ele [t Wiew Favorkes Help
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¥ 1] MARCWARE [jetended Path  REG_SZ WP ogean e |McAl st Commeron Feamwork; CHDedu...
F -] AN . :ﬂlh-ﬂ:ﬂld?ﬂh REG_SZ Coipriogeant Fibes|Moafest Comman Franswork.
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T _.] & ;‘Ims'r [ astipdatecteck  REGSZ 200E1917 102
w0 C RS 52
5 ) Cherts BT rrbutecol...  REG_DWORD OoDEONO0D0 (i)
EHE Geripkst [ Uit ol Tood RiEG_ST C:\Prigrarn Fied\MeibesComeon Framework|Frialeat. .
o e [3Bversion REG_S2 360,453
B ) McAfen
B ] e osalt
2] Mozl = e
] Mozlstlugns
= I Metwork Associstes
) ePoly Orchestrabo
=T I\q;.
i )

4. Intheright-hand pane, right-click in the empty space, and select New > DWORD Value. A new registry key appears.

Figure 12-6: Registry Editor Window
&' Registry Editor ' o [= |

Fie EB View Favordes Help
(R AFPL Ghoststriot
B Babyken
(-] coTfsy
- Casses
L Chenks
— . '

_Type | Data
REG_SZ (vabue rook 28]
REG_DWORD (00000000 {0

5. Change the name to LowerWorkingThreadPriority, and press Enter. The new file name LowerWorkingThreadPriority is reflected.
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Figure 12-7: Modify Window

E:EL.:n.--.lEr"-.-'-.-'n:nrl::jru:|Thr'Ee.Eu:IF'r'in:nr'it'-.-' REG_DWWORD 000000001 §1)
B¥New value  Modify DWORD 000000000 (0)
Modify Binary Data
Delete
Rename

6. Right-click LowerWorkingThreadPriority, and select Modify. The Edit DWORD Value window appears.

Figure 12-8: Edit DWORD Value Window

Walue name:

IL::uwerWDrkingT bireadPriariby

Walue data: Baze
f* Hexadecimal
" Decimal
Ok Cancel

7. Inthe Value data field, enter 1, and click OK.
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8. Exittheregistry.

9. Restartthe McAfee Framework Service:
a. Navigate to Start > Run.
b. Enter Services.msc.
¢ Click OK.

The McAfee Framework Service window appears.

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6) - 261 -



12: Antivirus

McAfee ePO 3.5 and McAfee Antivirus 8.0 Certification for NICE 8.80

Figure 12-9: McAfee Framework Service Window

File Action “iew Help
= ||H @R 2E > 80w
@ Services (Local) Services (Local)

Mcafee Framework Service Mame 7 | Description | Status | Starkup Type | Log ©n As |

WNET Runtime Optimization Service v2,0,50727_x86 Microsoft ..., Manual Local System

Stop the service S dlerter Motifies sel... Disabled Lacal Service

Restart the service %Application Experience Lookup Service Process ap... Started Automatic Local System

%Application Laver Gateway Service Provides s... Manual Local Service

Description: %Application Management Processesi... Manual Local Syskem

I?qlzaArFZlicomdpontent Framework For %ASP.NET State Service Provides s... Manual Metwark 5.,

proucts %Automatic Updates Enables th...  Started Automatic Local System

%Background Inteligent Transfer Service Transfersf... Started Automatic Local System

%ClipBook Enables Cli... Disabled Local Systemn

COM+ Event Syskem Supports 5., Starked Automatic Local System

%COI\H Syskem Application Manages t..,  Starked Manual Local System

%Computer Browser Maintains a,..  Started Aukornatic Local System

%Cryptographic Services Provides th,.. Started Automatic Local System

%DCOM Server Process Launcher Provides la..,  Started Aukomatic Local System

%DHCP Client Reqgisters a... Started Aukomatic Metwork 5.

%Distributed File Svystem Integrates ... Manual Local System

%Distributed Link Tracking Client Enables cli...  Started Automatic Local System

%Distributed Link Tracking Server Enables th... Disabled Local System

%Distributed Transaction Coordinator Coordinate...  Started Autarmatic Mebwork 5.,

%DNS Client Resolves a..,  Started Aukomatic Metwork 5.

%Error Reporting Service Collects, st... Starked Automatic Local System

%Event Log Enables ev... Started Automatic Local System

%File Replication Allows files. .. Manual Local System

%Help and Support Enables He... Started Automatic Local System

%HTTP SsL This serwvic... Manual Local Systemn

%Human Interface Device Access Enables ge... Disabled Local System

%IMF\PI CD-Burning COM Service Manages ... Disabled Local System

%Indexing Service Indexes co... Disabled Local System

%Intersite Messaging Enables me. .. Disabled Local System

IPSELC Services Prowvides e...  Started Automatic Local Systemn

%Kerberos Key Distribution Center On domain ... Disabled Local System

%License Logging Monitors a... Disabled Metwork 5.,

%LiveUpdate LivelJpdate. .. Manual Local System

%Logical Disk Manager Detects an... Started Automatic Local System

%Logical Disk Manager Administrative Service Configures. .. Manual Local Systemn

AL C 1]

%Mcnfee Mcshield Prowides M.,  Started Aukomatic Local Systemn

Configuration Guide - Cross-Release
Third Party Technical Guidelines (D6) - 262 -



12: Antivirus

McAfee ePO 3.5 and McAfee Antivirus 8.0 Certification for NICE 8.80

There is no need to restart the logger in the above process.

For more information, see https.//kc.mcafee.com/corporate/index?page=content&id=KB53690&pmv=print.
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13

Remote Connection to Customers

This section includes requirements and recommendations for NICE to connect remotely to customers.

NICE Requirements

NICE needs a remote connection in place from the first days of the project. The connection needs to
have both high bandwidth and low latency. In addition, itis highly recommended to use a dedicated
machine for this connection.

NICE Recommendations

NICE suggests these methods to connect remotely, in order of preference. The customer needs to let the
NICE Project Manager know of any site requirements:

1. Team Viewer - Based on availability. Team Viewer requires licensing.

2. VPN (on VSphere) - Setup can take from four to six weeks to arrange access through VPN on
VSphere. This option enables a remote connection even when the customer is not present on the
other side.

3. WebEx - In order to connect through WebEx, the customer must open the Webex connection on
their side. Also, playback is not always possible through WebEx. This means that the customer
needs to listen to the recording, or download the files locally to send them to NICE.
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Discontinued Technical Notes

This appendix lists the Technical Notes that were discontinued and whose information is now included

in this document.

Table A-1:

List of Discontinued Technical Notes

Technical Note Number
TNO509
TNO513
TNO528

TNO538

TNO539
TNO549
TNO552
TNO555
TNO564
TNO569
TNO577
TNO578

TNO616

Technical Note Title

NICE Software Components Running on Windows XP Machines
McAfee ePO 3.5 - Configuration Guide For Nice Products
Windows Server 2003 Appliance Notes

Windows Server 2003 Service Pack 1 Integration with NICE
Servers

Anti Virus

Symantec pcAnywhere 11 compatibility

SQL Server 2000 SP4

Anti Virus Certifications for NICE Products

Anti Virus Certifications for NICE Products Il
Windows 2000 Update Rollup 1 for Service Pack 4
McAfee VirusScan products

Norton Anti-Virus products

ScreenAgent Configuration in Citrix Published Application
Environment
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A: Discontinued Technical Notes

Table A-1: List of Discontinued Technical Notes (continued)

Technical Note Number Technical Note Title

TN0628 How to configure Voice and Screen best performance on Citrix

TN0640 McAfee ePO 3.5 and McAfee Antivirus 8.0 Certification for NICE
8.80

TN0642 Remote Desktop - Remote Connection Console Mode

TNO651 DBM Error on Loggers due to MS Security Patch KB921883

TNO0656 PC Anywhere 12 certification in 8.90 NICE systems

TN0672 Compatibility of NICE Web Applications with Internet Explorer 7

TNO676 Fixing MSDTC in a Multi Site Environment

TN0680 NICE Support for Microsoft .NET Framework 2.0.

TNO688 NICE Support for Microsoft .NET Framework 2.0.-Playback
Organizer

TN0698 NICE products certified to work with pcAnywhere 12

TNO701 Remote Connection Certifications for NICE Products

TNO705 MS SQL Server for NICE Perform Release 3

TNO719 Windows Server 2003 Service Pack 2 (SP2) Support

TNO736 Net 3.0 Support

TNO776 RDP (Remote Desktop Protocol) - Delay Solution

TNO790 Incompatibility Citrix hotfix

TNO806 NICE Product Support for MS Windows XP Service Pack 3

TNO815 Resolving Citrix Connection Issues Related to ScreenSense

TN0820 NET Framework Support for NP 3.1

TNO838 Interactions Center workaround for .NET 3.5
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A: Discontinued Technical Notes

Table A-1: List of Discontinued Technical Notes (continued)

Technical Note Number

TNO867

TNO889

TNO890

TNO897

Technical Note Title

Compatibility of NICE Web Applications with Internet Explorer 8
Installing NICE Perform 3.2 on Windows 7

Installing NICE Perform 3.1 on Windows 7

Microsoft Software Service Packs Certified by NICE Systems
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Using Real-Time Solutions with App-V

This appendix lists the limitations and rules for working with Real-Time Solutions in an App-V
environment.

Contents
Working with the App-V SYStemM 272
App-V Limitations when Working With Real-Time Solutions ... ... 273
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B: Using Real-Time Solutions with App-V
Working with the App-V System

Working with the App-V System

The App-V Sequencer (Microsoft Application Virtualization Sequencer) is a wizard-based tool that
administrators use to transform traditional applications into virtual applications. The Sequencer
produces an application package that contains several files. These files include a sequenced application
(.sft) file, one or more Open Software Description (.osd) application configuration files, one or more icon
(.ico) files, a manifest xml file that can be used to distribute sequenced applications with electronic
software delivery (ESD) systems, and a project (.sprj) file. The Sequencer can also generate a Windows
Installer file (.msi) that can be deployed to clients configured for standalone operation. All files are stored
in a shared content folder on the Management and/or Streaming Server and are used by the App-V
Client to access and run sequenced applications.

The App-V Management Server (Microsoft Application Virtualization Streaming Server) has streaming
capabilities that including active/package upgrade without Active Directory or SQL Server requirements.
However, it does not have a publishing service, licensing, or metering capabilities. The publishing service
of the App-V Management Server is used in conjunction with the App-V Streaming Server, so the
Management Server configures the application but the Streaming Server delivers it (usually in branch
offices).
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B: Using Real-Time Solutions with App-V
App-V Limitations when Working With Real-Time Solutions

App-V Limitations when Working With Real-
Time Solutions

In App-V environments a bubble is an isolated environment streamed from the App-V server to the App-
V client. On the client machine the application does not have to be installed.

When streaming the Real-Time Client to the App-V client, both clients must be in the same bubble as the
application(s) you want to interact with.

If the Real-Time Client needs to interact with two App-V applications from separate bubbles, you must
install the Real-Time Client on each bubble and interact using C2C (client to client) communication
between the Real-Time Clients. In his case you must instal another Real-Time Client on the local
computer and interact with the streamed clients using C2C.
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Using Real-Time Solutions with Citrix
Streaming

This appendix describes the limitations and rules for working with Real-Time Solutions with Citrix
streaming.

Contents
Working with Citrix Streaming ... 276
Citrix Streaming Limitations when Working With Real-Time Solutions ........... ... ............... 277
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C: Using Real-Time Solutions with Citrix Streaming

Working with Citrix Streaming

Working with Citrix Streaming

A streamed application in Citrix resides in a separate memory space and environment and is delivered
to the Citrix client without installing an application on the client side. The streamed application is located
in a controlled isolated environment (sandbox).

To set a package for Citrix application streaming so that the Real-Time Client can capture other streamed
applications both applications must run inside the same sandbox. The citrix profiles must be installed
on a separate dedicated machine.
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C: Using Real-Time Solutions with Citrix Streaming

Citrix Streaming Limitations when Working With Real-Time Solutions

Citrix Streaming Limitations when Working
With Real-Time Solutions

The Real-Time Client must be part of the same streaming package as the monitored applications.
Another option is to use Inter-Isolation communication for Real-Time Client interaction with other
streamed packages. You can install the Real-Time Client on the client computer to interact with one or
more Citrix streamed applications.

Make sure of the following when setting up the Citrix Profiler:
In the Support Legacy Offline Plug-ins page, select Enable support for 6.0 Offline Plug-ins.
In the Select Install Page, select Advanced Install.

In the Set up Inter-Isolation Communication page make sure to enter the path to the Profiler
Package if you want to link between the profile package for the Real-Time client and other
streamed applications.

In the Select Install Method page, select Run install program or command line script.
In the Choose Installer page, browse to or type in the path to the Process Optiization Client.msi.
When the Profiler is finished and the Citrix package is ready, make sure of the following;

For a streamed Real-Time Client package, open the Target Properties configuration window and
clear Enable pre-launch analysis.

The remaining Target Properties rules should remain with their default values.

NOTE: The Real-Time Client can interact with two streamed applications (each from a
different server) only when itis installed locally.
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