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Introduction

The Third-Party Technical Guidelines is a one-stop-shop document for information about third-party
software application compatibility with NICE systems.

This document should be used by NICE customers and customer service organizations in order to verify
the compatibility of third-party software to NICE products in addition to specific configuration information.

This document consolidates information published in a number of Technical Notes listed in the
Discontinued Technical Notes appendix of this document, see Discontinued Technical Notes on
page 271.

This document serves as general guidelines and applies to all existing NICE Engage Platform/NICE
Interaction Management/NICE Perform versions.

Updates for specific product versions may be issued separately based on these guidelines. NICE, at its
sole discretion, may decide to change the general guidelines or deviate from them for a specific product
version.

This document should apply in cases where it contradicts a previous Technical Note.

This document will be updated periodically upon availability of new third party software versions following
the rules of certification as described in the Third-Party Software Cetrtification Policy.
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Document Revision History

Document Revision History

Interactions

Management 4.1

Revision | Modification Software Description
Date Version
C8 November 2015 | NICE Engage Updated Microsoft Server Operating
Platform 6.4 Systems on page 39
Updated product and release Information
under the following:
m  Internet Explorer 8 on page 138
m Internet Explorer 9 on page 149
m Internet Explorer 10 on page 152
m Internet Explorer 11 on page 155
Updated Sentinel 6.3, to Sentinel 6.X
throughout the guide.
Cc7 August 2015 NICE Engage Added NICE Sentinel to Microsoft
Platform 6.4 Software Service Packs Certified by
NICE NICE Systems on page 23

Updated antivirus information adding
support for McAfee ePO 4.8. See:

m Table 11-4: NICE Products and
Antivirus Certifications Matrix -
NICE Interaction Management 4.1

m Table 11-5: NICE Products and
Antivirus Certifications Matrix -
NICE Engage Platform 6.3

Updated Service Pack information for
Microsoft products in Microsoft
Software Service Packs Certified by
NICE Systems on page 23
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Document Revision History

Revision | Modification Software Description
Date Version

C6 May 2015 NICE Engage m  Updated for NICE Engage Platform 6.3.
Platform 6.3.5

NICE
Interactions
Management 4.1

NICE Real Time
Solutions 4.9 m  Microsoft SQL Server on page 175

m  Updated Anti-virus information

m  Added NICE Sentinel 2.5/4.1 to the
following sections:

m Internet Explorer on page 121

m  Microsoft .NET Framework on
page 159

m  Removed XBAP information from guide.
See the Workstation Setup Guide.

m  Updated registry path for NET
Framework, see Microsoft .NET
Framework 4.5 Requirements on
page 171

m  Added the following chapters:
m  SQL Server 2012 on page 203
m  SQL Server 2014 on page 204

m  Added configuring Windows for FIPS.
See Federal Information Processing
Standards (FIPS) on page 209

m  Updated the following Internet Explorer
browsers, regarding Sentinel Release
6.3:

m Internet Explorer 9 on page 149
m Internet Explorer 10 on page 152

m Internet Explorer 11 on page 155

C5 November 2014 4.1 Added section.

Added a Before You Begin section.
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Revision | Modification Software Description
Date Version
C4 September 2014 | 6.3 Updated flowing topics:

m  Microsoft Software Service Packs
Certified by NICE Systems on page 23

m Internet Explorer on page 121

m  Microsoft .NET Framework on
page 159

m  Microsoft Daylight Savings Time
Updates on page 213

m  NICE Products and Antivirus
Certification Matrices on page 227

m  Updated
m  Added the topic .

C3 September 2014 | 4.1.4x m  Updated NICE Products and Antivirus
Certification Matrices on page 227
(added separate table for NICE
Interaction Management Release 4.1).

m  Added

C2 May 2014 4.1.47 m  Added Windows 8/8.1 support for client
machines. See Windows 8 and
Windows 8.1 32-bit/64-bit on page 115.

m  Updated the information for Internet
Explorer 11 on page 155.

m  Added about XBAP limitations. See
Microsoft .NET Framework 4.0 and
up with NICE Interaction
Management 4.1.46 and Above on
page 170.

m  DCR 1004: A solution to Installing XBAP
When Hardening Kit is Installed was
found and implemented. The Topic was
removed from the guide.
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Document Revision History

Revision | Modification Software Description
Date Version
C1 March 2014 Added Internet Explorer 11 support. See

Internet Explorer 11 on page 155.

Added an SEP limitaion. See SEP on
page 220.

B9 January 2014 Fixed information regarding Microsoft
Internet Explorer 10. See Internet Explorer
10 on page 152.

Removed the Citrix section. The information
is now in the Virtualization Guide.

B8 December 2013 Fixed issue with landscape page not
displaying correctly in PDF for Table 4-2:
Compatibility With Microsoft Windows 7
32-bit and 64-bit by Release

B7 November 2013 m  Updated Microsoft Client Operating
Systems:

m  Updated Reporter Viewer on
page 108, and NICE ScreenAgent
on page 109.

m  Added PO Client and NICE
Insight to Impact Bridge on
page 111

m  Updated Manually Installing Client
Applications on page 111 (updated the
note that appears before the procedure).

m  Added section for Release 4.1.46 for
XBAP. See Microsoft .NET
Framework 4.5 Requirements on
page 171 and Microsoft .NET
Framework 4.0 and up with NICE
Interaction Management 4.1.46 and
Above on page 170.
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Revision

Modification
Date

Software
Version

Description

B6

October 2013

Updated Internet Explorer 10 on

page 152. Added the section Adding
the NICE Web Application URL to
the Compatibility View Settings List
on page 153.

Added the appendix, Using Real-Time
Solutions with App-V on page 273.

Added the appendix Using Real-Time
Solutions with Citrix Streaming on
page 277.

B5

July 2013

Updated Internet Explorer on page 121
(small correction in the Contents).

B4

July 2013

Updated Table 2-1: Microsoft Software
Service Packs certified by NICE
Systems

Added Internet Explorer 10 on
page 152

Updated Microsoft Daylight Savings
Time Updates on page 213.

Updated General Limitations on
page 218

Updated NICE Products and Antivirus
Certifications Matrix - NICE Perform
Release 3, SP3 and Higher on

page 231 (added: McAfee 8.8/8.8i and
Sophos 10.2)

B3

March 2013

Added Microsoft .NET Framework 4.5
Requirements on page 171

Updated NICE Web Applications
Known Issues with Internet Explorer
8 on page 139

Updated NICE Web Applications
Known Issues with Internet Explorer
9 on page 150
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Document Revision History

Revision | Modification Software Description
Date Version
B2 December 2012 m  Replaced SP1 with SP2 for all SQL 2008

R2in Table 2-1: Microsoft Software
Service Packs certified by NICE
Systems

m  Updated BSF Tool kit for NICE Perform
Releases 3.1 and 3.2 - Not Supported on
Windows 7 64 bit. See Table 4-2:
Compatibility With Microsoft
Windows 7 32-bit and 64-bit by
Release

m  Updated VRA Compatibility With
Microsoft Windows 7 for NPR4.1 in
Table 4-2: Compatibility With
Microsoft Windows 7 32-bit and 64-
bit by Release

m  Added supported Internet Explorer
version by Sentinel Client. See Internet
Explorer on page 121.

m  Updated IE8 General Description and
Conclusions on page 139.

m  Updated IE9 General Description and
Conclusions on page 150.

m  Added McAfee limitation on page 220.

m  Added TDM Logger 9.4 with Antivirus
Certification in NICE Products and
Antivirus Certifications Matrix - NICE
Perform Release 3, SP3 and Higher
on page 231.

m  Added Trend Micro OfficeScan 10.5 and
Trend Micro OfficeScan 10.6 to NICE
Products and Antivirus Certifications
Matrix - NICE Perform Release 3,
SP3 and Higher on page 231.
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Document Revision History

Revision | Modification Software Description
Date Version
B1 July 2012 m  Added information for avoiding false

positives to SEP on page 220.

m  Added information to NICE Products
and Antivirus Certifications Matrix -
NICE Perform Release 3, SP3 and
Higher on page 231.

m  Updated the table in Microsoft Daylight
Savings Time Updates on page 213.

BO January 2012 m  Updated Windows 7 32-bit/64-bit on
page 104.
A9 November 2011 m  Added SP3 for SQL Server 2008 in

Microsoft Software Service Packs
Certified by NICE Systems on
page 23.

m  Added information regarding machine
and domain names with non-ASCI|
characters in Localization on page 90.

m  Added note regarding support for 32-bit
version Internet Explorer in Internet
Explorer on page 121.
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Document Revision History

Revision | Modification Software Description
Date Version
A8 November 2011 m  Added SP1 for SQL Server 2008 R2 in

Microsoft Software Service Packs
Certified by NICE Systems on
page 23.

m  Updated ROD Client information in
Windows 7 32-bit/64-bit on page 104

m  Added Microsoft .NET Framework 4.0
Requirements on page 168

m Updated DST patch list in Microsoft
Daylight Savings Time Updates on
page 213.

m  Added McAfee ePO 4.6 in McAfee ePO
on page 219, NICE Products and
Antivirus Certifications Matrix -
Version 8.90 on page 227, and NICE
Products and Antivirus Certifications
Matrix - NICE Perform Release 3,
SP3 and Higher on page 231.

m  Added Sophos exclusions in Sophos on

page 226.

A7 September 2011 m  Updated Table 2-1: Microsoft Software
Service Packs certified by NICE
Systems

A6 July 2011 m  Updated Remote Desktop Connection

for Microsoft Windows Server 2008. See
Enabling Remote Connection on
Microsoft Windows Server 2008 on
page 263

m  Added support for Internet Explorer 6.
See Internet Explorer 6 on page 123

m  Added Sophos 9.7.
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Revision | Modification Software Description
Date Version
A5 June 2011 m  Formatting changes.

m  Added EPO 4.5to NICE Products and
Antivirus Certifications Matrix - NICE
Perform Release 3, SP3 and Higher
on page 231

A4 May 2011 m  Added NICE Interaction Management
Release 4.1 compatibility.

m  Updated Compatibility with Microsoft
Windows 7 for 32/64 bit. See Client
Application Compatibility on page 104

m  Added Internet Explorer compatibility.
See Internet Explorer 9 on page 149

m  Added Logger version 9.07 to anti-virus
tables.

m  Added Sophos 9.5.

A3 March 2011 m  Updated the section on Microsoft
Windows 7. See Windows 7 32-bit/64-
bit on page 104

m  Added new section for Daylight Savings
Time. See Microsoft Daylight Savings
Time Updates on page 213
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Revision | Modification Software Description
Date Version
A2 February 2011 m Updated Microsoft service packs

support and requirements. See
Microsoft Software Service Packs
Certified by NICE Systems on page 23

m  Added compatibility for Microsoft
Windows 7 64-bit, and updated
compatibility by NICE Perform release.
See Windows 7 32-bit/64-bit on
page 104

m  Added new section for silent
installations. See Using Silent
Installation to Install Client
Applications on page 106

m  Updated procedures for installing client-
side components on Microsoft Windows
7. See Manually Installing Client
Applications on page 111

A1 November 2010 m  Updated SQL support. See Microsoft
SQL Server on page 175

m  Updated Antivirus. See Antivirus on
page 217
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1: Introduction
Scope of this Guide

Scope of this Guide

Software Version

This guide is updated for:

m  NICE Engage Platform 6.3 and above
m  NICE Interaction Management 4.1

m  Real-Time Solutions 4.9

m  NICE Perform 3.2/ 3.5

What is included in this guide?
Guidelines for third party software with NICE applications.

What is not included in this guide?

Topic Where to Find this Topic...
NICE Screen Agent software ScreenAgent Installation and Configuration Guide
Microsoft .NET framework Certified Servers Guide

Setting up a client computer to work with Workstation Setup Guide

ASPX
Configuring XBAP Workstation Setup Guide
Microsoft Daylight Savings Time Maintenance Guide

configurations
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Microsoft Software Service Packs Certified
by NICE Systems

This section summarizes the Microsoft Software Service Packs Certified by NICE Systems.

Product NICE Interaction Management
NICE Perform

NICE Perform eXpress
Version 8.9

SMB

Release NICE Perform Release |

NICE Perform Release Il

NICE Perform Release 3

NICE Perform Release 3.1

NICE Perform Release 3.2

NICE Perform Release 3.5

NICE Interaction Management Release 4.1
NICE Perform eXpress 1.0

NICE Perform eXpress 2.1

Version 8.9

Synopsis Provides information regarding the latest Microsoft Software Service
Packs certified by NICE Systems.

The following table consists of information regarding the latest Microsoft Software Service Packs certified
by NICE Systems.

Cross-Release
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2: Microsoft Software Service Packs Certified by NICE Systems

Table 2-1: Microsoft Software Service Packs certified by NICE Systems

Microsoft Software Service NICE Release Comment
Pack
Windows 2000 SP4 m  NICE Version 8.9 Supported by:
m  NICE Perform m  Set Security
m Release 1 SP7 s ROD
m  Release 2 SP5 m  Reporter
m  Release 3SP3 Viewer
» Release 3 SP4 = ScreenAgent
= Release 3.1 m  Screen Sense
Agent
m Release 3.2
m  NICE Player
Codec Pack
m  Nice
Standalone
Player
m  Survey
Manager

Cross-Release
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2: Microsoft Software Service Packs Certified by NICE Systems

Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment
Pack
Windows Server 2003 R2 | SP2 m  NICE Version 8.9

Standard Edition 32-bit = NICE Perform

m Release 1 SP7
m  Release2 SP5
m Release 3SP3
m Release 3 SP4
m  Release 3.1
m  Release3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1 -
supported only for upgrades

m  NICE Perform eXpress
m  Release 1.0

m Release 2.1

Windows Server 2003 R2 | SP2 m  NICE Version 8.9
Enterprise Edition 32-bit = NICE Perform

m Release 1 SP7
m Release 2 SP5
m  Release 3SP3
m Release 3 SP4
m  Release 3.1

m Release3.2

m  Release 3.5

m  NICE Interaction
Management Release 4.1 -
supported only for upgrades

Cross-Release
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2: Microsoft Software Service Packs Certified by NICE Systems

Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment
Pack
Windows Server 2003 R2 | SP2 m  NICE Perform DB Server Only

Standard Edition 64-bit a  Release 3.1

m Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1 -
supported only for upgrades

Windows Server 2003 R2 | SP2 m  NICE Perform DB Server Only
Enterprise Edition 64-bit = Release 3.1
m Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1 -
supported only for upgrades

Windows XP SP2 m  NICE Version 8.9 Client Side Only
m  NICE Perform
m Release 1 SP7
m Release2 SP5
m Release 3SP3
m Release 3 SP4
m  Release 3.1
m  Release 3.2
m  Release3.5

m  NICE Interaction
Management Release 4.1
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2: Microsoft Software Service Packs Certified by NICE Systems

Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

m  NICE Interaction
Management Release 4.1

m  NICE Engage Platform 6.3

Microsoft Software Service | NICE Release Comment
Pack
Windows XP SP3 m  NICE Perform Client Side Only
m Release 3 SP4
m  Release 3.1
m Release 3.2
m Release 3.5
m  NICE Interaction
Management Release 4.1
m  NICE NICE Engage Platform
6.3
Windows Vista Business | SP2 NICE Perform Client Side Only
m Release 3 SP4
m  Release 3.1
Windows Vista Enterprise | SP2 m  NICE Perform Supported by:
Edition m Release 3.1 m  Set Security
m  Release 3.2 m ROD
m  Release 3.5 m  Reporter
Viewer

m  ScreenAgent

m  Desktop
Analysis Agent
RTS

m  NICE Player
Codec Pack

= Nice
Standalone
Player

m  Survey
Manager

m  Media Library

Cross-Release
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment
Pack
Windows 7 SP1 m  NICE Perform Supported Client
Side Applications

m Release 3.1
Only
m Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Engage Platform 6.3

Windows Server 2008 SP2 m  NICE Perform

Standard Edition 32-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Engage Platform 6.3,
supported only for upgrades

m  NICE Perform eXpress
Release 2.1

Windows Server 2008 SP2 m  NICE Perform

Enterprise Edition 32-bit = Release 3.2
m  Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Engage Platform 6.3,
supported only for upgrades

Cross-Release
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Enterprise Edition 64-bit

m Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Engage Platform 6.3,
supported only for upgrades

Microsoft Software Service NICE Release Comment
Pack
Windows Server 2008 SP2 m  NICE Perform
Standard Edition 64-bit a  Release 3.2
m Release 3.5
m  NICE Interaction
Management Release 4.1
m  NICE Engage Platform 6.3,
supported only for upgrades
Windows Server 2008 SP2 m  NICE Perform

Windows Server 2008 R2
Enterprise Edition 64-bit

m  NICE Perform
m Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Engage Platform 6.3,
supported only for upgrades

Windows Server 2008 R2
Standard Edition 64-bit

m  NICE Perform
m Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Engage Platform 6.3,
supported only for upgrades

Cross-Release
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment
Pack
Windows Server 2008 R2 | SP1 m  NICE Perform

Standard Edition 64-bit a  Release 3.2

m Release 3.5

m  NICE Interaction
Management Release 4.1

Windows Server 2008 R2 | SP1 m  NICE Perform
Enterprise Edition 64-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

Windows 2012 Datacenter m  NICE Engage Platform 6.3
64-bit
Windows 2012 Standard m  NICE Engage Platform 6.3
64-bit
Windows 2012 R2 m  NICE Engage Platform 6.3

Datacenter 64-bit

Windows 2012 R2 m  NICE Engage Platform 6.3
Standard 64-bit

SQL Server 2005 SP3 m  NICE Perform
Standard Edition 32-bit = Release 3SP3

m Release 3SP4
Release 3.1

m Release 3.2

m Release 3.5

m  NICE Interaction
Management Release 4.1 -
supported only for upgrades

Cross-Release
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment
Pack
SQL Server 2005 SP3 m  NICE Perform

Standard Edition 64-bit a  Release 3 SP4

m Release 3.1
m Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1 -
supported only for upgrades

SQL Server 2005 SP3 m  NICE Perform
Enterprise Edition 64-bit =  Release 3 SP4
m Release 3.1

m  Release 3.2

m  Release 3.5

m  NICE Interaction
Management Release 4.1 -
supported only for upgrades

SQL Server 2005 SP4 m  NICE Perform
Standard Edition 32-bit = Release 3SP3

m Release 3SP4
Release 3.1

m Release 3.2

m Release 3.5

m  NICE Interaction
Management Release 4.1 -
supported only for upgrades

Cross-Release
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment
Pack
SQL Server 2005 SP4 m  NICE Perform

Standard Edition 64-bit a  Release 3 SP4

m Release 3.1
m Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1 -
supported only for upgrades

SQL Server 2005 SP4 m  NICE Perform
Enterprise Edition 64-bit =  Release 3 SP4
m Release 3.1

m  Release 3.2

m  Release 3.5

m  NICE Interaction
Management Release 4.1 -
supported only for upgrades

SQL Server 2008 SP1 m  NICE Perform
Standard Edition 32-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SQL Server 2008 SP1 m  NICE Perform
Standard Edition 64-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

Cross-Release
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment
Pack
SQL Server 2008 SP1 m  NICE Perform

Enterprise Edition 64-bit a  Release 3.2

m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SQL Server 2008 SP2 = NICE Perform
Standard Edition 32-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SQL Server 2008 SP2 m  NICE Perform
Standard Edition 64-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SQL Server 2008 SP2 m  NICE Perform
Enterprise Edition 64-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

Cross-Release
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment
Pack
SQL Server 2008 SP3 m  NICE Perform

Standard Edition 32-bit a  Release 3.2

m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SQL Server 2008 SP3 = NICE Perform
Standard Edition 64-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SQL Server 2008 SP3 m  NICE Perform
Enterprise Edition 64-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SQL Server 2008 SP4 m  NICE Perform
Standard Edition 32-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

Cross-Release
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment
Pack
SQL Server 2008 SP4 m  NICE Perform

Standard Edition 64-bit a  Release 3.2

m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SQL Server 2008 SP4 m  NICE Perform
Enterprise Edition 64-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SQL Server 2008 R2 SP1 m  NICE Perform
Standard Edition 32-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SQL Server 2008 R2 SP1 m  NICE Perform
Standard Edition 64 -bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

Cross-Release
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Microsoft Software Service NICE Release Comment
Pack
SQL Server 2008 R2 SP1 m  NICE Perform

Enterprise Edition 64-bit a  Release 3.2

m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SQL Server 2008 R2 SP2 m  NICE Perform
Standard Edition 32-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SQL Server 2008 R2 SP2 m  NICE Perform
Standard Edition 64-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

SQL Server 2008 R2 SP2 m  NICE Perform
Enterprise Edition 64-bit = Release 3.2
m Release 3.5

m  NICE Interaction
Management Release 4.1

m  NICE Sentinel 4.1

Cross-Release
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Table 2-1: Microsoft Software Service Packs certified by NICE Systems (continued)

Standard 64-bit

m  NICE Sentinel 6.X

Microsoft Software Service NICE Release Comment
Pack
SQL Server 2008 R2 SP3 m  NICE Perform
Standard Edition 32-bit a  Release 3.2
m Release 3.5
m  NICE Interaction
Management Release 4.1
m  NICE Sentinel 4.1
SQL Server 2008 R2 SP3 m  NICE Perform
Standard Edition 64-bit = Release 3.2
m Release 3.5
m  NICE Interaction
Management Release 4.1
m  NICE Sentinel 4.1
SQL Server 2008 R2 SP3 m  NICE Perform
Enterprise Edition 64-bit = Release 3.2
m Release 3.5
m  NICE Interaction
Management Release 4.1
m  NICE Sentinel 4.1
SQL Server 2012 SP1 m  NICE Engage Platform 6.3
Enterprise Edition 64-bit = NICE Sentinel 6.X
SQL Server 2012 SP1 m  NICE Engage Platform 6.3
Standard 64-bit m  NICE Sentinel 6.X
SQL Server 2012 SP2 m  NICE Engage Platform 6.3
Enterprise Edition 64-bit = NICE Sentinel 6.X
SQL Server 2012 SP2 m  NICE Engage Platform 6.3

Cross-Release
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Microsoft Server Operating Systems

This section provides information regarding Microsoft Server Operating Systems. This includes secure
solutions, updates, and guidelines.

Contents
Windows 2000 Update Rollup 1 for Service Pack 4 . .. 40
Windows Server 2003 Service Pack 2 NICE Product SUpport .. ... 41
Windows Server 2003 Service Pack 1 Integration with NICE Servers ... ... . .. ... 46
Microsoft Windows Server 2003 Appliance Edition ... il 73
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Windows 2000 Update Rollup 1 for Service Pack 4

Windows 2000 Update Rollup 1 for Service
Pack 4

Product Microsoft Windows 2000 Update Rollup 1 for Service Pack 4

Release

Synopsis

As part of NICE's continuing effort to provide its customers with a secure solution, and in accordance with
our policy regarding service pack certification, NICE has certified Microsoft Windows 2000 Update
Rollup 1 for Service Pack 4.

The Update Rollup contains:

m  All security updates produced for Microsoft Windows 2000 from the time SP4 was released and up to
April 30, 2005, when the contents of the Update Rollup were finalized for testing by Microsoft.

m A number of updates that help increase system security and reliability, reduce support costs, and
support the current generation of PC hardware.

By including the most important updates for Microsoft Windows 2000, the Update Rollup makes it easier
for customers to improve security of Microsoft Windows 2000 systems, keep these systems up to date,
and build new deployment images.

Because the number of updates included in the Update Rollup is significantly lower than the number
typically included in a service pack, and because Microsoft has already released most of the contents
included in the Update Rollup as individual updates and hotfixes, the Update Rollup should require less pre-
deployment testing and planning.

Individual hotfixes made since SP4, but not included in the Update Rollup, remain available as individual
downloads.

No Future Service Packs

Microsoft believes the Update Rollup meets customer needs more effectively and with less disruption than
anew service pack, and there will be no Service Pack 5 (SP5) for Microsoft Windows 2000. SP4 becomes
the final service pack for Microsoft Windows 2000.

For details about Microsoft Windows 2000 Update Rollup 1 for Service Pack 4, see:
http://support.microsoft.com/default.aspx/kb/891861

¥ NOTE: Teknor PC based Renaissance systems are currently not certified for
Microsoft Windows 2000 Update Rollup 1 for Service Pack 4.

For More information, please contact NICE.

Cross-Release
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Windows Server 2003 Service Pack 2 NICE Product Support

Windows Server 2003 Service Pack 2 NICE
Product Support

Product Microsoft Windows Server 2003 Service Pack 2 Support
Release
Synopsis This section provides information about NICE support for Microsoft Windows
Server 2003 R2, Service Pack 2.
Overview
This section provides information regarding NICE products support for Microsoft Windows Server 2003,
Service Pack (SP2).
! Important!
m  All NICE servers must be installed with Microsoft Windows Server 2003 SP2.
m All clients must be installed with .Net 2.0 (side-by-side or pure), as Microsoft has a known
issue in Net 1.1 with Microsoft Windows Server 2003 SP2.
m  Oncomputers that have .Net2.0, serialization HF (KB914460) must be installed.
m  On Microsoft Windows Server 2003 SP2, only the NICE Perform versions that support
.Net 2.0 can be installed. This is relevant for servers and the workstations. See TN0736:
NICE Product Support for Microsoft .Net3.0.
Server Side
No. | Release Version Status

OK

NICE Perform RI (from SP7) OK (See Limitations on page 45)

NICE Perform RII (from SP4) OK (See Limitations on page 45)

NICE Perform 9.09 OK
NICE Perform R3 OK (See Limitations on page 45)
NICE Perform R3.1 OK
NICE Perform R3.2 OK

Cross-Release
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Windows Server 2003 Service Pack 2 Installation Procedure

No. | Release Version Status

NICE Perform R3.5 OK

NICE Interaction Management | For upgrades only
R4.1

Windows Server 2003 Service Pack 2 Installation
Procedure

Before You Begin

Before installation, check via My computer > Properties that the server is installed with Microsoft
Windows Server 2003, SP1, and not with Microsoft Windows Server 2003 SP2.

Figure 3-1: System Properties - General Tab

System Properiies “Ei
Advsnced | AuomsiclUpdsss | Remos |
| Goneed I Cormputes Mame | Haare
Syabam
Micinsolt Windews S enver 2000 R
N .-'-'-I-
=
i Rregittersd lc ~
Nice
BT 26504077764 45526
Coenguter:
Indedf R} Heonif ) CFU
5160 & 3006H:

300 GHz, 335 GE of Rl

DKIEmnell |

For Loggers only: Verify that the status of the Distributed Transaction Coordinator service is started. If itis
not, then you must start it before running the SP installation.

Cross-Release
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Windows Server 2003 Service Pack 2 Installation Procedure

Figure 3-2: Services Window

% Services
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SR OHCP Clenk Mansgesn.. Started  Aubomatic Local System
Drio vk S Outributed Link Tracking Chent Mantsrc .. Stwted  Automatic Local System
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S FIP Publishing ProvidesF...  Started  Automatic Local System
By Googhe Updater Sarvice Marmisl Local Systern
T Help e Sugeeiet Ersbles Ho,., Started  Automatic Lical Syshet

[ o T

3 Extended  Standd

#» To install Microsoft Windows Server 2003 SP2:
1. RunWindows Server 2003 SP2 .exe file.

Figure 3-3: Software Update Installation Wizard Window

Software Update Installation Wizard |

[ze thiz wizard toingtall the following software update:

@ Windows Server 2003 Service
Pack 2

Before pou inztall thiz update, we recommend that pou;

- Back up pour system
- Cloze all open programs

Yau might need to restart wour computer after you complete
thiz update. To continue, click Mest.

< Back Cancel Help

2. Click Next.
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Windows Server 2003 Service Pack 2 Installation Procedure

Figure 3-4: License Agreement

Software Update Installation Wizard

License Agreement

]

Ay
Ay

you muzt accept the agreement.

Fleaze read the following license agreement. To continue with setup,

2003
PLEASE WOTE:

For zupplement abtained from server
manufacturer ar zofbware inztaller. The
gerver manufacturer, or the software
inztaller, that distributes the software with

i~ | Do Mot Agree

SERYICE PaCk 2 FOR MICROSOFT *INDOWS SERVER j

< Back I Hent » I

Cancel | Help |

Select | agree, and click Next.

Figure 3-5: Select Options Window

Soltmare Update Installation Wizasd

Select Options f}" '
£/

Sebup coealng & backup of syiem e 20 you cor uninatal the service pack i
Focertary. Cholk Beowis 1o choome o Rocation bor thechs backup e, of cick Nt 1o
pccepl the kataor diplged Bk

Urariital Folder
CAWINDIW SN erncaPack Linnal sl

1 Fack

Click Next.
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Limitations

Figure 3-6: License Agreement Window

Software Update Installation Wizard |

License Agreement f!r.'U
ul I

Fleaze read the following license agreement. To continue with setup,
@ you muzt accept the agreement.

SERVICE PACK 2 FOR MICROSOFT wWiNDOWS SERVER j
2003

PLEASE WOTE:

For zupplement abtained from server

manufacturer ar zofbware inztaller. The

gerver manufacturer, or the software

inztaller, that distributes the software with ﬂ

i~ | Do Mot Agree v Iggrea Frirt |

< Back I Hent » I Cancel | Help |

5. Click Finish to complete the installation.

The server reboots.

Limitations

m  Recording On demand (ROD) Desktop will not work if a client has .Net1.1 side by side with .Net2.0,
and if the servers are installed with Microsoft Windows Server 2003, SP2.

m If ROD Desktop is needed and the clients have .Net1.1 side by side with .Net2.0, please contact
NICE Customer Support.

m If the client has .Net2.0 pure, then the ROD desktop will function properly.

m  Fornew ScreenSense server installations on top of NICE Perform Release || SP4 and NICE Perform
Release 3 SP2, a new .msi installation file is available in the HF directory. The ScreenSense server
must be installed from this file.

Cross-Release
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Windows Server 2003 Service Pack 1 Integration with NICE Servers

Windows Server 2003 Service Pack 1
Integration with NICE Servers

Product Microsoft Windows Server 2003 Service Pack 1 Integration with NICE
Servers

Release

Synopsis

As part of NICE’s continuous effort to provide its customers with a secure solution, and in accordance with
our policy regarding service pack certification, NICE has certified Microsoft Windows Server 2003 Service
Pack 1. Microsoft Windows Server 2003 Service Pack 1 provides advanced and significant security
features, including a built-in firewall, an improved IS security mechanism, program signature validation,
thus further enhancing NICE’s secure platform.

For details about Microsoft Windows Server 2003 Service Pack 1, see
http://support.microsoft.com/default.aspx/kb/889101.

This section provides instructions for installing and configuring Microsoft Windows Server 2003 Service
Pack 1 for NICE Servers running Microsoft Windows Server 2003 Standard or Appliance edition.

¥ NOTE: The procedures described in this section can be used for NICE Servers
running NICE Perform.

Overview

This section provides guidelines for installing and configuring Microsoft Windows Server 2003 Service
Pack 1 on NICE Servers.

Microsoft Windows Server 2003 Service Pack 1 provides the following enhanced security features:
m  Abuilt-in firewall

m  Enhanced security for Internet Explorer

m  Checks for a valid signature of programs during installation

By default, a firewall closes all ports to incoming network packets. This section explains how to open a port
permanently (known as statically opened ports), and to define specific applications for which the firewall
will open the necessary listening ports. These listening ports will remain open only when, and as long as,
these applications are running (known as dynamically opened ports).

This section provides instructions for installing Microsoft Windows Server 2003 Service Pack 1 on NICE
Servers, and describes how to security-tune your servers so that full-functionality of the system is
obtained. Security-tuning is performed in the Windows Firewall.

Cross-Release
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Known Issues and Limitations

¥ NOTE: After you complete security-tuning NICE components, we recommend

that you monitor all recording components at the site to ensure that they are
running properly.

Known Issues and Limitations

ISA Logger version 8.9 does not support Windows 2003 SP1.
NICE SNMP Manager 8.8/9.01 does not support Windows 2003 SP1.

Audio Manager running on NICE CLS 8.9 will not function properly after installing Windows 2003 SP1.

This means that Executive Connect and /or Playback via Turret (PVT) will not work. For additional
information contact NICE regarding installing Microsoft Windows Server 2003 Service Pack 1.

Installing Windows Server 2003 Service Pack 1 on

NICE Servers

! Important!

Before installing Microsoft Windows Server 2003 Service Pack 1, close NICE applications

and stop all NICE services.

If there is enough space on Disk C, go directly to Running the Microsoft Windows Server 2003 Service
Pack 1 Setup on page 54.

If there is not enough space on Disk C for SP installation, perform all the following steps.

Moving Unused Files - NiceLog Loggers below.
Moving Log Files - NiceCLS Servers on the next page.
Running the Disk Cleanup Wizard on page 50.
Copying the Service Pack 1 Installation File on page 53.

Running the Microsoft Windows Server 2003 Service Pack 1 Setup on page 54.

Moving Unused Files - NiceLog Loggers

This procedure must be performed for NiceLog Logger Versions 8.9 and 9.0.

© To move the unused files:

Move the installation files from Drive C: (usually found in C:\installs\i386) to Drive D: (the root folder).

Cross-Release
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Moving Log Files - NiceCLS Servers

Figure 3-7: Installs Folder
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|1 objects (Disk free space: 730 ME) |IZI bytes | J [y Computer

Moving Log Files - NiceCLS Servers

This section describes how to move the NiceCLS log files from Drive C: to Drive D:. This procedure must
be performed for machines running NiceCLS Version 8.9.

A
4

€» To move the log files:
1.

In Drive D:, create the following folder: D:\NICECTI\Log.

Cross-Release
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Moving Log Files - NiceCLS Servers

Figure 3-8: \Log Folder
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2. From the Start menu, select Run > Regedit.

3. Navigate to the following Registry key:
HKLM\SOFTWARE\NICECTINSYSTEM\LOG_DLL
Figure 3-9: Registry Editor

& Registry Editor
File Edit Wiew Favorites Help
- SETUP & | Name | Type | Data -
=-{0 SYSTEM @(Default) REG_SZ {value not set)
{11 CALLSRYR @CheckFilesInterv... REG_DWWORD 0x00000001 (1)
(] CHARSRYR [3B]currentMsguf  REG_SZ 300
- DBSRuR [ab] Debugtads REG_SZ Off
-] DISPATCH B¥EvertLoglevel REG_DWORD 0x00000320 (500
- LOCKMANAGER FiIeLeveI REG_DMWWORD Ox00000zhe {7000
i [ab]LagapplicationPid  REG_SZ
LogFiIeName REG_SZ cinicectitloglcti_log
LogFiIePath REG_ST criinicectitiloghy
@LogFileSpan_Days REG_DWWORD 0000000 {143
[R¥] maxFifaDepth REG_DWORD 0x000001F4 (S00)
[f¥]MaxLogFilesSizekh  REG_DWORD % 000002710 {10000
[ STATSRYR [aB] MaxMsgBUF REG_SZ 300
-] Loghpplication mastgLen REG_DWORD 000000200 (2560}
-] LOGGER,_DEF [R¥]MinFreeDiskspac.., REG_DWORD 00000032 {1000}
-] onSite_Canfiguration OpenConsoIeIFN... REG_S7 [{le]
{2 QUTPUT_MNGR. [3B] opade REG_5Z Async
-] PabxdList b Query.ﬁ.pplication... REG_5Z i NiceckbinLogQuery exe
{0 pLAvBACK [ screentevel REG_DWORD 0x0000012¢ (300
-~ PROCCOM [ab]singleLogFileName  REG_SZ cti_log
(1 Redundancy [ab] useMilisecs REG_SZ Mo i
(] SCHEDLLER [ab]usezipFiles REG_SZ Yes
D"g EETEES.. > WinZipLocation REG_SZ CHyiProgram Files) ) WinZip\\wINZIP3Z, ¥
| [ _>|_I 4] | _'IJ
My ComputeriHKEY_LOCAL MACHINENSOFTWAREINICECTINSYSTEMILOG _DLL v
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Running the Disk Cleanup Wizard

4. Set the value of LogFilePath as shown below:
Figure 3-10: LogFilePath

Edit String ]
Y alue name:
|LogFileFath
W alue data:

|d4hnicectiiloghy |

k. I Cancel

5. Click OK.

6. Set the value of LogFileName as shown below:

Figure 3-11: LogFileName

Edit String ]
Y alue name:
ILDgFiIeName
" alue data:

Id:'\nicectihlngkcti_lu:ug

k. I Cancel |

7. Click OK.

Running the Disk Cleanup Wizard

© To run the Disk Cleanup wizard:

1. Double-click My Computer.

2. Right-click on Drive C: and select Properties. The Local Disk Properties window appears.
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Figure 3-12: My Computer
=1 E3

| _'lf:

? My Computer
Tools  Help

File Edit Wiew Favorites
{3 Back - €3 ~ (¥ | ' Zearch | Folders | I T ) | -
Address | ' My Computer j @o
Marmne | Tvpe | Tokal Size | Free Space | Cammenks
Hard Disk Drives
e | ocal Disk (21 Local Disk. 2,93 GB 1.21 GB
e Local Disk (D) Local Disk, 3,90 GB 312 GB

Devices with Removable Storage
ﬁﬁ‘h Flappsy (&:) 34-Inch Floppy Disk,

| «'fj My Campuker

SIE

|
|Free Space: 1.21 GBE Total Size: 2,93 GE
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Figure 3-13: Local Disk (C): Properties Window

Dinive C

Local Disk {C:) Prupn*ties
Securty I Shadow Copiez I Cluota
General Toolz I Hardware I Sharing

< |

Type: Local gk,

File syztern:  MTFS

. Ilzed zpace; 1.846.714, 568 butes 1.71 GB

. Free space: 1,303,531 520 bytes 1.21 GE
Capacity: 3150 245 338 bytes 293 GR

|

Dizk Cleanup

™ Compress diive to save disk space

¥ Allow Indexing Service to index this disk for fast file searching

|

B

Cancel

Al

3. Click Disk Cleanup. In the Files to delete list, select all the files on the list. See Figure Figure 3-14.
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Figure 3-14: Disk Cleanup for Drive C: Window

& Disk Cleanup for {C:)

Diigk Clearup I tore Optionz i

i You can uge Dizk Cleanup to free up to 3,341 EB of digk
: zpace on [C:].

Eilez to delete:

Downloaded Program Files

é Temparary Intemet Files 0kB

2! Recycle Bin 576 KR

] Setup Lag Files TEIKE

Eﬂ Temporary filez 1,992 KB ‘:I
Total amount of dizk space you gain; 3.341 KB
— Description

Downloaded Program Filez are Actives controls and Java applets
downloaded automatically from the [nternet when pou view certain
pades. They are tempararily stared in the Downloaded Proagram
File= folder on wour hard dizk.

Wiew Files |

R HE|

k. I Cancel

4. Click OK. Disk Cleanup will clean all the selected files.

Copying the Service Pack 1 Installation File

! IMPORTANT

Since Windows Setup is generally extracted to the default drive (Drive C:), you must copy and

execute the setup file from Drive D:.

© To copy the Service Pack 1 installation file:

Copy the Service Pack 1 installation file to Drive D:. See Figure 3-15.
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Figure 3-15: :\SP1 Folder

# D:\sP1 k H=] E3
File Edit ‘iew Favorites Tools Help | -.ﬂ'
£yBack ~ o) - (T | - Search |“' Falders | B X e | [

Address |5 DiysP1 | B
Folders X || Mame = Sizel Type
@ Desktap EWindowsServermDS—KBSSgIDI—SPl—xSE—ENU.exe 337,230 KB Applicatic

[} My Documents
= tg’ Iy Compuker
\ﬁ 314 Floppy (A1)
e Local Disk (C:)
[=] % Local Disk (D)
1270 Installs
I 5p1
I WUTemp
[ Control Panel
& My Network Places
\_-;‘J Recycle Bin
[T screenshats

| |

|1 objects (Disk free space: 2,50 GEB) |329 ME | j Ty Compuber

w iz

Running the Microsoft Windows Server 2003 Service Pack
1 Setup

©» To run the Microsoft Windows Server 2003 Service Pack 1 setup:

1. Double-click WindowsServer2003-KB889101-SP1-x86-ENU.exe.

The file will be extracted to Drive D:. The Windows Server 2003 Service Pack 1 Setup wizard starts.
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Figure 3-16: Windows Server 2003 Service Pack 1 Setup Wizard

Windows Server 2003 Service Pack 1 Set*u Wizard I

Welcome to the
Windows Server 2003
Service Pack 1 Setup Wizard

Before pou inztall thiz update, we recommend that pou;

- Back up pour system

- Cloze all open programs
To complete this installation, 'Windows might require restarting
after yau finigh thiz wizard.

Tao continue, chick West.

Cancel Help

2. Click Next. The License Agreement window appears.
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Figure 3-17: Windows Server 2003 Service Pack 1 Setup Wizard - License Agreement

License Agreement

Windows Server 2003 Service Pack 1 Setup Wizard

Pleaze read the following license agreement. To continue with setup,

i~ | Do Mot Agree

Eﬁ; you muzt accept the agreement,

SUPPLEMEMTAL EMND USER LICEMSE AGREEMEMNT
SERVICE PACK 1 FOR MICROSOFT
WINDOWS SERVER 2003

FLEASE READ THIS SUPPLEMENTAL END-USER

LICEMSE AGREEMEMNT ['SUPFLEMEMTAL ELILAY

CAREFULLY. BY IMSTALLING OR USING THE

SOFTWARE THAT ACCOMPAMIES THIS SUPPLEMENTAL _1]

=]

 Tdges ot |

< Back I Hent » I Cancel | Help I

3. Select | Agree and click Next. The Windows Select Options window appears.
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Figure 3-18: Select Options Window

Windows Server 2003 Service Pack 1 Setup VWizard |

-
ag

Select Oplions %

Setup creates a backup of system files 20 pou can uningtall the service pack if
neceszany. Click Browse to chooze a location for these backup files, or click Mest to
accept the location dizplayed below.

Ininztall Folder
LA DS S EMES erviceP ack U ninztalld

Browse. . |

Cancel | Help |

4. Click Browse and select Drive D. Click OK. The Select Options window will now appear as shown
below.
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Figure 3-19: Select Options Window

]|

b
it |
sy

Windows Server 2003 Service Pack 1 Setup VWizard

Select Oplions

Setup creates a backup of system files 20 pou can uningtall the service pack if
neceszany. Click Browse to chooze a location for these backup files, or click Mest to
accept the location dizplayed below.

— Urinztall Folder
C:A$ntzervicepackuninstall$

< Back Hent » Cancel Help

¥ NOTE: If you have enough space on Disk C for SP installation (and you skipped
the previous steps for moving to Disk D) leave the default path for uninstall folder
- C:\\WINDOWS\$NtServicePackUninstall$.

5. Click Next. The installation process starts. When the installation is complete, the Complete window
appears.
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Figure 3-20: Select Options - Complete Window

Windows Server 2003 Service Pack 1 Setup VWizard |

Completing the
Windows Server 2003
Service Pack 1 Setup Wizard

Y'ou have successfully completed the Service Pack 1
Setup “Wizard.

To apply the changes, the wizard has to restart
Wiindows. To restart Windows autornatically, chck
Finigh.

[f you want ba restart later, zelect the Do nat restart now
check bow, and then click Finizh.

¢ Back I Finizh I [Zarcel Help

6. Click Finish. Your server will now restart.

¥ NOTE: The restart process will take a bit longer than usual.

Security-Tuning Your System

Security-tuning your system involves:

m  Enabling the Windows Firewall Service below.

m  Opening Ports on the next page.

m  Adding Applications to the Exceptions List on page 63.

m Activating the Windows Firewall on page 64.

Enabling the Windows Firewall Service

After you install Microsoft Windows Server 2003 Service Pack 1, it is possible to enable the Windows
Firewall service.

¢» To enable the Windows Firewall service:

1. Open the Control Panel and double-click Windows Firewall. The following message appears.
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Figure 3-21: Windows Firewall Message

Windows Firewall I

Mindows Firewall cannok run because the Windows FirewallfInternet Connection Sharing (ICS)
service is nok running. To use Windows Firewall, wou musk start the Windows Firewall/TCS service,
If vou configure exceptions For applications or services that were running before wou skarked
Windows Firewall, wou might hawve to restark wour computer so that these applications and services
run properly, Do you want to skark the \Windows Firewall/TCS service?

2. Click Yes and close the Windows Firewall application. The Windows Firewall service is now enabled,
however, the Windows Firewall is not active yet.

Opening Ports
¢ To add ports to the firewall:

1.  From the Start menu, select Settings > Control Panel > Windows Firewall.

The Windows Firewall window appears.
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Figure 3-22: Windows Firewall Window

=2 wWindows Firewall

General I Exzephions | Advanced

our PC iz mat protected: turh on Swindows Firewall

Windows Firewall helps protect pour computer by preventing unauthorized users
from gaining accesz to pour computer through the Intemet or a nebwark.

Thiz zetting blocks all outzide sources from conneching ta thiz
computer, with the exception of thoze zelected on the Exceptions tab.

[~ Don't allow exceptions

Select thiz when pou connect to public networksz in less secure
lozations, such az airportz. Y'ou will not be naotified when YWindaws
Firenwall blocks programs. Selections on the Exceptions tab will be
igriored.

@ & o

Aeeoid uzing thiz zething. Turning off Windows Firewall may mak.e thiz
computer more vulherable to wiruses and intruders.

Far infarmation, zee the Microzoft Wekb site.

Ok, Cancel

¥ NOTE: The Windows Firewall is still not set to On. Do not set it to On yet!

2. Click the Exceptions tab.
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Figure 3-23: Windows Firewall Window - Exceptions Tab

= Windows Firewall

General Ewxceptions I Advanced

wWindows Firewall is turned off. our computer iz at rigk of attacks and intrugions
from outzide sources such az the Intermet. "We recommend that you click the
aeneral tab and select On.

Programs and Services:

_Mame
File and Printer !
LOGGER-MicelCam
LOGGER-MiceCom?
LOGGER-MiceCom3
LOGGER-MiceCamd
PC_Anpwherel
PC_Armwhers2
[ Remate Desktop
RTS1
RTSZ

RTS3 =l
At Pioarar. 4dd Part.. ] B Delete ]

¥ Display a notification when Windows Firewall blocks a program

k. I Caticel

¥ NOTE: Ensure that Display a notification when Windows Firewall blocks a
program is selected.

3. Click Add Port. The Add a Port window appears.
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Figure 3-24: Add a Port Window

Add a Port

ze these zetings to open a port trough Windows Firewall. To find the part
rumber and protocal, conzult the documentation for the progran or service wou
wank to uze.

M arne: |

Port nurber:

(® ICP CJUDP

What are the nzks of opsning 2 pork?

LChange scope... |

4. Referringto Network Usage by NICE Systems on page 65, add the port and click OK. Repeat this
step for all NICE ports.

Adding Applications to the Exceptions List

When certain applications run for the first time, a warning message may appear asking if you want to

unblock the application. Clicking Unblock will add the application to the firewall Exceptions List, enabling
you to run the application.

¢ To add an application to the Exceptions list:

1. Startthe NICE Server and run all system modules. The following Windows Security Alert may appear.
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Figure 3-25: Windows Security Alert (Example)

%= windows Security Alert

To help protect your computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking thiz program?

Q M arne: Screenfgent
Publizher: Mice Syatems Ltd.

K.eep Blocking [niblock, Azk Me Later

Windows Firewall has blocked thiz program from accepting connections from the
Internet or a network. |f pou recoghize the program or truzt the publisher, you can
unblock it When should | unblock a program?

2. Click Unblock. The application is added to the Exceptions list.

Activating the Windows Firewall

After you complete adding all exceptions to the Windows Firewall, the Windows Firewall must be
activated.

#» To activate the Windows Firewall:

1. Inthe Control Panel, double-click Windows Firewall. The Windows Firewall opens.

2. Click the General tab.

Cross-Release
Third Party Technical Guidelines (C8) -64 -



3: Microsoft Server Operating Systems

Network Usage by NICE Systems

Figure 3-26: Windows Firewall - General Tab

= Windows Firewall

General I Exceptions | Advanced

Yoaur PC iz noft protected: bt on Safindows Firgwall

[ Don't allow exceptions

ignored.

9 o

computer more vulnerable to wiruzes and intruders.

For infarmation, zee the Microzoft \Web site.

Thiz setting blacksz all autzide sources fram connecting ta this
computer, with the exception of thoze selected on the Exceptions tab.

WWindows Firewall helps protect vour computer by preventing unauthorized uzers
from gaining access ko yaur compter through the [nternet or a netwark,

Select thiz when vou connect to public networks in less secure
lacationz, such as airparts. You will not be natified when Windaws
Firewall blocks programz. Selections on the Exceptions tab will be

Ayvoid uzing this setting. Tuming off “Windows Firewall may make thiz

B |

Caticel

3. Select On and click OK. The Window Firewall is now active.

Network Usage by NICE Systems

Following are general comments regarding network usage by the system:

m  The port used by the CAPI can be configured on both the NiceCLS side and the application side.
Changes can be done from the registry. Certain drivers use the CAPI in order to communicate with the
Call Server. In these cases you must change the port number in the driver too. All those mentioned

configurations are configured from the Registry.

m Ports 161,162, 6665 are used between system components (UDP) for Nice SNMP service (NICE

Supervision SNMP and/or Unicenter SNMP).
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m  Mostinternal server-server and client-server communication in the system is done through the
Nicecomm layer. Nicecomm is limited to a maximum of 50 connections on the same port.

¥ NOTE:

m  The Integration (driver) may require opening a specific port(s) in order to
communicate with the CTI server

m The ports used by pcAnywhere are as follows:
m  pcAnywhere 10.x and up: TCP 5631, TCP 5632
m  pcAnywhere down from 10.x: TCP 65301, TCP 22

TCP/UDP Ports Used by NICE Servers Version 8.9
NiceCLS ServerServer Side

Table 3-1:
TCP/UDP Ports Used by NiceCLS Server
Port Used By
TCP
2050 CAPI (Can be configured to use other ports as well.)
1433 Database
UDP
2005 Status Server
2002 Output manager
4387 Lock manager
34462 Lock manager

NiceLog Voice Logger

Table 3-2:

TCP/UDP Ports Used by NiceLog Voice Logger
Port Used By
TCP
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Table 3-2: TCP/UDP Ports Used by NiceLog Voice Logger (continued)

Port Used By
2011 NiceCom
TCP
2001 NiceCom
UDP
2000 Nicecom
2012

NiceScreen Logger

Table 3-3:
TCP/UDP Ports Used by NiceScreen Logger

Port Used By
TCP

2102 Nicecom
2152 Nicecom

TCP (Citrix Environment)

3020>3020+n n=number of agents
UDP
2101
RTS (Remote Tape Server)
Table 3-4:
TCP/UDP Ports Used by RTS
Port Used By
TCP
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Table 3-4: TCP/UDP Ports Used by RTS (continued)

Port

Used By

3001

3002

UDP

3011

3012

Media Library

Table 3-5:

TCP/UDP Ports Used by Media Library

Port

Used By

UDP

2000

Printer Server

Table 3-6:

TCP/UDP Ports Used by Printer Server

Port

Used By

UDP

2006

Application Web Server
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Table 3-7:

TCP/UDP Ports Used by Application Web Server
Port Used By Comment
TCP
80 (HTTP)
8080 (HTTP)

Storage Center

Table 3-8:

TCP/UDP Ports Used by Storage Center
Port Used By
TCP
7200

TCP/UDP Ports Used by NICE Servers Version 9

Web Applicatio

ns Center

Table 3-9:
TCP/UDP Ports Used by the Web Applications Center
Portin 9.0 Used By Comments
TCP
80 WebServer
8080 WebServer
62070 User Admin
62070 System Admin
62071 Audit Trail
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Table 3-9: TCP/UDP Ports Used by the Web Applications Center (continued)

Port in 9.0 Used By Comments
62072 Rule Manager
62073 Locate Service
62074 Unified Query
62075 Monitor
62076 Playback Media Server
62077 Playback resource manager
62078 Playback media service
62079 Rule engine
62080 Coaching
62081 My Universe
62082 Call Flow Analysis
Unicenter SNMP Manager
Table 3-10:
TCP/UDP Ports Used by Unicenter SNMP Manager
Portin 9.0 Used By Comments
UDP
161 UniCenter SNMP Manager
NiceLog Logger
Table 3-11:
TCP/UDP Ports Used by NiceLog Logger Version 9
Portin 9.0 Used By Comments
TCP
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Table 3-11: TCP/UDP Ports Used by NiceLog Logger Version 9 (continued)

Port in 9.0 Used By Comments
2001 Nicelog Logger
2011 NicelLog Logger
UDP
2000 NicelLog Logger
2012 Nicelog Logger
NiceScreen
Table 3-12:
TCP/UDP Ports Used by NiceScreen
Portin 9.0 Used By Comments
TCP
2001, 2102 Screen Agent for desktop
3020 Screen Agent for terminal server
30100 MML
UDP
30102 MML

NICE Playback Server

Table 3-13:
TCP/UDP Ports Used by NICE Playback Server
Portin 9.0 Used By Comments
TCP
8000 -8003 PBS Link
8010 PBS Link
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NICE Storage Center

Table 3-14:
TCP/UDP Ports Used by NICE Storage Center

Port in 9.0 Used By Comments

TCP

30002-30004 Storage Center

NICE Interaction Center

Table 3-15:
TCP/UDP Ports Used by NICE Interaction Center

Portin 9.0 Used By Comments

TCP

62050,62051 Call Server

62059 SNMP

62060 Dispatch Used by the SNMP logic
62061 Scheduler Used by the SNMP logic
62069 RCM

Database Server

Table 3-16:

TCP/UDP Ports Used by the Database Server
Portin 9.0 Used By Comments
TCP
1433 SQL Server
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Microsoft Windows Server 2003 Appliance
Edition

Product Microsoft Windows Server 2003 Appliance Edition
Release
Synopsis Commencing April 2005, the operating system configuration for

NicelLog and Interaction Capture Unit product lines is changing from
Microsoft Windows Server 2003 Standard Edition to Microsoft
Windows Server 2003 Appliance Edition.

Microsoft Windows Server 2003 Appliance Edition is a joint venture of Nice Systems and Microsoft as part
of our OEM membership. This now provides an optimized operating system for NiceLog logger and the
Interaction Capture Unit based upon Microsoft Windows Server 2003 technology and is especially
designed to address the different performance needs of our capturing platform.

Additionally Microsoft Windows Server 2003 Appliance Edition makes redundant the different services and
operating system resources which are not being used by the recording platform. This will provide better
performance on the one hand and enhanced security on the other hand, by disabling different components
which are not being used and may be a potential for security breach.

||\:/I,&C(5030ft Windows Server 2003 Appliance Edition

Q: For which NICE server is Microsoft Windows Server 2003 Appliance Edition suitable?

A: Microsoft Windows Server 2003 Appliance Edition is suitable for NiceLog Loggers and the Interaction
Capture Unit (as part of NICE Perform).

Q: Why is Microsoft Windows Server 2003 Appliance Edition is suitable only for NiceLog Logger and
Interaction capture unit?

A: The reason is related to the fact that all other system components are a S/W only solution and the
operating system is provided by the customer.

Q: Is there a special price for NiceLog Logger with Microsoft Windows Server 2003 Appliance Edition.

A: No. As from the official announcement every NicelLog Logger and Interaction Capture Unit will be
shipped with Microsoft Windows Server 2003 Appliance Edition as default.

Q: Does the fact that I'm using Microsoft Windows Server 2003 Appliance Edition on the NiceLog Logger
affects in any way Microsoft security patches and service pack related issues.

A: No. Microsoft Windows Server 2003 Appliance Edition has no affect on any MS security patches and
service pack related issues. The list of certified MS security patches and service packs is available on the
ExtraNICE and being updated constantly.

Q: Where can | buy a copy of Microsoft Windows Server 2003 Appliance Edition?
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A: Microsoft Windows Server 2003 Appliance Edition is not available for a public use. Only Nice Systems
is authorized to provide a copy and licensing of this Microsoft Windows edition.

Q: Does Microsoft Windows Server 2003 Appliance Edition affect in any way Nice Systems language
support?

A: Microsoft Windows Server 2003 Appliance Edition is transparent from an end user standpoint.

Q: Is the Microsoft Windows Server 2003 Appliance Edition suitable for the 8.9 ISA based NiceLog Logger
orjust to the PCI?

A: Microsoft Windows Server 2003 Appliance Edition is applicable for both ISA and PCI based NicelLog
Logger.

Overview

From April 2005, an Image CD (Ghost) will be shipped with each NICE High Density Logger, NICE
Interaction Capture Unit or Nicelog version 8.9 ISA, instead of Microsoft Windows Server 2003 installation
CDs.

This Image CD (Ghost) can also be used to recover the logger in a case of a crisis on site

! Important!
m This Image CD (Ghost) is for use only with systems sent from April 2005.

m The installation will only function properly with CPUs shipped after April 2005, otherwise
you may be prompted to replace your CPU.

m  See below to verify if your CPU version is approved, if not it will be necessary replace
your CPU.

Figure 3-27: NICE CPU Verification Tool

Each shipment includes the following items:
m  1x1.44 MB Bootable diskette:
Label: Windows Server 2003 Appliance Recovery — Network Installation Diskette.
m 2 xImage CD (Ghost):
Label: Image CD for PCI Logger/ ICU / ISA Logger 8.9 W2K3 Appliance (CD # 1 of 2).
Label: Image CD for PCI Logger/ ICU / ISA Logger 8.9 W2K3 Appliance (CD # 2 of 2).
m 1 x Windows installation files CD.

Label: MS Installation files for W2K3 Appliance edition (1386).

¥ NOTE: This CD contains Windows installation files for further installation.
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Recovering the Logger

There are several options to recover the Logger:

m  Replacing the Failed HDD with a Preloaded HDD below (Most recommended option).
m Installing the Image CD (Ghost) from a Logger DVD Device on the next page.

m Installing the Image CD (Ghost) from a Workstation on page 79.

Replacing the Failed HDD with a Preloaded HDD
#» To Replace the Failed HDD with a Preloaded HDD

NICE Systems Ltd. recommends ordering a preloaded HDD for fast replacement at the site. Each
preloaded HDD is compatible to a specific platform

Platform Preloaded HDD
NICE High Density Logger v9.0 36GB or 72GB SCSI HDD
NICE Interaction Capture Unit 250GB IDE HDD
NicelLog Logger ISA 8.9 36GB or 72GB SCSI HDD

m  Contact support@nice.com to order this preloaded HDD.

Installation Notes

m  The preloaded HDD contains the Windows application only.

m  After the installation, you will need to install the Logger S/W from the CDs you received with your
system.

m  Where there are two or more HDDs installed, the master HDD is HDD1

Table 3-17: NiceLog Storage Device Configuration

Configuration Description

Up to three hard drives and up to two archiving Hard drive assembly: from |D.0 to ID.2.
devices 1st HDD ID 0

2nd HDD (optional): ID 1

3rd HDD (optional): ID 2

[FADD1 | HDDZ |

L r| | Archiving device assembly:

m 1st Device (optional): ID 6 (SCSI)/Master (IDE)
_rc g
2nd Device (optional): ID 5 (SCSI)/Master

(IDE)
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m  Afterreplacing the HDD, Found New Hardware message boxes will appear, click Cancel on all
message boxes.

Continue installing the NICE S/W according to Installing the NiceLog High Density Logger Software
installation manuals for versions 8.9 and 9.0 on the ExtraNICE.

m  Afterthe NICE S/W Installation is completed, all Found New Hardware message boxes will disappear.

m  For RAID devices see NICE High Density Logger Hardware Guide (PCI Loggers) and Nice Technical
Reference Guide-Short Term Storage Devices (ISA Loggers). Replace the faulty HDD with a regular
HDD (not preloaded HDD) and rebuild your HDD from the RAID device.

Installing the Image CD (Ghost) from a Logger DVD
Device

¥ NOTE: Where there is a faulty HDD, replace this HDD before installing the
Image CD (Ghost).

& To Install the Image CD (Ghost) Installation from a DVD Device:

1. Configure the BIOS Boot Sequence to startup from the DVD device. (From the BIOS: BIOS
FEATURES SETUP > BOOT SEQUENCE).

2. Insert the 1st CD installation Image CD (Ghost) [Label — Image CD for PCI Logger/ ICU / ISA Logger
8.9 W2K3 Appliance (CD # 1 of 2)] into the DVD device.

3. Reboot the system.

4. From the Microsoft Windows 98 Startup Menu select 1 (NICE Products Images...) and press
Enter.

Figure 3-28: Microsoft Windows 98 Startup Menu

Microsoft Windows 98 Startup Menu

. NICE CPU BIOS Setting...

. Norton Ghost Walker (Set new SID)
. Norton Ghost 8.0.

. Doz Prompt with CD Support.

Enter a choice: 1

! Important!

Use only menu options that are specifically mentioned! (The other options are for NICE
Engineers only.)
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5. From the next screen, select machine type (NiceLog PCI /ICU / NiceLog ISA 8.9) and press Enter.
Figure 3-29: Microsoft Windows 98 Startup Menu

Microsoft Windows 98 Startup Menu

Enter a choice: 1

6. Thelmage CD (Ghost) will start running automatically.

7. Wait for prompt and then replace the second CD [Label —Image CD for PCI Logger/ ICU / ISA Logger
8.9 W2K3 Appliance (CD # 2 of 2)].

8. Select OK with the arrow buttons and press Enter.

& To Restore BIOS Factory Settings:

1. Insert the 1st CD installation Image CD (Ghost) [Label — Image CD for PCI Logger/ ICU / ISA Logger
8.9 W2K3 Appliance (CD # 1 of 2)] to the DVD device.

2. From the Microsoft Windows 98 Startup Menu select 2 (NICE CPU BIOS Settings...) and press
Enter.

Figure 3-30: Microsoft Windows 98 Startup Menu

Microsoft Windows 98 Startup Menu

1. NICE Products Images...

. Morton Ghost Walker (Set new SID)
. Morton Ghost 8.0.
. Doz Prompt with CD Support.

Enter a choice: £

3. From the next screen, select machine CPU type (NiceLog PCI/ICU /ISA 8.9) and press Enter. This
will restore the BIOS factory settings.
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Figure 3-31: Microsoft Windows 98 Startup Menu

Microsoft Windows 98 Startup MHenu

Enter a choice: 1

NICE S/W Installation

Configure the IP address and the computer name according to your network identification.

You must create the E partition on the HDD accordingly.

& To create a partition:

1. Right-click My Computer, select Manage.
2. Select Computer management (Local) > Storage > Disk Management.

3. Right-click the third partition and select New Partition from the drop down context menu.

Figure 3-32: Disk Management

=) File Action View

Window  Help . _iﬁ'ij_ﬁj
5

Volume 1 Layout ’ Type 1 File Systemi Skatus ] Capacity | Free Space | % Free ’ Fault Tolerancei Owerhe
=D (C:) Partition Basic MTFS Healthy (System) 2.93GE 993 MB 33 % Mo 0%
{ = (D) Partition Basic MTFS Healthy 391 GE  3.68 GB 99 Mo 0%
Removable Storage
& Disk Defragmenter
i &g Disk Management
& '__@ Services and Applications
4| | &
=FDisk 0 T T —
Basic | {C2) (D) | 1
68.45 GB 2,93 GB NTFS 391 GB NTFS 161,61 GB

Onlire | | Healthy {Systern) || Healthy || Unallocated

Properties

Help

B Unallocated W Frimary partition
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4. From the New Partition Wizard, select Next (keeping the default settings) until you open the Format
Partition window.

Figure 3-33: New Partition Wizard

New Partition Wizard d x|

Format Partition
To store data on thiz partition, pou must format it first,

Chooze whether pou want ko format thiz partition, and if 20, what zettingz you want to uze.

v Do hat format thiz partitior

£~ Farmat thiz partition with the following settings:

File apstem: | MTFS _ﬂ
& oeation Lnit Eize; | Detauilt _vJ
Yoline | abel: |NEW Yaolume

I Eerform aiguick format

[T Enatilefile and falder compression

< Back I MHewt > I Cancel

5. Ensure that Do not format this partiton checkbox is marked and complete the Wizard.

6. Continue installing NICE S/W, see Installing the NiceLog High Density Logger Software installation
manuals for versions 8.9 and 9.0 on the ExtraNICE.

7. Afterthe NICE S/W installation is completed, all Found New Hardware message boxes will disappear.
Installing the Image CD (Ghost) from a Workstation

¥ NOTE: Where there is a faulty HDD, replace this HDD before installing the
Image CD (Ghost).

©» To Check for Workstation NetBIOS configuration:
1. Click Start > Settings > Network and Dial-up Connections.

2. Right-click the Local Area Connection icon, and click Properties.
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Figure 3-34: Check for Workstation NetBIOS Configuration

E1 Network and Dial-up Connections

File Edit ‘Wiew Favorites Tools

advanced  Help

dm Back v = - | Qsearch [YFclders o4 | fe 2 w5 | -

Address I Metwork and Dial-up Conneckions

—1 f-S) — e
Pl 1
Y = L @
- Make Mew
Network and Dial-up  “ennection

Connections

Local Area Connection
Tvpe: LAN Connection
Status: Enabled

Inkel{R) PROY100 YE Metwork,
Conneckion

@. Displays the properties of the selected connection,

Local frea
Conneckio

Dizable
Status

Create Shaorkout
[elete
Rename

o, ]

A

3. From the Local Area Connection Properties window, select Internet Protocol (TCP/IP) and then

click Properties.

Figure 3-35: Local Area Connection Properties Window

Gengral |

Connect using;

| EE Int=llR) PROA100 VE Network Connection

Components checked are used by this connection;

v B, Client for Microsoft Netwarks
vl 2 File: and Printer Sharing For Microsoft Metwarks
ool NP1 =

Install..

Uninstall | Properties
L

NG

Description

Transmission Control Pratocol/Anternet Pratocol.

& default

wide area network, protocol that provides communication
across diverse interconnected network s

IV Show icon in taskbar when connected

Ok | Cancel

The Internet Protocol (TCP/IP) Properties window opens.

4. Click Advanced to reach the Advanced TCP/IP Settings window.
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Figure 3-36: Internet Protocol (TCP/IP) Properties Window

General |

‘You can get IP settings assigned automatically if your netwark supports
this capability. Othenwise, pou need to ask pour network. administrator for
the appropriate IP sattings.

1+ Obtain an P addiess automatically
— Use the fallowing IP address

IP address:

Subriet mask:
[efault gateway:

1 (Obtain DNS server addiess automatically

—" Use the following DNS server addresses

Frefered DHS senver
Altemate DNS server

Cancel

5. From the Advanced TCP/IP Settings window, select the WINS tab, and then select Enable NetBIOS

over TCP/IP.
Figure 3-37: Advanced TCP/IP Settings - WINS Tab

Advanced TCP/IP Settings
IP Setl\ngsl DN J t\onsl

WINS addresses, in order of use:

Add. Edi. Remove |

It LMHOSTS lookup is enabled, it applies ta all connections far which
TCP/IP is enabled.

[V Enable LMHOSTS lockup Import LMHOSTS...
i« Ehle MetBIOS over TCRAP
e e

" DiRaoe e PR
" Use NetBIDS setting from the DHCF server

Cancel

6. Close all open dialogs.

€» To Share Workstation CD-ROM:
1. Open My Computer and right-click CD-ROM.

2. Navigate to My Computer > CD-ROM > Sharing....

The Compact Disc Properties window opens.
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Figure 3-38: Sharing...

@; My Computer _ -10] x|

File Edit ‘“iew Favorites Tools Help ﬁ

dmBack o~ = o« | Dhsearch [ Folders §3|ﬁﬁ L % w5 | -

Address E.EJ. My Compuker j @GD
] =
- L =)
VIR 314 Floppy i Control Panel
(A

My Computer Open

Explare
Compact Disc {D:) Search

Campack Disc

Scan for Yiruses, ..

Eject

Create Shorkouk

Displaws the properties For sharing the selected folder Eropaibis s

3. Click the Sharing tab, and select Share this folder.
4. Inthe Share name text box, type in CDROM with no spaces but with CAPITAL LETTERS.

5. Click Permissions to access the Permissions for CDROM window.
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Figure 3-39: Compact Disc (D:) Properties - Sharing Tab

Compact Disc {D:) Properties 2| x|

Generall Hardwaé Sharing )/eb Sharingl

Q ‘You can share this folder among other users on your

network. To enable shanng for this folder, click Share this
folder.

" Do not share this folder
:f Share this folder

Share name: ;I

Comment: I

User limit; ¢ Mawimum allowed

" Allow I _lj Users
To set permissions for how users access thi Parmis sons | )
folder over the network, click Permissions.

To configure settings for Offline access to Cachin
this shared folder, click Caching. 3

New Share

0K Cancel Apply

6. From the Permissions for CDROM window, ensure that the Everyone group is defined with a Read
permission.

Cross-Release
Third Party Technical Guidelines (C8) -83-



3: Microsoft Server Operating Systems
Installing the Image CD (Ghost) from a Workstation

Figure 3-40: Share Permissions Window

Share Permissions |

Warme | Add..

Remove |

Permissions:

Bl

Deny

Full Control
Change
Read

V]

[m]
[m]
a

o]

Cancel |

Apply

7. Close all open dialogs.

8. Insert the 1st Image CD (Ghost) [Label: Image CD for PCI Logger/ ICU / ISA Logger 8.9 W2K3
Appliance (CD #1 of 2)] in the Workstation CD-ROM.

€ To Set Workstation, Domain / Workgroup, User Name and Password:

1.  Note down the following Workstation information:

m  Full computer name (Up to 15 characters) (1)

(For example — NICE-Systems)
m  Domain/ Workgroup name (Up to 15 characters) (2)

(For example — GROUPNAME)

m  Write Workstation local Username and Password information:

m  Workstation local Login Username 3)

m  Workstation local Login Password 4)

[P NOTE: For Computer Name and Workgroup / Domain name:

Right-click My computer > Properties > Network Identification tab to see the System
Properties window.
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Figure 3-41: System Properties - Network Identification Tab

System Properties

Metwark Identfication | Dardware | User Prafiies | Advanced |

| windows usss the following information to identify paur computer
on the network.

Full computer nameg MICE-Systems.
‘o group: GROUPMNAME

Tos reiarme this computer ot join  domain, cick
Propertis.

/Yy Changss will take sffect sfter you reskart this computer

Ok | Cancel | Apply |

& To Install the Image CD (Ghost):

1. Inthe Logger, configure to startup from the floppy drive.
(From the BIOS: BIOS FEATURES SETUP > BOOT SEQUENCE)

2. Insert the Diskette [Label — Windows Server 2003 Appliance Recovery — Network Installation
Diskette] to the Floppy drive.

! Important!

Verify that the write protect tab on the diskette is closed. (Enable rewrite on diskette)

3. Reboot the Logger.

& To Upload the Image from the Workstation CD-ROM:

! Important!

Use only menu options that are specifically mentioned! (The other options are for NICE CS
Engineers only.)

1. Fromthe MS DOS 6.22 Startup Menu, select 1 (NICE Products Images...) and press Enter.

The window opens.
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Figure 3-42: MS-DOS 6.22 Startup Menu

M5-DOS 6.22 Startup Menu

. NICE CPU BIOS Setting...

. Norton Ghost UWalker (Set new SID)
. Norton Ghost 8.0,

. Dos Prompt with CD Support.

Enter a choice: 1

2. From the MS-DOS 6.22 Startup Menu now select machine type (1 —NiceLog PCI/2-1CU /3 -
NiceLog ISA 8.9) and press Enter.

Figure 3-43: MS-DOS 6.22 Startup Menu

M5-D0S 6.22 Startup Menu

Z. Interaction Capture Unit 9.0 Image. (Windows 2003 fAppliance)
3. Nicelog ISA 8.9 Image. (Windows 2003 Appliance)

Enter a choice: 1

3. Wait afew seconds for the Download Ghost Image from Workstation CD Drive via Network
window and then fill in the details,see To Set Workstation, Domain / Workgroup, User Name and
Password: on page 84.

Enter workstation name
Enter workgroup/domain
Enter work station user name
4. Wait afew seconds and then type your user name.
5. Type your password.
6. When prompted to create a password, type N and press Enter.
The Image CD (Ghost) will start running automatically.

7. Wait for the prompt and then replace the second CD [Label — Image CD for PCI Logger/ICU / ISA
Logger 8.9 W2K3 Appliance (CD # 2 of 2)].

8. Select OK and press Enter.

9. Atthe end of the installation a Network Installation Done notification appears.
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10. Press Enter to confirm.

& To Restore BIOS Factory Settings:
1. Reboot the system (ALT+CTRL+DEL).

2. Fromthe MS-DOS 6.22 Startup Menu select 2 (NICE CPU BIOS Settings...) and press Enter.
Figure 3-44: MS-DOS 6.22 Startup Menu

M5-D0S 6.22 Startup Menu

1. NICE Products Images...

3. Norton Ghost Walker (Set new 3ID)
4. Norton Ghost 8.0.

5. Dos Prompt with CD Support.

Enter a choice: 2

3. From the next screen, select your machine CPU type (NiceLog PCI/ ICU / NiceLog ISA 8.9 BIOS
Settings) and press Enter to restore the BIOS factory settings.

Figure 3-45: MS-DOS 6.22 Startup Menu

H3-D0S 6.22 Startup Menu

Z. Nicelog ICU 9.0 BIOS Setting. (PROX-1753)
3. Nicelog ISA 8.9 BIOS Setting. (PROX-1635)

Enter a choice: 1

4. Wait afew seconds, the system will reboot automatically.

! Important!

Remove the diskette from the floppy drive while rebooting.
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5. For Software Installation, see NICE S/W Installation on page 78.

6. Continueinstalling NICE S/W, see Installing the NiceLog High Density Logger Software installation
manuals for versions 8.9 and 9.0 on ExtraNICE.
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This section provides information regarding Microsoft Client Operating Systems. This includes secure
solutions, updates, and guidelines.

Contents
GENEral .o, 90
WNAOWS X P 91
Windows 7 32-bit/64-bit .. 104
Windows 8 and Windows 8.1 32-bit/64-bit .. ... ... . 115
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General

Localization

NICE does not support machine names and/or domain names with non-ASCII characters (IRI) on Client
workstations.
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Windows XP

glICE Product Support for Windows XP Service Pack

Product NICE Product Support for Microsoft Windows XP Service Pack 3

Release NICE Engage Platform 6.3, NICE Interaction Management 4.1, NICE
Perform® Release 3 SP4, NICE Perform Release 3.1, Release 3.2,
Release 3.5, and Version 8.9, NiceCall Focus 1|

Synopsis This section describes NICE product support for Microsoft Windows
XP Service Pack 3

Overview

This section provides information regarding NICE product support for Microsoft Windows XP, Service
Pack 3.

Microsoft Windows XP, Service Pack 3 was certified on Version 8.9, NiceCall Focus Ill, Nice Perform
Release 3 SP4 NICE Perform Release 3.1, NICE Interaction Management 4.1 and on NICE Engage
Platform 6.3, for all client side applications as follows:

Server Side Support

NiceCall Focus Il

Client Side Support
m  NICE SetSecurity Application
m  NICE Reporter Viewer

m  NICE ScreenAgent

m  NICE ScreenSense Agent

m  NICE Player

m  Record on Demand (ROD)

m  Survey Manager

m  Remote Tape Server (RTS)

m  Media Library

m  VoIP Recording Agent (VRA)
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Security-Tuning Guidelines for NICE Software
Components Running Windows XP Service Pack 2

Product Security-Tuning Guidelines for NICE Software Components Running
Microsoft Windows XP Service Pack 2

Release

Synopsis

Overview

This section provides guidelines for NICE components running on client workstations which run on
Microsoft Windows XP.

Microsoft recently released Service Pack 2 for Windows XP. In addition to including all previous hot fixes,
Service Pack 2 provides the following enhanced security features:

= Abuilt-in firewall
m  Enhanced security for Internet Explorer
m  Checks for a valid signature of programs during installation

By default, a firewall closes all ports to incoming network packets. Unlike other firewalls which enable you
to open a port permanently (known as - statically opened ports), the firewall installed with Service Pack 2
enables you to define specific applications for which the firewall will open the necessary listening ports.
These listening ports will remain open only when, and as long as, these applications are running (known as
- dynamically opened ports). You do this by adding the applications you want to the firewall Exceptions
List.

Sometimes when an application runs for the first time, a warning message appears asking if you want to
unblock the application. Unblocking an application will automatically add its name to the firewall
Exceptions List. Other times, you will have to add the application manually to the firewall Exceptions List.

The purpose of this section is to provide a summary of the tested NICE software components in this
environment, and describe the needed security-tuning for obtaining full-functionality of the system.
Security-tuning is performed in the firewall and in Internet Explorer.

¥ NOTE: After you complete security-tuning NICE components, we recommend
that you monitor all recording components at the site to ensure that they are
running properly.

Cross-Release
Third Party Technical Guidelines (C8) -92 -



4: Microsoft Client Operating Systems
Preinstallation Requirements

Preinstallation Requirements

If NICE Web applications Version 8.8 are installed at your site, before installing Microsoft Windows XP

Service Pack 2, you must install NICE Web Applications Support Package for Microsoft Windows XP SP2
Client on the Web Server.

¥ NOTE:

m  For 8.9 systems (NiceCLS and Client/Server Applications Version 8.9), NICE Web

Applications Support Package for Windows XP SP2 Client should be installed on
top of Service Pack 4, and 8.9 Web Applications Feature Pack.

m  The NICE Web Applications Support Package for Windows XP SP2 Client can be
found on www.extranice.com.

©» To install the NICE Web Applications Support Package for Microsoft

Windows XP SP2 Client:

m  Onthe Web Server, navigate to the location <Installation Path >\Universe, and replace the

QueryCriteria.asp file with the QueryCriteria.asp file dated 29 August 2004.

Security-Tuning List

Table 4-1:

Security-Tuning List

NICE Security-Tuning Comment
Component s
Firewall Internet
Explorer
Unblock Manually Add to Firewall
Exceptions Tab
NICE NICE -
ScreenAgen | ScreenAgen
tVersion8.8 |t
See
Firewall
Unblock
Example on
page 96.
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Table 4-1: Security-Tuning List (continued)

NICE Security-Tuning Comment
Component s
Firewall Internet
Explorer
Unblock Manually Add to Firewall
Exceptions Tab
NICE NICE -
Perform ScreenAgen
ScreenAgen |t
t See
Firewall
Unblock
Example on
page 96.
NICE - -
ScreenSens
e Version
8.8
NICE NICE NICE Administrator
Client/Serve | Supervision | o0 Adding NICE Administrator to
r o Media the Exceptions List on page 99.
Applications Library
Version 8.8
Printer
Server
NICE RTS
See
Firewall
Unblock
Example on
page 96.
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Table 4-1: Security-Tuning List (continued)

NICE Security-Tuning Comment
Component s
Firewall Internet
Explorer
Unblock Manually Add to Firewall
Exceptions Tab
NICE NICE NICE Administrator
Client/Serve | Supervision See Adding NICE Administrator to
- Media the Exceptions List on page 99.
Applications |, .
) Library
Version 8.9
Printer
Server
NICE RTS
See
Firewall
Unblock
Example on
the next
page.
NICE - Add from the following location:
SNMP C:\WINDOWS\system32\snmptrap.e
Manager xe
Version 8.9
See Adding snmptrap.exe to the
Exceptions List on page 101.
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Table 4-1: Security-Tuning List (continued)

NICE Security-Tuning Comment
Component s
Firewall Internet
Explorer
Unblock Manually Add to Firewall
Exceptions Tab
NICE Web Install See Note
Applications Crystal (1).
Version 8.8 Smart
Viewer
for
ActiveX.
See
Crystal
NICE Smart
Perform Viewer
Web for
Applications ActiveX
Guidelin
e onthe
facing
page.

You must install the NICE Web Applications Support Package for Microsoft Windows XP SP2 Client on
the Web Server.

Security-Tuning Your System
Firewall Unblock Example

¥ NOTE: Although this section provides one firewall unblock example only
(ScreenAgent), a similar Windows Security Alert message appears when NICE
Supervision, Media Library, Printer Server, and NICE RTS run for the first time.

When certain applications run for the first time, a warning message appears asking if you want to unblock
the application. Clicking Unblock will add the application to the Firewall Exceptions List, enabling you to
run the application. See Figure 4-1.
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Figure 4-1: Windows Security Alert

%= windows Security Alert

To help protect your computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking thiz program?

Q M arne: Screenfgent
Publizher: Mice Syatems Ltd.

K.eep Blocking [niblock, Azk Me Later

Windows Firewall has blocked thiz program from accepting connections from the
Internet or a network. |f pou recoghize the program or truzt the publisher, you can
unblock it When should | unblock a program?

Crystal Smart Viewer for ActiveX Guideline

When you select the Reports tab, an Internet Explorer Security Warning message appears, asking if you
want to install the Crystal Smart Viewer for ActiveX. Click Install. See Figure 4-2.

Figure 4-2: Internet Explorer - Security Warning

Internet Explorer - Security Warning ) _ 5[

Do you want to install this software?
Mame: Crystal Smart Yiewer For Ackiver
Publisher: Crysktal Decisions, Inc

% ||"-"||:|re aptions Install | Don't Inskall I

g While files From the Internet can be useful, this file byvpe can patentially harm
wour computer, Only install software from publishers wau trost, What's the risks
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E/!atnually Adding Programs to the Firewall Exceptions
IS

Opening the Firewall

© To open the firewall:

1.  From the Start menu, select Settings > Control Panel > Windows Firewall.

The Windows Firewall window appears.

Figure 4-3: Windows Firewall - General Tab

== windows Firewall . x|

General | Exceptions | Advanced

Wwindows Firewall is helping to protect wour PC

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access bo your computer through the Internet or a netwark.,

@ & 0n [recommended}

Thiz zetting blocks all outzide sources from connecting to this
computer, with the exception of thoze selected on the Exceptions tab.

[ Don't allow exceptions

Select thiz when vou connect to public networkz in less secure
locationz, such az airportz. ou will not be notified when 'Windows
Firewall Blocks programz. Selections on the Exceptions tab will be
ignored.

@ " Off [not recommended]

Axoid uzing this setting. Tuming off Windows Firewall may make thiz
computer more vulnerable to viruses and intruders.

Windaws Firewall iz uzing vour domain zettings.

Wwhat elze should | know about Windows Firewall?

s I Cancel

2. Ensure that On (recommended) is selected.
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Adding NICE Administrator to the Exceptions List

When you add NICE Administrator to the Exceptions List, you do not need to click Browse and locate its
executable in its installation folder. By default NICE Administrator appears in the Programs list in the Add a
Program window.

#» To add NICE Administrator to the Exceptions list:

1. Inthe Windows Firewall window, click the Exceptions tab.

The Exceptions tab appears as shown below. File and Printer Sharing and Remote Assistance
appear selected.

Figure 4-4: Windows Firewall - Excedptions Tab

= windows Firewall x|

General Erxceptions | Advanced

Windaws Firewall iz blacking incoming netwark connections, except far the
programs and services selected below. Adding exceptions allows zome programs
ko work better but might increase your securty nsk.

Brograms and Services:

MHame

BFile and Printer Sharing
Remate Assistance

[ Remate Desktop

O UPAF Framewark,

Add Program. .. Add Fart... Edit... | Lrelete I

¥ Display a notification when Windows Firewall blocks a program

W'hat are the rizks of allowing exceptions?

k. Cancel

I NOTE: Ensure that Display a notification when Windows Firewall blocks a program is selected.

2. Click Add Program.
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The Add a Program window appears.

3. Inthe Add a Program window, select NICE Administrator.

Figure 4-5: Add a Program

Add a Program ] x|
T o allow communications with a program by adding it to the Esceptions list,
zelect the program, or click Browse to zearch for one that iz not listed.
Prograrms:

{6 FACSys Desktap Client -]

4 Irternet Explarer

EI Intenwize Participant

ﬂ Intenwize Participant Optiohs
@Java Web Start

E Microzaoft Wisio

MICE Adrminiztratar

_ MICE Evaluator
@ HICE Farms Designer
$9 NICE List Editar

W MICE Lagin —
Path: |E:"\F'ru:|gram FilezhMICE SuvstemshbintMLADR I Browse... |

Change scope... | k. I Cancel |

4. Click OK. NICE Administrator now appears in the Exceptions tab.
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Figure 4-6: Windows Firewall - Exceptions Tab

%= Windows Firewall

General Erxceptions | Advanced

Windows Firewall iz blocking incoming network, connections, excep

ko work better but might increase your securty nsk.

Programs and Services:

programs and services selected below. Adding exceptions allows some programs

t far the

M ame

File and Printer Sharing
MICE Adrminiztrator
Femote Assistance

iR emate Desktop

] UPRF Framewark,

Add Program. .. Add Fart... Edit...

Lrelete

¥ Display a notification when Windows Firewall blocks a program

Wwhat are the rizks of allowing exceptions?

o |

Caticel |

5. Inthe Exceptions tab, click OK.

Adding snmptrap.exe to the Excepti

ons List

shmptrap.exe does not appear in the Programs list in the Add a Program window. To add snmptrap.exe,
you must click Browse, then locate snmptrap.exe in the C:\WINDOWS\system32 directory.

€ To add snmptrap.exe to the Exceptions list:
1.

The Add a Program window appears.

2. Click Browse, go to C:\WINDOWS\system32 and select sn

In the Windows Firewall window, in the Exceptions tab, click Add Program.

mptrap.exe.

Cross-Release
Third Party Technical Guidelines (C8)

-101 -



4: Microsoft Client Operating Systems
Adding snmptrap.exe to the Exceptions List

Figure 4-7: Browse Window

r
Browse

iy Recent
Documents

Deszkiop

&P

@

by Computer

hy Metwark,

Look in: | =) system32

¥ o9

® -

My Documents

E rsh.exe
Frsm.exe
Ersmsink.exe
@ rEmUi, e

% rsnakify, exe
Frsopprov.exe

Frsvp.exe
E}rtcshare.exe
Flrunas.exe

L_j rundl3z. exe
%runnnce.exe
Erwinsta.exe
Esavedump.exe

Fsc.exe

Eschtasks.exe
Esdbinst.exe
Esecedit.exe
Eservices.exe

[ sessmar.exe
Esethc.exe

ﬁsetup.exe

Esetver.exe
Esfc.exe
[Flshadow . exe
Eshare.exe
Eshmgrate.exe
gshrpuhw.exe
Eshutdnwn.exe

Eskﬁys.exe
Eslrundll.exe
Eslserv.exe

[ smbinst.exe
Esmlngsvc.exe
[Fsmss.exe

@, sndrecsz.exe
] sndvolzz.exe

Flsrmp.exe

W snmpkrap, exe
{8l solexe
Esnrt.exe
Espdwnwxp.exe
.ﬁ] spider.exe

Espnpinst.exe
Espaulsv.exe
Esprestrt.exe
Flspupdsve.exe
Espupdwxp.exe
skiman. exe
Esubst.exe
Esvchast.exe
a SYMCapp.exe
sysedit.exe
b syskey, exe
L) sysocmgr, exe
Esysteminfu.exe
Esystrav.exe

Escardsw.exe E&sigverif.exe Espiisupd.exe Etasld«:jll.exe

< | >
File name: |$nmptrap.exe A | [ Dpen ]
Files of type: l.-'l'«pplicatinns [F.eme” com;”icd) W | [ Cancel ]

3. Click Open. snmptramp.exe is now added to the Exceptions list.
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Figure 4-8: Windows Firewall - Exceptions Tab

L ] ]
= Windows Firewall

Generall Exceptions |.-“-‘-.-:|van-:eu:li

Windowes Firewall iz turned off. our computer iz at rigk of attacks and intruzions
from outzide sources such az the Internet. e recommend that you click the

eneral tab and zelect On.

Programs and Services:

M arne

File and Printer Sharing
Remate Assistance

] Remate Desktop
shmphrap. exe

[ UPAF Framewark,

| addProgram.. | | addPot. || Edt. || Delte

Dizplay a notification when Windows Firewall blocks a program

“Wwhat are the risks of allowing exceptions?

(] ] [ Cancel

4. Click OK.
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Windows 7 32-bit/64-bit
Client Application Compatibility

NICE Systems supports the following editions of Microsoft Windows 7 in both 32-bit and 64-bit configurations:
m  Microsoft Windows 7 Professional Edition
m  Microsoft Windows 7 Enterprise Edition
m  Microsoft Windows 7 Ultimate Edition
The following table shows the compatibility of NICE Perform/NICE Interaction Management Release 4.1/NICE Engage Platform client applications
with Microsoft Windows 7 for Releases 3.1, 3.2, and 3.5:
! Important!
m  NICE Applications and the Set Security feature support only the 32-bit version of Internet Explorer.

m (*) These components must be installed with the UAC turned OFF.

Table 4-2: Compatibility With Microsoft Windows 7 32-bit and 64-bit by Release

Application NICE Perform 3.1 NICE Perform 3.2 NICE Perform 3.5 NIM 4.1
INICE Engage Platform 6.3
Windows 7 | Windows 7 Windows 7 Windows 7 | Windows 7 Windows 7 | Windows 7 Windows 7
32-bit 64-bit 32-bit 64-bit 32-bit 64-bit 32-bit 64-bit
Screen Agent | Supported as | Supported as | Supported as | Supported as | Approved Approved Approved Approved
of UP3.1.18 | of UP3.1.18 | of UP 3.2.9(*) | of UP 3.2.9(*)
) )
Cross-Release
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Table 4-2: Compatibility With Microsoft Windows 7 32-bit and 64-bit by Release (continued)

Application NICE Perform 3.1 NICE Perform 3.2 NICE Perform 3.5 NIM 4.1
INICE Engage Platform 6.3
Windows 7 | Windows 7 | Windows 7 Windows 7 | Windows 7 | Windows 7 | Windows 7 Windows 7
32-bit 64-bit 32-bit 64-bit 32-bit 64-bit 32-bit 64-bit
ROD Client Approved (*) | Not Approved Approved Approved Approved Approved Approved
Supported
Standalone Approved (*) | Approved (*) | Approved Approved Approved Approved Approved Approved
NICE Player
and NICE
Player Codec
Pack
Reporter Approved (*) | Not Approved Approved Approved Approved Approved Approved
Viewer Supported
NICE Approved (*) | Approved (*) | Approved Approved Approved Approved Approved Approved
Applications
(including Set
Security)
Survey Approved Approved Approved Approved Approved Approved Approved Approved
Manager
VRA Not Not Not Not Not Not Approved Approved
Supported Supported Supported Supported Supported Supported
Cross-Release
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Table 4-2: Compatibility With Microsoft Windows 7 32-bit and 64-bit by Release (continued)

Application NICE Perform 3.1 NICE Perform 3.2 NICE Perform 3.5 NIM 4.1
INICE Engage Platform 6.3
Windows 7 | Windows 7 Windows 7 Windows 7 | Windows 7 Windows 7 | Windows 7 Windows 7

32-bit 64-bit 32-bit 64-bit 32-bit 64-bit 32-bit 64-bit
Media Library | Approved Approved Approved Approved Approved Approved Approved Approved
BSF Tool kit Approved Not Approved Not Approved Approved Approved Approved

Supported Supported
NICE Sentinel | Approved (*) | Approved (*) | Approved Approved Approved Approved Approved Approved
Remote Client
ScreenSense | Not Not Supportedas | Supportedas | N/A N/A N/A N/A
Agent Supported Supported of UP 3.2.11 | of UP 3.2.11
(*) (*)
Desktop N/A N/A N/A N/A Approved NICE Approved NICE
Analytics Approval Approval
(using PO
Client)
RTS Approved Approved Approved Approved Approved Approved Approved Approved
Using Silent Installation to Install Client Applications
¥ NOTE: The commands listed below are applicable to both Microsoft Windows 7
32-bit and 64-bit operating systems.
Cross-Release
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Set Security Application

Use the following commands to install NICE Perform/NICE Interaction Management/NICE Engage Platform client-side applications using the silent
installation on workstations running Microsoft Windows 7 (usually from a central deployment server, such as SMS/SCCM 2007, etc.):

m  Set Security Application below.

m  ScreenSense Agent below.

m  NICE Player and NICE Player Codec Pack on the next page.
m  Reporter Viewer on the next page.

m  NICE ScreenAgent on page 109.

m  Record on Demand on page 110.

m PO Client onpage 110

m  NICE Insight to Impact Bridge on page 111

m  Nice BSF Toolkit on page 111

Set Security Application
Enter in the Command line:
SetSecurityApp.exe Server <nnnn>

in which “nnnn” is the Host Name, or the IP Address, or the FQDN of the NICE Perform/NICE Interactions Management Applications server.

ScreenSense Agent

Enter in the Command line:

AgentSilentinstallation.bat

! NOTE: Before running this command, you must define the name of the NICE
Applications Server in the AgentSilentinstallation.bat file.
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NICE Player and NICE Player Codec Pack

Enter in the Command line:
msiexec /i "Nice Player.msi" /qn

msiexec /i "Nice Player Codec Pack.msi" /gn

Reporter Viewer
For NICE Perform Release 3.x
Enterin the Command line:
msiexec /i "ReporterViewer.msi" /qn
For NICE Interaction Management Release 4.1/Nice Engage Platform Release 6.3
Enter in the command line:
ReporterViewer.exe /S /D=<ReporterViewer installation folder>
or
msiexec /i "ReporterViewer.msi" /qn

For NICE Interaction Management only, after installation of the ReporterViewer.msi, install the SAP Business Object Bl platform which is located in
the following folder:

C:\Program Files (x86)\Nice Systems\Reporter Viewer\32bitC A\32bit
In a silent installation Bl platform, enter the command line:

setup.exe —r response.ini /q
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NICE ScreenAgent

For NICE Perform Release 3.x

Enter in the Command line:

Setup.exe

¥ NOTE: Before running this command, you must configure the agent.cfg
configuration file and place it with the setup.exe. file.

For NICE Interaction Management 4.1/NICE Engage Platform 6.3

& To install NICE ScreenAgent using a silent installation:

1. Copy the NICE ScreenAgent installation folder to a temporary location on the server on which you want to run the silent installation.
2. Extract the .msi files by running the following command in the Run window:
<Path\Setup.exe file> /t:<Path\target folder> /c

Here <Path\Setup.exe file> is the path to the Setup file in the NICE ScreenAgent installation folder and <Path\target folder> is the path to the
folder to which you want to extract the .msi files.

¥ IMPORTANT

You must leave a space (not an underscore) after <path to Setup.exe file> and after <target
folder> .

This command extracts two .msi files to the target folder:
m  screenagentxp.msi - (32-bit installation)

m  screenagentxp64.msi - (64-bit installation)
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Record on Demand

3. Toinstall the NICE ScreenAgent software, run one of the following procedures (for details about configuring the parameters see Configuring
NICE ScreenAgent Installation Parameters, in the ScreenAgent Installation and Configuration Guide):

m If you are running the silent installation locally on each client machine, in the Run window, run the following command:
msiexec.exe /i <full path to .msi file> /g SYSADMIN = <Application Server Host Name>
! Important!

You must leave a space (not an underscore) after msiexec, after /i, after <full path to .msi file>,
and after q.

_or_
m If you are deploying NICE ScreenAgent using a publishing application, configure the publishing application to run the relevant .msi file.

¥ NOTE:

You can use any publishing application that supports .msi files.

After completing the installation, you configure the NICE ScreenAgent in the System Administrator.

Record on Demand
Enter in the Command line:

msiexec /i "RODSetup.msi" /gn SERVERURL=<nnnn> LAUNCH="No" ALLUSERS=1

in which “nnnn” is the Host Name

PO Client

Enter in the command line:

msiexec /i "Full path to the NICE Real-Time Client.msi" /qgn STANDALONE="1" EGDEFAULTP="full path for project. XML"
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NICE Insight to Impact Bridge

Enter in the command line:

msiexec /i "full path to the NICE Insight to Impact Bridge.msi file" /qn EGHOST=" Application Server HostName "

Nice BSF Toolkit

For NICE Interaction Management/NICE Engage Platform, in the Command line, enter the following:

msiexec /i "NICE BSF Toolkit.msi" /gqn
Manually Installing Client Applications

¥ NOTE:

The procedures listed below are applicable to all NICE Perform Release 3.x/NICE
Interaction Management 4.1/NICE Engage Platform 6.3 client-side components on
workstations running Microsoft Windows 7 32-bit or 64-bit operating systems.

Keep in mind that:

m In NICE Perform Release 3.x, UAC must be turned off before installing client-side
applications marked by an asterisk (*) in Windows 7 32-bit/64-bit on page 104.
After installation is finished the UAC should be turned on.

m InNICE Interaction Management Release 4.1/NICE Engage Platform 6.3, UAC can
be turned on during the installation of the client-side applications.

& To install client-side applications on workstations with Microsoft Windows 7:

1. Locate the application installation directory.

The default path for NICE Player, NICE Player Codec Pack, Reporter Viewer, and Record on Demand is:
\\server_name\...\Program Files\NICE Systems\Applications\Client Side Applications
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Manually Installing Client Applications

2. Copy the required application installation file(s) to the local computer.
3. Loginto the workstation using a User with Administrative privileges.

4. Referto Windows 7 32-bit/64-bit on page 104 to see if the component requires that the UAC be turned Off. If the UAC can remain on, run the
installation wizard.

If the UAC must be turned off, do one of the following:

m [f youlogged in under the Built-in Administrator, in the Local Group Policy Editor window, set the User Account Control: Admin Approval
Mode for the Built-in Administrator policy to Disabled.
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Figure 4-9: Local Group Policy Editor Window
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m If youlogged in under another user with Administrative privileges, in the Local Group Policy Editor window, set the User Account Control:

Run all administrators in Admin Approval Mode policy to Disabled.
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Figure 4-10: Local Group Policy Editor Window
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5. Runtheinstallation wizard.
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Windows 8 and Windows 8.1 32-bit/64-bit

Client Applications Compatibility

NICE Interaction Management 4.1.47 and later and NICE Engage Platform 6.3 supports the following editions of Microsoft Windows 8 and Microsoft
Windows 8.1, in both 32-bit and 64-bit configurations:

m  Microsoft Windows 8 Professional Edition

m  Microsoft Windows 8 Enterprise Edition

m  Microsoft Windows 8.1 Professional Edition
m  Microsoft Windows 8.1 Enterprise Edition

The following table shows the compatibility of NICE Interaction Management Release 4.1 47 and later and NICE Engage Platform 6.3 client
applications with Microsoft Windows 8/8.1:

Table 4-3: Compatibility With Microsoft Windows 8 and 8.1 32-bit and 64-bit for Release 4.1.47 and later

Windows 8 Windows 8 Windows 8.1 Windows 8.1
Application 32-bit 64-bit 32-bit 64-bit
Screen Agent Approved Approved Approved Approved
ROD Approved Approved Approved Approved
Standalone NICE Player and NICE Player Codec Pack | Approved Approved Approved Approved
Reporter Viewer Approved Approved Approved Approved
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Table 4-3: Compatibility With Microsoft Windows 8 and 8.1 32-bit and 64-bit for Release 4.1.47 and later (continued)

I NOTE:

The Real-Time Client requires .NET Framework 4 to be
installed side-by-side with.NET Framework 4.5 (the
Windows 8/8.1 default)

Windows 8 Windows 8 Windows 8.1 Windows 8.1
Application 32-bit 64-bit 32-bit 64-bit
NICE Applications (including Set Security) Approved Approved Approved Approved
Survey Manager Not Supported Approved Not Supported Not Supported
VRA Approved Approved Approved Approved
Media Library Approved Approved Approved Approved
BSF Tool Kit Approved Approved Approved Approved
NICE Sentinel Remote Client Not Supported Approved Not Supported Approved
Real-Time Designer Approved Approved Approved Approved
I NOTE:
The Real-Time Designer cannot be installed on Windows
8/8.1in VMware view.
The Real-Time Designer requires .NET Framework 4 to
be installed side-by-side with .NET Framework 4.5 (the
Windows 8/8.1 default).
Real-Time Client Approved Approved Approved Approved

Cross-Release
Third Party Technical Guidelines (C8)

-116 -



4: Microsoft Client Operating Systems
Using the Silent Installation to Install Client Applications

Using the Silent Installation to Install Client Applications

Use the following commands to install NICE Interaction Management and NICE Engage Platform client-side applications with the silent installation
on workstations running Microsoft Windows 8 and Windows 8.1:

m  Set Security Application below
m  NICE Player and NICE Player Codec Pack below
m  NICE Screen Agent below

m  Record on Demand on page 119

Set Security Application

This describes how to install the SetSecurity Application.

€ To install the SetSecurity Application:

m At the command-line prompt, type SetSecurityApp.exe Server <nnnn>.

Where nnnn is the Host Name, IP Address, or the FQDN of the NICE Interactions Management Applications server.

NICE Player and NICE Player Codec Pack
This topic describes how to install the NICE Player and NICE Player Codec Pack.

© To use NICE Player and NICE Player Codec Pack:

m At the command-line prompt, type:

msiexec /i "Nice Player.msi" /qn

msiexec /i "Nice Player Codec Pack.msi" /gn

NICE Screen Agent

This section describes how toinstall NICE ScreenAgent by using the silent installation Use one of the following methods:
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m  Runthe silent installation locally on each client machine on which you want to install NICE ScreenAgent.

m  Use apublishing application to deploy NICE ScreenAgent on all the client machines.

& To install NICE ScreenAgent using a silent installation:

1. Copy the NICE ScreenAgent installation folder to a temporary location on the server where you want to run the silent installation.
2. Extract the .msi files by running the following command in the Run window:
<Path\Setup.exe file> /t:<Path\target folder> /c

where <Path\Setup.exe file> is the path to the Setup file in the NICE ScreenAgent installation folder and <Path\target folder> is the path to the
folder with the .msi files to be extracted.

This command extracts two .msi files to the target folder:
m screenagentxp.msi - (32-bit installation)
m screenagentxp64.msi - (64-bit installation)
3. Toinstall the NICE ScreenAgent software, run one of the following procedures:
m  Forlocal manual installation, in the Run window on each client machine, type the following command:
msiexec.exe /i <full path to .msi file> /q SYSADMIN = <Application Server Host Name>
[P NOTE:
You must leave a space (not an underscore) after <path to Setup.exe file> and after <target folder>.
You must leave a space (not an underscore) after msiexec, after /i, after <full path to .msi file>, and after q.
Or

m  Forabatch installation, configure the publishing application to run the relevant .msi file.
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[P NOTE: You can use any publishing application that supports .msi files. After completing the installation, configure the NICE
ScreenAgent in the System Administrator.

Record on Demand

This topic describes how to install the Record on Demand application.

&> To use Record on Demand:

m At the command-line prompt, type the following:
msiexec /i "RODSetup.msi” /qn SERVERURL=<nnnn> LAUNCH="No" ALLUSERS=1

Where nnnn is the Host Name.

Manually Installing NICE Client Applications

¥ NOTE: The procedures listed below are applicable to all NICE Interaction Management 4.1/NICE Engage Platform client-side
components on workstations running Microsoft Windows 8/8.1 operating systems.

In NICE Interaction Management Release 4.1/NICE Engage Platform systems, UAC can be turned on while installing client-side
applications.

<& To manually install NICE client-side applications on workstations with Microsoft Windows 8 or Microsoft
Windows 8.1:

1. Log in to the workstation with a valid user with administrative privileges.

2. Locate the application installation directory. The default path for NICE Player, NICE Player Codec Pack, Reporter Viewer, and Record on
Demand is:

\\server_name\...\Program Files\NICE Systems\Applications\Client Side Applications
3. Copy the required application installation file(s) to the local computer.

4. Run the installation wizard.
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Internet Explorer

This section describes compatibility of Internet Explorer with NICE Web Applications.
! Important!
NICE Applications and the Set Security feature support only the 32-bit version of Internet Explorer.

Using XBAP with Internet Explorer

m When using XBAP, the Tool menu disappears from the Internet Explorer tool bar. To view the tool
menu, you can do one of the following:

m  Open anew tab. The Tools menu will be available in the new tab.

m  Click the Internet Options button in Internet Explorer and use the Internet Options window. If
this button does not appear, right-click in the Button bar and add it.

m  The URL address to any NICE Interaction Management/NICE Engage Platform projects you were
using will be different when using XBAP.

Instead of the ASPX link http://<server
name>/NiceApplications/Desktop/webpage/DeskTopWebForm.aspx, the new address will be
http://<server name>/NiceApplications/Desktop/XbapApplications/NiceDesktop.XBAP.

m  NICE Engage Platform 6.3 is designed to work only with XBAP, but not with ASPX.

If you previously created shortcuts/favorites,then replace all previously saved links to the new
address.

For more information on setting up XBAP, see the Workstation Setup Guide

Contents
Internet EXPIOrer 6 . 123
Internet EXPIOrer 7 125
Internet EXPIOrer 8 . 138
Internet EXPIOrer O 149
Internet EXPlOrer 10 L 152
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Internet Explorer 6

Compatibility of NICE Web Applications with Internet
Explorer 6

Product NICE Interaction Management, NICE Perform, NiceUniverse Web Application,
NICE Sentinel, NICE Real-Time Solution

Release NICE Interaction Management R4.1
NICE Perform: R3 SP3/SP4, R3.1, R3.2, R3.5
NiceUniverse Web Application 8.9
NICE Sentinel:

m  NICE Sentinel Server: R2.1, R2.5, R4.1

m NICE Sentinel Remote Client: R2.1, R2.5, R4.1
NICE Real-Time Solution 4.9.x

Synopsis This section describes the compatibility of Internet Explorer 6 with NICE Web
Applications when Internet Explorer 6 is installed on:

Windows 2000 Professional

Windows Server 2003 Standard Edition
Windows Server 2003 Enterprise Edition
Windows XP

General Description

General tests were performed using Internet Explorer 6 (IE6) with:
m  NICE Universe Web Applications 8.9
m  NICE Perform

m Release 1

m Release IPC 9.09

m Release?2

m  Release3

m  Release 3.1

m  Release 3.2

m Release 3.5
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m  NICE Interaction Management Release 4.1
m  NICE Sentinel

m  Release 2.1

m  Release 2.5

m Release 4.1

m Release6.3

The following table describes the compatibility between all supported Operating Systems and NICE
Applications.

Table 5-1:
Operating System
Operating Web NP NP IPC NP NP NP NP NIM
System | Apps | p4 | R2 | 909 | R3 | R34 | R32 | R35 | 41
8.9

Windows P P P P P P P P P
Server 2003 R2
Standard/
Enterprise
Windows XP P P P P P P P P P
Windows 2000 | P P P P P P
Professional
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Internet Explorer 7

Compatibility of NICE Web Applications with Internet
Explorer 7

Product NICE Perform, NiceUniverse Web Application, NICE Sentinel, NICE Real-Time
Solution
Release NICE Interaction Management R4.1

NICE Perform: R3 SP3/SP4, R3.1, R3.2, R3.5
NiceUniverse Web Application 8.9
NICE Sentinel:
m  NICE Sentinel Server: R2.1, R2.5, R4.1, R6.X
m NICE Sentinel Remote Client: R2.1, R2.5, R4.1
NICE Real-Time Solution 4.9.x

Synopsis This section describes the compatibility of Internet Explorer 7 with NICE Web
Applications when Internet Explorer 7 is installed on:

Windows Vista Business

Windows Vista Enterprise

Windows Server 2008 Standard/Enterprise Edition
Windows Server 2003 Standard Edition

Windows Server 2003 Enterprise Edition
Windows XP

General Description

General tests were performed using Internet Explorer 7 (IE7) with:
m  NICE Universe Web Applications 8.9
m  NICE Perform

m Release 1

m  Release|PC 9.09

m  Release 2

m Release3

m Release 3.1
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m Release 3.2

m Release 3.5

m  NICE Interaction Management Release 4.1

m  NICE Sentinel
m Release 2.1
m  Release 2.5
m  Release 4.1

m Release 6.X

The following table describes the compatibility between all supported Operating Systems and NICE

Applications.

After installing Internet Explorer 7, the internet settings must be changed on all Operating Systems. See
Changing Internet Explorer 7 Settings After Installation on page 129

Table 5-2:
Operating Systems

Operating System | Web |NP (NP [IPC [NP | NP | NP [ NP [NIM | NICE NICE
Apps | R1 | R2 | 9.09 | R3 | R3.1 | R3.2 | R3.5 | 4.1 | Sentinel | Sentinel
s R2.1/2.5 | R4.1
Windows Vista P P
Business
Windows Vista P P P P
Enterprise
Windows Server P P P P P
2008
Standard/Enterprise
Windows Server P P |P |P P |P P P P P P
2003 R2 Standard/
Enterprise
Windows XP P P P P P P P P P
Known Issues
The following section describes known issues when using Internet Explorer 7.
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Table 5-3:
Known Issues

Issue Description Release

NICE Perform Web applications should not m  NICE PerformR 1
be used in Internet Explorer 7 tab or Quick = NICE Perform R 2

ab modes. They must be operated in a
Single tab usage. = NICE PerformR 3

Note: In Release 3.1 and above, you canuse | ® ReleaselPC 9.09

NICE Perform Web applicationsintaband | m  Universe Web Applications Version 8.9
Quick tab mode, however, you cannot open
more than one session of NICE Perform at
the same time.
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Table 5-3: Known Issues (continued)

Issue Description Release

In the NICE Perform Applications, different m  NICE PerformR 1
windows appear in minimized mode. = NICE Perform R 2

m  NICE Perform R 3 (Contact Center)
m Release IPC 9.09

The affected windows are as follows:

For Release 1:

Opening Coaching Package window.
Playing Screen Interaction

Coaching - Creating, opening and deleting.
Creating clips.

Clicking Evaluate.

For Releases 2and 3

Coaching window appears normally. After the
form is filled, click the Send button, the
coaching closes to minimized mode.

Saving interactions.

Note: This issue occurs when only .NET 1.1
and .NET 1.1 SP1 are installed on the client
workstation.

Sending interactions by E-mail.

Note: This issue occurs when only .NET 1.1
and .NET 1.1 SP1 are installed on the client
workstation.

The following graphic shows how some of
these windows can be opened.
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Table 5-3: Known Issues (continued)

Issue

Description

Release

A pop-up block appears when you want to
view a report. You must remove it so that you
can view the report.

Note: This issue occurs when only .NET 1.1
and .NET 1.1 SP1 are installed on the client
workstation.

NICE Perform R 1

Triggers for the ScreenSense Agent, which
were defined on an HTML page with Internet
Explorer 6, do not work with Internet Explorer
7 and vice versa.

NICE Perfform R 2
NICE Perfoom R 3

Changing Internet Explorer 7 Settings After
Installation

When Internet Explorer 7 is installed, the following issues are created:

m Internet Explorer 7 resets the cache to 10 MB. It is important to resize the cache size to 200 MB
when working with NICE Perform Applications. See Changing the Cache Size below.

m  Thefontis Clear Type, which appears blurred, and you may want to return to the Black and White
font. See Changing the Font Used by Internet Explorer 7 on the next page.

m  The application server is not automatically added to the trusted site list, and it is important to do
so manually. See Internet Explorer 8 on page 138.

Changing the Cache Size

Perform the following procedure to modify the cache size.

©» To modify the cache size:

1. Open Internet Explorer.

2. Click Tools, and select Internet Options.

3. Inthe General tab, under Browsing History, click Settings. The Temporary Internet Files and
History Settings window appears.
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Figure 5-1: Temporary Internet Files and History Settings Window

Temporary Internet Files and History Settings I

— Temparary Internet Files

Interrnet Explorer stares copies of webpages, images, and media
fFor Faster vigwing later,

heck For newer versions of stored pages:

™ Ewvery time I wisit the webpage
(" Every time I stark Intermet Explarer

" Mewer

Disk space to use (5 - 1024ME): 200 ==
tRecommended: 50 - 250ME)

Current location:

CADocuments and SettingsiuzibiLocal Settings) Temporary
Inkernet Files)

Move Folder. .. ‘iew objects Wiew files

—Hiskary

Specify bow many dawvs Internet Explorer should save the list
of websites you have visited,

Days ko keep pages in hiskory: 20 -

Ik I Zancel |

4. By default, Check for newer versions of stored pages is set to Every time | visit the webpage.
Set it to Automatically, and set the Disk space to use to 200. Click OK to confirm the changes.

Changing the Font Used by Internet Explorer 7

The following graphic illustrates the difference between the Clear Type font and the Black and White font:
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Figure 5-2: Example of Clear Type/Black and White Font

This is some sample text showing
Yerdana 10point in black and white

This Iz some sample text showing
VWardana ftalic 10point in black and white

This is some sample text showing
Verdana 10point in ClearType

This is some sample text showing
Verdana IEalic 10point in ClearType

If you are not satisfied with the Clear Type font, perform the following procedure to change it to Black and
White.

© To modify the font:

1.  Open Internet Explorer.
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Figure 5-3: Internet Explorer Window
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2. Click Tools, select Internet Option, and click Advanced. The following window appears.
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Figure 5-4: Internet Options - Advanced Tab
Internet Options m@

| General | Securkty | Privacy | Conkenk | Connections | Programs | Advanced | |
Sethings
JIT compder for virtual machine enabled (requires restart) | a
<5 Multimedia
[ Abwavs use ClaarType for HTML*
[ Enable automatic image resizing
Play animations in webpages®
Play sourds in webpages
] show image downkoad placeholders
Show pictures
[¥] Smart image dithering
== Printing
[C] Print background colors and images
r-' Seprch from the Address bar
() Do ot search from the Address bar
lﬁlﬂtmﬁfre&ﬂsnﬁrmmw e
£ >
*Takes effect after you restart Internet Explorer

|_ Restore sdvanced sathings _!

Reset Internet Exphorer sethings
Dedetes all terporary files, disables browser
add-ons, and resets al the changed setbings.

You should only use this # your browser is in an unusable skabe,

ok J[ cocel |

3. Clear Always use Clear Type for HTML, and click OK to confirm.
4. Restart Internet Explorer and Microsoft Outlook.

See the http://blogs.msdn.com/ie/archive/2006/02/03/524367.aspx link for further information.

Manually Adding NICE Perform Applications to the
Trusted Site List

Perform the following procedure to manually add the application server to the trusted site list.

NICE Perform Release 3.1 supports Internet Explorer 7 in both the Quick tab and Single tab modes.

©» To enable login to NICE Perform in an IE7 environment:

1. Onthe Domain Controller do the following: In the Run window, type gpmc.msc and click OK.

The Group Policy Management window appears.
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Figure 5-5: Group Policy Management Window
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2. Right-click the GPO you created when you created the User Account Control and click Edit.

¥ NOTE: Complete instructions for setting up the User Account Control can be
found in NICE Perform Release 3.1: Microsoft Windows Vista Enterprise SP1
Workstation Configuration Guide, “Setting up the User Account Control in an
Active Directory”.

3. Select Computer Configuration > Administrator Templates > Windows Components > Internet
Explorer > Internet Control Panel > Security Pages.

The Group Policy Object Editor window appears.
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4. Double-click the Site to Zone Assignment List policy.

The Site to Zone Assignment List Properties window appears.
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Figure 5-7: Site to Zone Assignment List Properties Window

Site to Zone Assignment List Properties
Setting | Explain

E Site to Zone Assignment List

i) Not Corfigured
@ Enabled
i) Disabled

Erter the zone assignments here. Shaow...

Supported on: At least Intemet Explorer 6.0in Windows XP Service P...
Previous Sefting ] [ Mext Sefting ]

[ ok ][ Cancel J[ Aoty |

5. Select Enabled and click Show.

The Show Contents window appears.
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Figure 5-8: Show Contents Window

Show Contents
Enter the zone assignments here.
Value Mame Walue
6. Click Add.

The Add Item window appears.
Figure 5-9: Add Item Window

Add Trem

Enter the name of the item to be added: |T|

Cancel |

Enter the walue of the item to be added:

7. Inthe Enter the name of the item to be added field, enter the name of the Web Application Site.
8. Enterthe digit 2 in the Enter the value of the item to be added field and click OK.
The Show Contents window reappears.
9. Click OK.
The Site to Zone Assignment List Properties window reappears.
10. Click OK.
The Group Policy Object Editor Window reappears.
11. Close the Group Policy Object Editor Window.
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Internet Explorer 8

Compatibility of NICE Web Applications with Internet
Explorer 8 32-bit

Product NICE Engage Platform, NICE Interaction Management, NICE Perform,
NiceUniverse Web Application, NICE Sentinel, NICE Real-Time
Solution

Release NICE Interaction Management R4.1

NICE Engage Platform R6.3

[® NOTE: NICE Engage Platform 6.3 environments with
Engage Search, require Internet Explorer 10 or above.

NICE Perform: R3 SP3/SP4, R3.1, R3.2, R3.5
NiceUniverse Web Application 8.9
NICE Sentinel:
m  NICE Sentinel Server: R2.1, R2.5, R4.1, R6.X
m  NICE Sentinel Remote Client: R2.1, R2.5, R4.1
NICE Real-Time Solution 4.9.x

Synopsis This section describes the compatibility of Internet Explorer 8 with NICE
Web Applications when Internet Explorer 8 is installed on:

Windows XP SP3

Windows Vista Enterprise SP1

Windows 7 Professional SP1 32/64-bit

Windows 7 Enterprise SP1 32/64-bit

Windows 7 Ultimate SP1 32/64-bit

Windows Server 2003 R2 Standard Edition 32bits
Windows Server 2003 R2 Enterprise Edition 32bits
Windows Server 2008 Standard Edition 32bits
Windows Server 2008 Standard Edition 64bits
Windows Server 2008 Enterprise Edition 32bits
Windows Server 2008 Enterprise Edition 64bits
Windows Server 2008 R2 Standard Edition
Windows Server 2008 R2 Enterprise Edition
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General Description and Conclusions

General tests were performed using Internet Explorer 8 (IE8) with:
m  NICE Universe Web Applications 8.9
m  NICE Perform

m Release 3.1

m Release 3.2

m  Release 3.5
m  NICE Interaction Management Release 4.1
m  NICE Engage Platform 6.3
m  NICE Sentinel

m  Release 2.1

m Release 2.5

m Release 4.1

m Release 6.X

Conclusions

The NICE Engage Platform/NICE Interaction Management/NICE Perform Applications Suite and
NiceUniverse Web Application 8.9 are compatible with all tested operating systems with the following
limitation: You should only run one NICE Interaction Management/NICE Perform Applications Suite or
NiceUniverse Web Application per browser. See NICE Web Applications Known Issues with Internet
Explorer 8 below.

NICE Web Applications Known Issues with Internet
Explorer 8

The following section describes NICE Perform Release 3.5/NICE Interaction Management/NICE Engage
Platform known issues when using Internet Explorer 8, grouped according to application.

NICE Web Applications

Issue 1

The NICE Web application URL must be added to the Trusted Site list. See Manually Adding NICE Web
Applications to the Trusted Site List on page 141.

Issue 2

NICE Web applications can be used in Internet Explorer 8 tab or Quick tab modes. However, in these
modes, you can run one tab only with the NICE Interaction Management/NICE Perform Applications suite.
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Issue 3

When the NICE Application Server is identified as an Internet site, the following message may appear:

NICE Perform®
Applications Suite requires
Microsoft .NET framework
version 3.5 or higher
Installed on this computer.

Install the proper version
and rest he wWeb

browser.

See Adding the NICE Web Applications URL to the Local Intranet Site List on page 147.

Issue 4

To correctly display the NICE Web Application, the default documentation mode in Internet Explorer 8
should be Quirks mode. If a different mode is used, the application screen appears.

NICE Perform Applications - Release 3 SP3/SP4 and
Release 3.1

Issue 1

The NICE Perform Web applications URL must be added to the Trusted Site list. See Manually Adding
NICE Web Applications to the Trusted Site List on the facing page.

Issue 2

NICE Perform Web applications can be used in Internet Explorer 8 tab or Quick tab modes. However,
in these modes, you can run one tab only with the NICE Perform Applications suite.

NICE Universe 8.9 Web Application

Issue 1

You must configure IE8 to work with the Protected mode set to off. See Configuring Internet Explorer
8/9 to Disable Protected Mode on page 145.

Issue 2

NiceUniverse 8.9 Web Applications can be used in Internet Explorer 8 tab or Quick tab modes.
However, in these modes, you can run one tab only with NiceUniverse 8.9 Web Application suite.

¥ NOTE: There is no limitation on the number of open tabs per browser when only
one tab is running the NICE Perform Applications suite or NiceUniverse Web
Application.
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Manually Adding NICE Web Applications to the
Trusted Site List

Perform the following procedure to manually add the Applications server to the trusted site list.

NICE Perform Release 3.x and NICE Interaction Management Release 4.1 support Internet Explorer 8/9 in
both the Quick tab and Single tab modes.

¢ To enable login to NICE Web Applications in an IE8/9 environment:

1. Onthe Domain Controller do the following: In the Run window, type gpmc.msc and click OK.

The Group Policy Management window appears.

Figure 5-10: Group Policy Management Window
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2. Right-click the GPO you created when you created the User Account Control and click Edit.

[P NOTE: Complete instructions for setting up the User Account Control can be found in the
Microsoft Windows Vista Enterprise SP1 Workstation Configuration Guide, in the section:
Setting up the User Account Control in an Active Directory.

3. Select Computer Configuration > Administrator Templates > Windows Components > Internet
Explorer > Internet Control Panel > Security Pages.

The Group Policy Object Editor window appears.
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Figure 5-11: Group Policy Object Editor Window
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4. Double-click the Site to Zone Assignment List policy.

The Site to Zone Assignment List Properties window appears.
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Figure 5-12: Site to Zone Assignment List Properties Window

Site to Zone Assignment List Properties

Setting | Explain

@ Site to Zone Assignment List

=) Not Configured
@ Enabled

() Disabled

Erter the zone assignments here. Show...

Supported on: At least Intemet Bxplorer &.0in Windows XP Service P...
Previous Setting ] [ MNead Setting ]

[ ok ][ Cancsl J[ Aoty |

5. Select Enabled and click Show.

The Show Contents window appears.
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Figure 5-13: Show Contents Window

Show Contents

Enter the zone assignments here. K

Value Mame Value ——

il

6. Click Add.
The Add Item window appears.
Figure 5-14: Add Item Window

Add Ttern

Enter the name of the item to be added: |T|

| | Cancel |

Enter the value of the item to be added:

7. Inthe Enter the name of the item to be added field, enter the name of the Web Application Site.
8. Inthe Enter the value of the item to be added field, enter the digit 2 and click OK.
The Show Contents window reappears.
9. Click OK.
The Site to Zone Assignment List Properties window reappears.
10. Click OK.
The Group Policy Object Editor Window reappears.
11. Close the Group Policy Object Editor Window.
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I(\3/Iorc1lfiguring Internet Explorer 8/9 to Disable Protected
ode

Perform the following procedure to configure Internet Explorer 8/9 to disable Protected Mode.

© To disable Protected Mode:
1. Run Intemet Explorer 8/9.

When working with Windows Server 2008 or Windows Vista, right-click the Internet Explorer icon and
select Run as Admin.

2. Onthe Menu Bar, select Tools, and then Internet Options.

The Internet Options windows appears:
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Figure 5-15: Internet Options Window

Internet Options K |

General  Security |F‘rivan:~,.-' I Content I Conneckions I Programs I Advanced I

Select a zone ko wiew or change security setkings,

G’i’

o

Internet Laocal inkranet

Trusted sites

wour files,

v O

Trusted sites

This zone contains websites that vou
krust nat ko damage your computer or

ou hawve websites in this zaone.

Restricted
sites

Sites

—Security level For this zone

Allawed levels For this zane: all

!

Medium

conkent

- Prompts before downloading potentially unsafe

- Unsigned Activel controls will not be downloaded

[~ Enable Protected Mode (requires restarting Internet Explorer)

Cuskarm level, ..

Defaulk level |

Reset all zones to default level |

Ik

Apply

Cancel |

3. Click the Security tab. In the Security level for this zone area, make sure that Enable Protected

Mode is not selected.

4. Click OK.
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Adding the NICE Web Applications URL to the Local
Intranet Site List

©> To add the NICE Perform Web application URL to the Local Intranet Site

1. Inthe Tools menu of the Internet Explorer, select Internet Options.
2. Click the Security tab.
Figure 5-16: Internet Options - Security Tab
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Inkernet Local intranet gyt a=ls E=s=t Festricked
sites

Local intranekt )
Sites

ﬁi This zone is for all websites that are
= found on your inkr anet.

—Security lewel Far this zone
Bllowed lewvels For this zane: all

- -  Medium-low
- - - Appropriate far websikes on wour local nebwork,

- - {intranet)
: L - Most cankenk will be Fun withouk prompting wou
_-I_I_ - Urmsigned Ackiver contraols will not be downloaded

- Same as Medium level withouk prompks

[T Enable Protected Mode (requires restarking Inkernet Explorer)

Cuskom lewel.. Default [ewel I

Reset all 2anes bodefaulk [ewvel

(0] Zancel o] |
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3. Click Lacal inl:r'aruzel:

4. Click Sites.
The Local Intranet window appears.

Figure 5-17: Local Intranet Window

Local intranet i

You can add and remowve websites from this zone. all websites in
this zone wil use the zone's security settings.

Add this wehsite to the zone:
| Add

Websites:

hocp: flsystem Bennonee
http: /focalhost
https: (flocalhost

[T Require server verification (https:) for all sites in this zone

Close I

Enter the NICE Web applications URL in the Add this website to the zone field.
Click Add.

Click Close.

Click OK.

®© N o o
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Internet Explorer 9

Compatibility of NICE Web Applications with Internet
Explorer 9 32-bit

Product NICE Engage Platform, NICE Interaction Management, NICE Perform,
NICE Sentinel, NICE Real-Time Solution

Release NICE Interaction Management R4.1
NICE Engage Platform R6.3

[® NOTE: NICE Engage Platform 6.3 environments with
Engage Search, require Internet Explorer 10 or above.

NICE Perform: R3.1, R3.2, R3.5

NICE Sentinel:
m  NICE Sentinel Server: R2.1, R2.5, R4.1, R6.X
m  NICE Sentinel Remote Client: R4.1, R6.X.

[ NOTE: Internet Explorer works with Sentinel Remote Client
only when using compatibility mode (Compatibility mode is
the Microsoft Internet Explorer default mode). For more
information, see the Sentinel Installation and Configuration
Guide.

Real-Time Solution 4.9.x

Synopsis This section describes the compatibility of Internet Explorer 9 with NICE
Web Applications when Internet Explorer 9 is installed on:

Windows Vista Enterprise SP2

Windows 7 Professional SP1 32/64-bit

Windows 7 Enterprise SP1 32/64-bit

Windows 7 Ultimate SP1 32/64-bit

Windows Server 2008 Standard Edition 32-bit
Windows Server 2008 Standard Edition 64-bit
Windows Server 2008 Enterprise Edition 32-bit
Windows Server 2008 Enterprise Edition 64-bits
Windows Server 2008 R2 Standard Edition 64-bit
Windows Server 2008 R2 Enterprise Edition 64-bit
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General Description and Conclusions

General tests were performed using Internet Explorer 9 (IE9) with:
m  NICE Perform

m Release 3.1

m Release 3.2

m  Release 3.5
m  NICE Interaction Management Release 4.1
m  NICE Engage Platform 6.3
m  NICE Sentinel

m  Release 2.1

m  Release?2.5

m Release 4.1

m Release 6.X

Conclusions

The NICE Engage Platform/NICE Interaction Management/NICE Perform Applications Suites are
compatible with all tested operating systems with the following limitation:

You should only run one NICE Engage Platform/NICE Interaction Management/NICE Perform
Applications Suite per browser.

See NICE Web Applications Known Issues with Internet Explorer 9 below.

NICE Web Applications Known Issues with Internet
Explorer 9

The following section describes known issues when using Internet Explorer 9:

Issue 1

The NICE Engage Platform/NICE Interaction Management/NICE Perform Web application URL must be
added to the Trusted Site list. See Manually Adding NICE Web Applications to the Trusted Site List
on page 141.

Issue 2

NICE Engage Platform/NICE Interaction Management/NICE Perform Web applications can be used in
Internet Explorer 9 tab or Quick tab modes. However, in these modes, you can run one tab only with the
NICE Engage Platform/NICE Interaction Management/NICE Perform Applications suite.
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Issue 3

When the NICE Application Server is identified as an Internet site, the following message may appear:

NICE Perform®
Applications Suite requires
Microsoft .NET framework
version 3.5 or higher
Installed on this computer.

Install the proper version
and restart the Web
browser.

See Adding the NICE Web Applications URL to the Local Intranet Site List on page 147.

Issue 4

You must configure IE9 to work with the Protected mode set to off. See Configuring Internet Explorer
8/9 to Disable Protected Mode on page 145.

Issue 5

To correctly display the NICE Engage Platform/NICE Interaction Management/NICE Perform Application,
the default documentation mode in Internet Explorer 8 should be Quirks mode. If a different mode is used,
the application screen appears.
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Internet Explorer 10

Compatibility of NICE Web Applications with Internet
Explorer 10 32-bit

Product NICE Engage Platform, NICE Interaction Management, NICE Perform,
NICE Sentinel, NICE Real-Time Solutions, Engage Search
Release NICE Interaction Management 4.1
NICE Engage Platform 6.3 and above
NICE Perform 3.2
NICE Perform 3.5
NICE Sentinel:

m  NICE Sentinel Server: R2.1, R2.5, R4.1, R6.X

m  NICE Sentinel Remote Client: R4.1, R6.X.

[® NOTE: Internet Explorer works with Sentinel Remote Client
only when using compatibility mode (Compatibility mode is
the Microsoft Internet Explorer default mode). For more
information, see the Sentinel Installation and Configuration
Guide.

NICE Real-Time Solution 4.9.6
Synopsis Windows 7 Professional SP1 32/64-bit
Windows 7 Enterprise SP1 32/64-bit
Windows 7 Ultimate SP1 32/64-bit
Windows Server 2008 R2 SP1 Standard Edition 64-bit
Windows Server 2008 R2 SP1 Enterprise Edition 64-bit

General Description and Conclusions

General tests were performed using Internet Explorer 10 (IE10) with NICE Engage Platform 6.3,NICE

Interaction Management Release 4.1, NICE Perform Release 3.2 and 3.5.

Conclusions
The NICE Engage Platform/NICE Interaction Management/NICE Perform Applications Suites are

compatible with all tested operating systems with the following limitations:

m  You should only run one NICE Web Applications Suite per browser.
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m  When opening the Package and Evaluation windows in NICE Perform 3.2, these windows become
inactive and move behind the main window. To use these windows, click their icons in the taskbar.

See NICE Web Applications Known Issues with Internet Explorer 10 below.

NICE Web Applications Known Issues with Internet
Explorer 10

The following section describes known issues when using Internet Explorer 10:
When the NICE Application Server is identified as an Internet site, the following message may appear:

NICE Perform Applications Suite requires Microsoft. NET framework version 3.5 or higher Installed on this
computer. Instal the proper version and restart the Web browser.

NICE PerformE
Applications Suite requires
Microsoft .NET framework
version 3.5 or higher
Installed on this computer.
Install the proper version
and restart the Web
browser.

See Adding the NICE Web Applications URL to the Local Intranet Site List on page 147.

Adding the NICE Web Application URL to the
Compatibility View Settings List

To ensure that NICE Engage Platform/NICE Interaction Management/NICE Perform works properly when
using Microsoft Internet Explorer 10, you should make sure to add the URL from the application server to
the Windows Compatibility View settings.

¢ To add the NICE Web Application URL to the Compatibility List:

1. Inthe Tools menu of Internet Explorer, click Compatibility View Settings. The Compatibility View
Settings dialog box is displayed.
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Figure 5-18: Compatibility View Settings

m You can add and remove websites to be displayed in
m Compatibility View.

Add this website:

| Add
Websites you've added to Compatibility View:

dh-app-m-acg Femove

nice.com

pt.local

|| Display all websites in Compatibility View
|| pisplay intranet sites in Compatibility View
|| ownload updated compatibility lists from Microsoft

Learn more by reading the Internet Explorer privacy statement

2. Type the Application Server URL for the instance of NICE Engage Platform/NICE Interaction
Management/NICE Perform that you are using. For example, dh-app-m-acg.

3. Click Add.
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Internet Explorer 11

Compatibility of NICE Web Applications with Internet
Explorer 11 32, 64-bit

Product NICE Engage Platform, NICE Interaction Management, NICE Sentinel,
NICE Real-Time Solutions, Engage Search

Release NICE Interaction Management R4.1

NICE Engage Platform R6.3 and above

NICE Sentinel:
m  NICE Sentinel Server: R2.1, R2.5, R4.1, R6.3
m  NICE Sentinel Remote Client: R4.1, R6.X.

[ NOTE: Internet Explorer works with Sentinel Remote Client
only when using compatibility mode (Compatibility mode is
the Microsoft Internet Explorer default mode). For more
information, see the Sentinel Installation and Configuration
Guide.

NICE Real-Time Solutions 4.9.6

Synopsis Windows 8 Professional 32/64-bit

Windows 8 Enterprise 32/64-bit

Windows 8.1 Professional 32/64-bit

Windows 8.1 Enterprise 32/64-bit

Windows 7 Professional SP1 32/64-bit

Windows 7 Enterprise SP1 32/64-bit

Windows 7 Ultimate SP1 32/64-bit

Windows Server 2008 R2 SP1 Standard Edition 64-bit
Windows Server 2008 R2 SP1 Enterprise Edition 64-bit

General Description and Conclusions

General tests were performed using Internet Explorer 11 (IE11) with NICE Interaction Management
Release 4.1 and NICE Engage Platform 6.3.
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Conclusions

The NICE Engage Platform/NICE Interaction Management is compatible with all tested operating systems
with the following limitations:

m  You should only run one NICE Engage Platform/NICE Interaction Management Applications Suite per
browser.

m  You should only use the XBAP technology with the Windows 8.1 client system.

m  ForlInternet Explorer 11 on Windows 8.1, you must have NICE Engage Platform/NICE Interaction
Management Release 4.1.46 or above.

See NICE Web Applications Known Issues with Internet Explorer 11 below.

NICE Web Applications Known Issues with Internet
Explorer 11

The following section describes known issues when using Internet Explorer 11:
When the NICE Application Server is identified as an Internet site, the following message may appear:

NICE Applications Suite requires Microsoft.NET framework version 3.5 or higher Installed on this
computer. Install the proper version and restart the Web browser.

NICE Perform@

Applications Suite requires
Microsoft .NET framework
version 3.5 or higher
Installed on this computer.
Install the proper version
and restart the Web

browser.

See Adding the NICE Web Application URL to the Compatibility View Settings List below
Adding the NICE Web Application URL to the
Compatibility View Settings List

¥ NOTE: Relevant for NICE Engage Platform/NICE Interaction Management only.

To ensure that NICE Engage Platform/NICE Interaction Management works properly when using Microsoft
Internet Explorer 11, you should make sure to add the URL from the application server to the Windows
Compatibility View settings.

© To add the NICE Application URL to the Compatibility List:

1. Inthe Tools menu, click Compatibility View Settings. The Compatibility View Settings dialog box is
displayed.
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Figure 5-19: Compatibility View Settings

m You can add and remove websites to be displayed in
m Compatibility View.

Add this website:

| Add
Websites you've added to Compatibility View:

dh-app-m-acg Femove

nice.com

pt.local

|| Display all websites in Compatibility View
|| pisplay intranet sites in Compatibility View
|| ownload updated compatibility lists from Microsoft

Learn more by reading the Internet Explorer privacy statement

2. Inthe Add this website field, enter the Application Server URL for the instance of NICE Engage
Platform/NICE Interaction Management that you are using. For example, dh-app-m-acg.

3. Click Add.
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Microsoft .NET Framework

This section provides information, support, and solutions for Microsoft .NET Framework.
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Nice Applications Software Requirements .. ... . 160
NICE Interactions Center Server Workaround for Microsoft .NET 3.5 Framework ....................... 161
NICE Support for Microsoft .NET Framework . . ... ... L 163
Microsoft NET Framework 4.0 ReqUirements .. ... ... . 168
Microsoft .NET Framework 4.0 and up with NICE Interaction Management 4.1.46 and Above ......... 170
Microsoft NET Framework 4.5 Requirements ... . . 171
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Nice Applications Software Requirements

Product NiceLog & NiceUniverse

Release

Synopsis

Nice Applications suite version 8.8, runs today with MDAC 2.6.1 SP1 installed. This software is also
installed when installing the Nice Applications suite. In those instances where there is a lower MDAC
version installed, it must be upgraded.

The installation will detect the lower version and install the MDAC 2.6.1 SP1. The upgrade can also be a
higher version than 2.6.1 SP1 such as 2.7 and in this case use the following procedure to upgrade the
MDAC.

© To upgrade the MDAC file:

1. Access the Microsoft downloads from

http://www.microsoft.com/data/download.htm
2. Click Microsoft Data Access Components and select the MDAC version you require.

Download and install the relevant file.

¥ NOTE: For OS in different languages, a suitable MDAC should be download (by
choosing the language from the Combo Box

Cross-Release
Third Party Technical Guidelines (C8) -160 -



6: Microsoft .NET Framework
NICE Interactions Center Server Workaround for Microsoft NET 3.5 Framework

NICE Interactions Center Server Workaround
for Microsoft .NET 3.5 Framework

Product NICE Perform
Release NICE Perform® Release 3
Synopsis This section describes the workaround to enable configuration of the
Integration software on the NICE Perform Release 3 SP4
Interactions Center server, when Microsoft .NET 3.5 Framework is
installed.
Problem

The Integration software cannot be configured on the NICE Perform Release 3 SP4 Interactions Center

server, when Microsoft .NET Framework 3.5 is installed. An error message that .NET 2.0 SP1 is not
supported, is received.

Workaround

To work around the problem, uninstall both .NET Framework 3.5 and .NET Framework 2.0 SP1. Then

install .NET Framework 2.0 and configure the Integration software. After verifying successful installation
and operation, re-install .NET Framework 3.5, which automatically installs .NET 2.0 SP1.

¢» To Work around the Problem:

1. Uninstall Microsoft .NET Framework 3.5.:

a. Navigate to: Start > Settings > Control Panel > Add or Remove Programs.

b. Select Microsoft .Net 3.5 Framework.

c. Click Change/Remove.

Microsoft .NET Framework 3.5. is uninstalled.

2. Uninstall Microsoft Framework .NET 2.0 SP1.:

a. Navigate to: Start > Settings > Control Panel > Add or Remove Programs.

b. Select Microsoft .Net 2.0 SP1 Framework.

c. Click Change/Remove.

Microsoft .NET Framework 2.0 SP1 is uninstalled.
3. Install Microsoft .NET Framework 2.0.:

Install Microsoft .NET Framework 2 from the CD provided by Microsoft. Follow installation

instructions.

4. Configure the Integration software:
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a. Insert the NICE Perform Release 3 Interactions Center CD.
b. Navigate to Integration > Connection Manager > Drivers.
c. Select SP4.

d. Double-click setup.exe.
The Integration software is configured.

5. Verify that the NICE Perform Release 3 Interactions Center has successfully configured the
Integration software and is fully operational. This is assured when no error messages are displayed.

6. Install MS .NET Framework 3.5:
Install MS .NET Framework 3.5 from the CD provided by Microsoft. Follow installation instructions.

This installation will also install .NET 2.0 SP1.
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NICE Support for Microsoft .NET Framework

Product .NET Framework Support

Release Version 8.9, NICE Perform® Release |, 11, 3, and 3.1 and above, NICE
Interaction Management 4.1, NICE Engage Platform, NICE Sentinel
2.5and 4.1

Synopsis This section describes support for Microsoft .NET Framework (versions

1.1, 2.0, 3.0 and 3.5) by NICE products, from V8.9 system through
NICE Perform Releases I, Il, 3, and 3.1 and above, NICE Interaction
Management 4.1, NICE Engage Platform, NICE Sentinel 2.5 and 4.1.

This section incorporates previous NICE technical support notes for
Microsoft .NET Framework (versions 1.1, 2.0 and 3.0.).

Overview

This section provides information regarding NICE products support for Microsoft .NET Framework
(versions 1.1, 2.0, 3.0 and 3.5).

NICE Logger Requirements

The following NICE Logger versions require Microsoft .NET Framework 2.0:
m  Logger PCl 9.01 SP8 and above

m Logger PCI 9.03 SP3 and above

m  Logger9.06
m  LoggerVolP 9.12

Microsoft .NET Framework Server-Side Support

The following table lists the NICE release versions and indicates which version supports Microsoft .NET
Framework (versions 1.1, 2.0, 3.0, 3.5, 4, and 4.5)

Table 6-1:
NICE Release Versions support Microsoft .NET Framework - Server-Side

Release Version | Status

Approved for all environments, except Playback Organizer version 2.

NICE Perform Only .NET 1.1 is approved.
Release |
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Table 6-1: NICE Release Versions support Microsoft .NET Framework - Server-Side (continued)

Release Version

Status

Management 4.1

NICE Perform For Service Packs prior to SP4: Only .NET 1.1 is approved.

Release I For Service Packs SP4 and above: .NET 2.0 and .NET 3.0 are approved.
For Service Packs SP5: .NET 3.5 is approved.

IPC 9.09 .NET 1.1 and .NET 2.0 are approved. If .NET 2.0 is installed on server, run
relevant SetSecurity applicable to .NET 2.0.

NICE Perform Prior to and including SP1, only .NET 1.1 is approved.

Release 3 For SP2 and above, .NET 2.0 is required; see the warning below. .NET 3.0 is
approved.
For SP4, .NET 3.5is approved. See NICE Logger Requirements on the
previous page.

NICE Perform .NET 2.0 is required. See the warning below.

Release3.1and | \eT2 0 Service Pack 1 is approved.

above/NICE

Interaction .NET 3.0is approved.

.NET 3.0 Service Pack 1 is approved.
.NET 3.5is approved.

.NET 3.5 SP1 is approved.

.NET 4.0 is approved.

.NET 4.5 is approved*.

.NET 4.5.1/4.5.2 is approved*.

NICE Engage
Platform 6.3

.NET 3.5 SP1 is required.
.NET 4.0 s required.
.NET 4.5 is approved*.
.NET 4.5.1 is approved*
.NET 4.5.2 is approved*

NICE Sentinel 2.5

.NET 3.5 s required.
.NET 3.5 Service Pack 1 is required.
.NET 4.0 is required.
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Table 6-1: NICE Release Versions support Microsoft .NET Framework - Server-Side (continued)

Release Version | Status

NICE Sentinel 4.1 | .NET 3.5is required.

.NET 3.5 Service Pack 1 is required.
.NET 4.0 s required.

.NET 4.5 is approved*

NICE Sentinel .NET 3.5 Service Pack 1 is required.
6.X NET 4.5is required.

WARNING!
.NET Framework 2.0 must be installed before installing the Applications Suite.

If you started installing the Applications Suite without .NET 2.0 Framework, the Applications
Suite installation will fail. To solve this problem, abort the Applications Suite installation,
install .NET 2.0 Framework, and then run the Applications Suite installation again.

Microsoft .NET Framework Client-Side Support

The following table lists the NICE release versions and indicates which version supports Microsoft NET
Framework (versions 1.1, 2.0, 3.0, 3.5, 4, and 4.5).

Table 6-2:
NICE Release Versions support Microsoft .NET Framework - Client-Side

Release Version | Status

8.90 Approved.

NICE Perform Approved with Applications SP7 and above. Must be installed side by side
Release | with.NET 1.1 and the relevant hot fixes.

See RN0444 NICE Perform Applications V9.01.7.42 (SP7) for the list of
known issues.
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Table 6-2: NICE Release Versions support Microsoft .NET Framework - Client-Side (continued)

Release Version | Status

NICE Perform Approved with Applications SP3. Must be installed side by side with.NET 1.1
Release I and the relevant hot fixes.

See RN0431 NICE Perform RII Applications 9.08.3.09 (SP3) for the list of
known issues.

SP4 resolves the known issues which are described in RN0431. However,
.NET 1.1 and .NET 2.0 must be installed side by side.

For Service Pack SP5: .NET 3.5 is approved.

IPC 9.09 .NET 1.1 and .NET 2.0 are approved. If NET 2.0 is installed on server, run
relevant SetSecurity applicable to .NET 2.0.

NICE Perform For Release 3 SP1, only .NET 1.1 is approved.

Release 3 Above Release 3 SP1, .NET 1.1, .NET 2.0 and .NET 3.0 are approved.
See RN0466 NICE Perform Applications Suite Release 3 (SP1) for the list of
known issues.
For Release 3 SP2 and above, .NET 2.0 is required.
For Release 3 SP4, .NET 3.5is approved. See Microsoft .NET Framework
Server-Side Support on page 163

NICE Perform .NET 2.0is required.

Release 3.1and | \E12 0 Service Pack 1 is approved.

above/

. .NET 3.0 is approved.
NICE Interaction
Management 4.1 | -NET 3.0 Service Pack 1is approved.
.NET 3.5is approved.

.NET 3.5 SP1 is approved.

.NET 4.0 is approved.

.NET 4.5 is approved*.
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Table 6-2: NICE Release Versions support Microsoft .NET Framework - Client-Side (continued)

Release Version | Status

NICE Engage
Platform 6.3

.NET 3.5 SP1 is required.
.NET 4.0 is required.
.NET 4.5 is approved*.
.NET 4.5.1is approved*
.NET 4.5.2 is approved*

NICE Sentinel 2.5 | .NET 2.0 is required.
.NET 3.5is required.
.NET 3.5 Service Pack 1 is approved.

.NET 4.0 is approved.

NICE Sentinel 4.1 | .NET 3.5 is required.
.NET 3.5 Service Pack 1 is approved.
.NET 4.0 is approved.

.NET 4.5 is approved”

NICE Sentinel
6.X

.NET 3.5 Service Pack 1 is required.
.NET 4.5 is required.

Figure 6-1: .NET Framework Developer’s Guide
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Microsoft .NET Framework 4.0 Requirements

¥ NOTE: Only relevant for NICE Interaction Management 4.1/NICE Engage Platform 6.3
and NICE Sentinel 2.5/NICE Sentinel 4.1.

Microsoft .NET Framework 4.0 is now required for all NICE Interaction Management 4.1 /NICE Engage

Platform 6.3 sites and NICE Sentinel 2.5/Sentinel 4.1. See the Certified Servers Guide for more details
about requirements.

SRT release 2.5.6 and later will check for Microsoft .NET Framework 4. SRT releases before 2.5.6 will not
fail if Microsoft .NET Framework 4 is installed, but also will not notify if Microsoft .NET Framework 4 is not

installed. Therefore, you must manually check whether Microsoft .NET Framework 4 is installed by looking
at the components in the Add/Remove Programs window.

If 1IS is installed after Microsoft .NET Framework 4, change the Application Pool to .NET2 as described
below.

© To change the Application Pool to .NET2:

1. Select Start > Run. The Run window appears.

2. Enterinetmgr and then click OK.

The Intemet Information Services (11S) Manager window appears.

Figure 6-2: Internet Information Services (lIS) Manager Window
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3. Inthe Connections pane on the left side, click Application Pools.

4. Inthe Application Pools list, double-click DefaultAppPool. The Edit Application Pool window
appears.
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Figure 6-3: Edit Application Pool Window

Edit Application Pool e

DefaultAppPocl

MET Framework version:

" R e s R s s -
"l .MET Framework v4.0.30319
MET Framework v2.0.50727

Mo Managed Code

Start application pool immediately

—r— | o

5. From the .NET Framework dropdown menu, select .NET Framework v2.0.50727.
6. Click OK.

7. Inthe Actions pane on the right side, click Recycle.
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Microsoft .NET Framework 4.0 and up with
NICE Interaction Management 4.1.46 and
Above

¥ NOTE: Relevant for NICE Interaction Management 4.1.46 and NICE Engage Platform 6.3.

If your client machine has the Microsoft .NET Framework version 4.0 and up, when you sign in to NICE
Interaction Management/NICE Engage Platform, you will notice that the extension is . XBAP. You must
note the following when working with an XBAP page.

m Internet Explorer 10 works with XBAP only when using compatibility mode (Compatibility mode is the
Microsoft Internet Explorer default mode). For information on using NICE Interaction
Management/NICE Engage Platform in compatibility mode, see Adding the NICE Web Application
URL to the Compatibility View Settings List on page 153.

m |f you changed your system configuration to work with .NET Version 4.5/4.5.1/4.5.2 when using
Release 4.1.45, you can revert back to the original system configuration if you install NICE Interaction
Management 4.1.46 or later/NICE Engage Platform.

m  When using XBAP, the Tool menu disappears from the Internet Explorer tool bar. To view the tool
menu, you can do one of the following:

m  Open anew tab. The Tools menu will be available in the new tab.

m  Click the Internet Options button in Internet Explorer and use the Internet Options window. If
this button does not appear, right-click in the Button bar and add it.

m  The URL address to any NICE Interaction Management/NICE Engage Platform projects you were
using will be different when using XBAP.

Instead of the ASPX link http://<server
name>/NiceApplications/Desktop/webpage/DeskTopWebForm.aspx, the new address will be
http://<server name>/NiceApplications/Desktop/XbapApplications/NiceDesktop.XBAP.

m  NICE Engage Platform 6.3 is designed to work only with XBAP, but not with ASPX.

If you previously created shortcuts/favorites,then replace all previously saved links to the new
address.

For information on setting up the client computer to work with ASPX, see Using ASPX to Log In To NICE
Interaction Management When Using .NET 4.0 or Higher in the Workstation Setup Guide.
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Microsoft .NET Framework 4.5 Requirements

¥ NOTE:

m This sectionis relevant for NICE Perform 3.2/3.5, NICE Interaction Management 4.1,
NICE Engage Platform 6.3.

m The information in this section is relevant when using ASP.NET. For example you will have a
URL with an .aspx extension as shown in the following example:

http://<server
name>/NiceApplications/Desktop/webpage/DeskTopWebForm.aspx

m For.Net 4.0 support and up using NICE Interaction Management 4.1.46/NICE Engage
Platform 6.3, please see Microsoft .NET Framework 4.0 and up with NICE Interaction
Management 4.1.46 and Above on the previous page

Microsoft .NET Framework version 4.5/4.5.1/4.5.2 has been tested and approved for use with NICE
Perform 3.2/ 3.5, NICE Interaction Management 4.1, and NICE Engage Platform 6.3.

Installing Microsoft .NET 4.5 on machines may cause a problem with the login procedure to NICE
Perform/NICE Interaction Management. The following error message may appear during the initialization
phase.

Figure 6-4: Error Message During Initialization Phase of NICE Perform/NICE Interaction Management

Error occurred during
initialization phase.
Click Relogin to try
again.

&m existing connection
was forcibly closed by the
remote host

Relogin |

¥ NOTE: This problem is not relevant for NICE Engage Platform 6.3 and does not require the
workaround specified below.
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To fix this problem, the EnablelEHosting value of the registry subkey
HKLM/SOFTWARE/MICROSOFT/.NETFramework must be set to 1. For more details please read the
Microsoft article Application Compatibility in the .NET Framework 4.5.

© To work around the problem:

1. Click Start>Search, and in the search field, type Regedit.
Figure 6-5: Regedit Search Results

Programs {1}
ﬁ regedit

- Seemore results

|regedit| 3 Log aff |>|

2. Right-click the Regedit icon and select Run as Administrator from the menu.

3. Enterthe correct user credentials for working with registries.
4. Follow the link mentioned above to find the required registry folder.
¥ NOTE: The registry path is different for x86 and x64 Windows systems: -

m  For x86 systems or for 32-bit processes on x64 systems: Go to the
HKLM/SOFTWARE/MICROSOFT/.NETFramework registry key and change
the EnablelEHosting value to 1.

m  For x64 systems or for 64-bit processes on x64 systems: Go to the
HKLM/SOFTWARE/Wow6432Node/.NETFramework registry key and change
the EnablelEHosting value to 1.

5. Right-click in the registry folder and select New>DWORD (32-bit) Value to create a new DWORD
value key.
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Figure 6-6: Creating a New DWORD Value Key in the .NET Framework Registry

£ Registry Editor
File Edit View Favorites Help

=788 Computer
. HEEY _CLASSES_ROOT
. HEEY _CURREMT_UISER.
HKEY_LOCAL_MACHINE
. BCOO0000000
H . HARD'WARE
LB SAM
e SECURITY
- | SOFTWARE
#- | ATI Technologies
| Classes
| Clients
| Microsoft:
. MICE Systems
. CDEC
| Policies
. Reqisteredapplications
- | Symankec
- Wowe43zZMode
£ L AYATA
| Classes
o Clients

Microsoft
|- | METFramework

El

| Data

Mame Type
| REG_SZ
REG_SZ
String Walue

Binary Yalue |
| DWWORD (32-bit) Yalue

{walue not set)
C:\windows\Microsoft. METFramewark),

CWORD (B4-bit) Yalue
TMulti-5tring Yalue
Expandable String Yalue

(|

C0mputer'l,HKE\"_LOCAL_MACHINE'l,SOFTWARE'l,W0w6432N0de\Microsoft\,.NETFrameworkI

6. Rename the new key as follows: EnablelEHosting
Figure 6-7: New EnablelEHosting DWORD

=] B3

Marne | Twpe | Daka

ab|(Default) REG_S7 iwalue nok set)

.3!'5‘ nstallRook REG_SZ Ciiindows\Microsoft, MET\Framewarlk),
%4 EnablelEHosting | REG_DWORD 0x00000000 {0)

7. Right-click the EnablelEHosting key and select Modify from the menu.
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Figure 6-8: Modify New EnablelEHosting DWORD

=] B3
Marme | Tvpe | [Data
A} Diefault) REG_SZ {value nok setk)
.BP\}InstaIIRn:n:-t REG_SZ Crwindows\Microsoft, MET\Framework),
T 000000000 (0

Rt e x (0)

Mu:u:li-l:';.-' Binary Daka. ..

Delete

Renarme

| 2

o

8. Inthe Edit DWORD (32-bit) Value window that appears, type 1 in the Value data field and click OK.
Figure 6-9: DWORD Value

Walle name:

Edit DWORD (32-bit} Yalue |

|Enal:u|e| EHaosting

Yalue data:
1|

~baze
i Hesadecimal

 Decimal

Ok I Cancel |

¥ NOTE: If this procedure must be performed on multiple client/server machines, use the
SCCM/SMS package that contains the registry file to create the EnablelEHosting registry

subkey.
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This section describes support for the various Microsoft SQL Server versions.

Contents
SQL Server 2000 SP4 . 176
SQL Server 2005 for NICE Perform Release 3 ... .. ... ... i 177
SQL Server 2008 .. ... . 183
SQL Server 2012 .. 203
SQL Server 2014 . 204

Cross-Release
Third Party Technical Guidelines (C8) -175 -



7: Microsoft SQL Server
SQL Server 2000 SP4

SQL Server 2000 SP4

Product SQL Server 2000 SP4

Release

Synopsis

Microsoft SQL Server 2000 SP4 was tested on all NICE components running with Microsoft SQL Server
2000 as set out in the table below.

Table 7-1:
Microsoft SQL Server 2000 SP4
SQL Server 2000 Type Component oS
SQL Server 2000 Server Edition CLS 8.70 Windows NT Server
CLS 8.80 Windows 2000 Server
CLS 8.90 Windows 2003 Standard Edition
CLS 8.93 Windows 2003 Standard Edition
NICE Perform Windows 2003 Standard Edition
SQL Server 2000 Personal Edition NCF I Windows NT WS
NCF I Windows 2000 Professional
NCF 11l Windows XP
Loggers Only 8.80 Windows 2000 Professional
Loggers Only 8.90 Windows 2003 Standard Edition
Advantage Windows 2000 Professional
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SQL Server 2005 for NICE Perform Release 3

Product NICE Perform®, NICE Sentinel

Release NICE Perform Release 3

NICE Sentinel 2.1

Synopsis This section describes the Microsoft SQL Server versions supported by
NICE Perform Release 3.

NICE Perform Release 3 uses Microsoft SQL Server 2005 (Standard Edition) for its database and Data
Mart infrastructure.

NICE upgraded to SQL Server 2005 for its outstanding security and advanced business intelligence
capabilities, as well as its improved performance and maintainability.

Supported SQL Server Versions

NICE Perform Release 3 is designed for optimal use of SQL Server 2005, with new features such as:

m  Media Encryption — For securing the cryptographic information that is used for encrypting the
captured voice and screen media, and is stored in the Cryptographic Database.

m  NICE Perform - IEX Integration.
m Interaction Analytics’ ClearSight™ — For Root-Cause Analysis.
m Interaction Analytics’ Transcription (Speech to Text).

For a detailed overview of SQL Server 2005 additional benefits see Microsoft’s The Business Value of
Upgrading to SQL Server 2005 white paper, (October 2005).

For all new installations, SQL Server 2005 Standard Edition is used by default. Use of SQL Server 2000 will
not be allowed for any new installation of NICE Perform Release 3.

Existing implementations using SQL Server 200, either 8.9 or NICE Perform Releases 1 and 2, wishing to
upgrade to NICE Perform Release 3, will also require database migration.

Existing implementations of NICE Perform Release 3 pre-GA version, using SQL Server 2000, will be able
to continue using the existing SQL Server 2000 installation for a limited time, unless they want to take
immediate advantage of the NICE Perform Release 3 features mentioned above. NICE Perform Feature
Pack 1, which is expected mid 2008, will require SQL Server 2005. Therefore, NICE strongly recommend
prompt migration to SQL Server 2005 for all customers.

SQL Server Clustering

SQL Server 2005 Standard Edition supports SQL Server clustering.
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SQL Server clustering also requires Microsoft Windows Server 2003 Enterprise Edition and certified
hardware.

SQL Server Licensing

Customers can purchase SQL Server software and licenses from NICE or provide SQL Server software
and licenses on their own.

¥ NOTE: The NICE Perform Application Suites do not include SQL Server
software and licenses for the database servers.

SQL Server Software and Licenses Purchased from NICE
Systems

Customers can purchase the following types of SQL Server 2005 Standard Edition licenses from NICE:

Table 7-2:
SQL Server Licenses

SQL Server Price List Item Description

License

Server and Client SQL-CAL-LIC User based licensing suitable for deployments where
Access License only a limited number of users are using the NICE
(CAL) applications.

The customer needs to purchase as many CALs as
the number of users/devices that access the SQL
Server directly or indirectly.

Each Device CAL permits one device, used by any
user to access the SQL Server.

Each User CAL permits one user, using any device, to
access the SQL Server.

Any Device and User CAL combination can be used:
You may select to purchase the minimum number of
required CALs based on number of seats or number of
users, but the purchase order must include a certain
minimum number of CALs (see note below).
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Table 7-2: SQL Server Licenses (continued)

SQL Server Price List Item Description

License

Per-Processor SQL-CPU-LIC SQL Server Per-Processor licensing is based on the
License number of CPUs on the server machine that runs the

SQL Server. A Per-Processor license supports an
unlimited number of users.

To encourage the use of dual-core processors,
Microsoft charges the same amount of money per
processor, regardless of the number of cores in the
processor.

¥ NOTE:

SQL-CAL-LIC and SQL-CPU-LIC price list items see SQL Server 2005 only. Fora
limited time, you may continue and use the former DUAL-CPU-SQL price list item to
order additional Per-Processor licenses for SQL Server 2000 for existing pre-GA
installations of NICE Perform Release 3. See Special Notes for New and Old Price
Lists on page 182 below.

m  Userbased licensing shall be used for the NICE Perform Interaction Package only.
For all NICE Perform application packages other than the Interaction Package, and
for Interaction Package deployments with a large number of users/seats (50 or more
users/seats), Per-Processor (CPU) based licensing shall be used.

m Inuserbased licensing, a CAL is required for each user/seat that accesses the
database server directly or indirectly. Hence, users of the ROD application also
require CALs.

m Foruserbased licensing, the purchase order must include a minimum of five CALs,
(5 SQL-CAL-LIC).

If the SQL Server software and licenses are purchased from NICE, then NICE provides the customer with
the SQL Server Auto-Setup Installation CD and a printed SQL Server End-User License Agreement
(EULA) stating the number of licenses and their type. The Auto-Setup CD can also be used to upgrade an
existing SQL Server 2000 installation to SQL Server 2005.

SQL Server software and licenses purchased from NICE cannot be used for any purpose other than to
serve NICE products. The SQL Server installation is embedded in the NICE Perform SQL Server Auto-
Setup installation and cannot be separated from it. The installation is performed by a certified installer of
NICE or a business partner.

The SQL Server Auto-Setup installation is followed by the NICE Perform Database Suite installation and
the NICE Perform Application Server installation.
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Customer-Provided SQL Server Software and Licenses

NICE allows customers to provide SQL Server software and licenses on their own.

In this case, the customer is responsible for providing a machine with an installed SQL Server. The
following is required:

m  The server machine must satisfy the minimal hardware and network connectivity requirements
published by NICE.

m  The SQL Server configuration must fully comply with the NICE Perform SQL Server configuration
requirements.

m  The customer must present valid SQL Server licenses for the servers to be used by NICE applications.
See SQL Server License Requirements below.

The NICE Perform Database Suite installation ensures that the SQL Server configuration meets NICE
requirements. The Database Suite installation may automatically stop if the SQL Server configuration
deviates from the NICE guidelines, to prevent any future performance difficulties or system malfunctioning
that may arise. If the server is improperly configured, the installation clearly presents the configuration
problem encountered, so the customer can make the necessary corrections.

The customer takes full responsibility for the support of the SQL Server, and communicates directly with
Microsoft. However, the customer needs to follow NICE maintenance and backup guidelines and consult
NICE on any configuration change. NICE remains fully responsible for the NICE Perform database itself.

Upgrading from SQL Server 2000 to SQL Server 2005

The NICE Perform Release 3 upgrades do not include SQL Server 2005 software and licenses.

In case an upgrade from SQL Server 2000 to SQL Server 2005 is required, customer needs to purchase
new SQL Server 2005 licenses from NICE or provide the necessary software and licenses independently.
SQL Server 2000 licenses cannot be reused.

There are no discounts on SQL Server licenses sold by NICE for SQL Server upgrade. Same prices apply
to both new SQL Server licenses and upgrades from SQL Server 2000 to SQL Server 2005.

SQL Server License Requirements

For all NICE Perform application packages, other than the Interaction Package, an SQL Server CPU-
based licensing scheme should be employed. Here are a few examples on how to use SQL Server Per-
Processor licenses for different deployments.

Single Site Deployment

In most deployments, the NICE Perform database and the Data Mart database are installed on and
managed by the same SQL Server.
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Customer needs to purchase as many SQL Server Per-Processor licenses as the number of CPUs on the
server machine that runs the SQL Server. For example, a dual-processor machine requires two Per-
Processor licenses. SQL Server 2005 Standard Edition supports up to four CPUs.

In some deployments, for scalability reasons, the Data Mart will be installed on and managed by a separate
SQL Server. In this type of deployment, additional SQL Server Per-Processor licenses must be purchased.

Multi-Data Hub Deployment

A data hub is a combination of a NICE Perform Application Server and Database at a certain site.

A multi-data hub deployment includes several such data hubs located in different sites, of which one is
considered the Primary Data Hub and the others are considered to be secondary Data Hubs. Usually,
the Primary Data Hub site also features the Data Mart database, installed on and managed by a separate
SQL Server.

An adequate number of Per-Processor licenses should be purchased according to the number of CPUs on
each server machine that runs SQL Server, both for Database Server(s) and Data Mart.

¥ NOTE: In a multi-data hub deployment, all SQL Server instances must have the
same SQL Server version.

Network Management Station (NMS)

NICE NMS uses a Microsoft SQL Server database to store and efficiently manage the information
contained in the NICE Management Information Base (MIB)file.

The NMS uses its own SQL Server 2000 Standard Edition installation, separated from the NICE Perform
database and Data Mart database.

¥ NOTE: The NICE Perform Application Suites, including NICE Perform SMB
Applications, do not include the NMS software. The NMS should be ordered
separately (NMS-NP-SRV price list item).

The NMS requires a single SQL Server 2000 Standard Edition CAL, which is included in the NMS license
(NMS-NP-SRYV price list item). There is no need to separately order an SQL Server license.

If Unicenter Remote Admin Client is used on remote workstations, an additional CAL is required for each
Remote Admin Client. The additional CAL is included in the Remote Admin Client license (NMS-NP-CLNT
price list item). There is no need to separately order an SQL Server license.

NICE Perform SMB

NICE Perform SMB also employs Microsoft SQL Server 2005 Standard Edition. The NICE Perform SMB
Applications packages include 10 Client Access Licenses (CALs). Additional CALs can be purchased
using the SQL-CAL-LIC price list item.
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Special Notes for New and Old Price Lists

The new price list for release 3, with SQL-CAL-LIC and SQL-CPU-LIC price list items, is effective as of
June 1st, 2007.

After June 1st 2007, orders for Release 3 that do not include the new price list items, will be treated based
on the new GA price list, and NICE will assume that the customer will supply the SQL Server software and
licenses on its own. Orders for new Release 3 installations that include DUAL-CPU-SQL will be
rejected.

Orders for upgrades from NICE Perform Release 3 pre-GA version that wish to continue using SQL Server
2000, require NICE Product Management and Project Management approval (commitment).

After June 1st 2007, orders for Release 3 will no longer include the NMS software and licenses by default.
The NMS software and licenses must be explicitly ordered using the adequate price list item.
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Enabling Microsoft Distribute Transaction Coordinator (MSDTC) to Function in
Multi Site Environments

Product NICE Perform, NICE Interaction Management, NICE Sentinel

Release NICE Perform Release 3.x

NICE Interaction Management Release 4.1
NICE Sentinel 2.x

NICE Sentinel 4.1

Synopsis This section describes procedures that enable MSDTC to function
properly in multi site environments.

The SQL Server uses Microsoft Distribute Transaction Coordinator (MSDTC) to execute distributed
transactions.

A distributed transaction is a transaction between two SQL Servers. NICE Perform/NICE Interaction
Management creates a distributed transaction in multi site environments, for instance when the Rule
Engine writes storage tasks from the secondary site to the master site.

MSDTC will not function properly in an environment where the two servers are using the same Windows
OS image, for example where the ‘Ghost’ program is used to copy the Windows image to the disk. The
reason for the problem is that both servers that are installed from the same image, have an identical key in
the MSTDC section in the SQL Server registry.

If the distributed transaction fails and the registry keys are different, there may be other reasons for the
failure. See Final Verification on page 201.

This document describes how to fix the problem without re-installing the entire system.

! Important!

Make sure that your system is fully backed up before proceeding.

The process includes the following steps:

1. Removing the Network DTC Access.
Uninstalling the DTC.

Removing the MSDTC key from the registry.
Installing the MSDTC.

Re-installing the network DTC access.

o o ;M © DN

Restoring the original security settings.
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Removing the Network Distribute Transaction
Coordinator (DTC) Access

The following procedure enables you to remove the DTC access.

© To remove the network DTC access:

1. Select Start, and select Settings > Control Panel > Add or Remove Programs. The Add or
Remove window appears.

Figure 7-1: Add or Remove Programs Window

% Add or Remove Programs : =10l %]
Currently installed pragrams: [T Show updates Sort by: |Name vl
fi&! Avaya CT TS Win32 Client

To change this program or remove it from your computer, dick Change /Remove.

§5) Crystal Enterprise 10 Embedded Size  297.00MB
(@ intel audio Studio 2.0 Size  10.52MB
B Intel(R) PRO Network Connactions Drivers

B Microsoft SQL Server 2000 Size  67.12MB
Hraceas Size  13.61MB
wct NICE Database Suite Size  16.56MB
§5) MICE Perform Applications Suite 9. 10 Size  353.00MB
§5) nice Perform Integrations Size  8.18MB
§5) race Plaver Size  13.94MB
{8 nIcE SAMS Server Size  1.34MB
§5) niceSereen Logger Size  1.45MB
§5) screensense Server Size  24.02MB
. SigmaTel Audio Size  28.93MB
§5! windows Server 2003 Service Pack 1

5 oLinst Size  1.28MB

2. Click Add/Remove Windows Components.

The Windows Components Wizard starts.
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Figure 7-2: Windows Component Wizard

® Add or Remove Programs =100 x|
I show updates Sort by: IName 'l
Sz 0.87MB
You can add or remove components of Windows. ChangeRemave |
Size  297.00MB
To add or remove a component, click the checkbox. Admdadbnumanﬂ'uuiy Size  10.52MB
part of the componant will be installed. To see what's included in a component, click
Details.
Compaonants: Size  67.12MB
= :
Accessonesnd L ilities . maee
E '8 Application Server 3 B
[ [ Cedficate Services 14 MB Size  16,56ME
[ 8 Email Services 1.1ME Size  358.00MB
[ ¢k Fax Senvices 79MR X
Size 8.138MB
Description: Includas ASP.NET, Intemeat Information Services {IIS). and the
Application Server Console. Size  13.99ME
Total disk space required: 124 MB :
Space available on disk: 8959.9 MB oo | e
Size 1.45MB
Size  24.02MB
< Back | Next > I Cancel ] Help | Size  28.93MB
R e
i3 imLinst Size  1.28MB

3. Inthe Components list, select Applications Server, and click Details. The Application Server

window appears.
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Figure 7-3: Application Server Window

Application Server

SR

To add or remove a component, click the check box. A shaded box means that only part
aof the component will be installed. To see what's included in a companent, click Details.

Subcomponents of Application Server:

%ﬁpplicaﬁun Server Console
':'.E]. ASP MNET
@ Enable network COM+ access

‘Ml £ Enable network DTC access
%Intemet Infarmation Services {I15)
= Message Queuing

Description:  Allow your DTC process to paticipate in network transactions.

0.0mB =]

0.0 MB
0.0 MB
0.0MB

265 MB

6.5 MB

[~

Total disk space reguired: 124 MB Dietails,. |
Space available on disk: 8958.5 MB II
B ] e
< Back | Next = | Cancel | Higlp |

4. Clear the Enable network DTC access checkbox.
5. Click OK. The Windows Components Wizard window reappears.

6. Click Next. The Configuring Components window appears.

Cross-Release
Third Party Technical Guidelines (C8)

-186 -



7: Microsoft SQL Server
Removing the Network Distribute Transaction Coordinator (DTC) Access

Figure 7-4: Configuring Components Window

Windows Components Wizard

Configuring Components
Setup is making the corfiguration changes you requested.

F.‘" Please wait while Setup corfigures the componerts. This may take
several minutes, depending on the components selected.

Status: Completing configuration of Cluster Service...

o

¢ Back [ewt > Help |

7.  When the configuration of the Cluster Service is completed, click Next. The Completing the Windows
Components Wizard window appears.
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Figure 7-5: Completing the Windows Components Window

Windows Components Wizard : |

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components Wizard.

To cloge this wizard, click Finish.

¢ Back

Help |

8. Click Finish to close the wizard.

Uninstalling the DTC
& To uninstall the DTC:

1. Click Start, and select Run. Type cmd, and click OK. The following window appears.
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Figure 7-6: C:\WINDOWS\System32\cmd.exe

INDOWS" system32hcmd.exe

Microsoft Windows [Uersion 5.2_.37981
(C> Copyright 1985-2803 Microsoft Corp.

C:“\Documents and Settings“Administrator>_

2. Tostopthe MSDTC, enter the following command: net stop msdtc.
Figure 7-7: C:\WINDOWS\System32\cmd.exe

Microsoft Windows [Uersion 5.
(C> Copyright 1985-2883 Microsof

C:nDocuments and SettingssAdministrator?net stop msdtc

The following window appears.
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Figure 7-8: C:\WINDOWS\System32\cmd.exe

icrosoft Windows [Uersion 5.2

(C> Copyright 1985-2883 Microso

C:“Documentsz and Settings“Admin
The Distributed Transaction Coowrd
The Distributed Transaction Coordi

C:“Documents and Settings“Administrat

3. Change the directory to c:\WINDOWS\system32
Figure 7-9: C:\WINDOWS\System32\cmd.exe

C\WINDOWS \system32\cmd.exe
Microsoft Windo ion 5.2.37981
C(C> Copyright 19 BA3 Microsoft Corp.

C:xDocuments and Settin Adninistrator>net stop msdtc
The Distributed Tran tion Coordinator service is opping.
The Distributed Tran ion Coordinator service was stopped successfully.

C:xDocuments and Settin Adninistrator>cd C:AWINDOWSNsystem

The following window appears.
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Figure 7-10: C:\WINDOWS\System32\cmd.exe

oft Windows [Uersion 5.2.37981
Copyright 1985-28@3 Microsoft Coep.

ocuments and Settings“Administrator’net
~ibuted TPan*actlnn CDDPﬂlnnfuP s

e was stopped successfully.

Documents and Settings“Administrator | C:nWINDOWS \systen32
WINDOWSssystem32>

4. Write command msdtc -uninstall to uninstall MSDTC, as shown in the following window.
Figure 7-11: C:\WINDOWS\System32\cmd.exe

C\WINDOWS\system32)

rosoft Windows [Uers
CC>» Copyright 1985-28083 HlLtDuﬂff Corp.

C:=“Documents and Settings“Administrator>net stop m

The Distributed Transaction Coordinator serv topping .

The Distributed Transaction Coordinator service was stopped successfully.
C:\Documents and Settings“Administrator>cd C: \WINDOWS“system32

msdtec —uninstall

When the uninstall is completed, the following window appears.
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Figure 7-12: C:\WINDOWS\System32\cmd.exe

Microsoft Windows [Uersion
(C> Copyright 1985-2883 Mic

C:~Documents and Setti

The Distributed Transza
The Distributed Transactionm C dinator se a topped successfully.

C:»Documents and Settings“Administrator>cd C:\WINDOWS“system3i2

C:sUWINDOWS~system32>mnsdtc —uninstall

CSUINDOWS s ystem322

Removing the MSDTC Key from the Registry

& Toremove the MSDTC key from the registry:

1. Navigate to Start, and select Run.

Figure 7-13: Run Window

ed S
Type the name of a program, Folder, document, or
Internet resource, and Windows will open it For vou,
Cpen: | regedi =

(0 4 I Cancel | Browse, ., |

2. Inthe Open field, type regedit and click OK. The Registry Editor window appears.
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Removing the MSDTC Key from the Registry

Figure 7-14: The Registry Editor
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3. Right-click MSDTC, and select Delete. The following dialog box appears.

Figure 7-15: Confirm Key Delete Message

Confirm Key Delete

4. Click Yes. MSDTC is deleted from the Registry Editor.
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Figure 7-16: Registry Editor
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5. Close the Registry Editor.

Re-Installing the MSDTC
& To re-install the MSDTC:

1. Inthe command prompt window, type the command msdtc -install.
Figure 7-17: C:\WINDOWS\System32\cmd.exe

Microsoft Corp.

tingssAdministrator>net stop
saction Coordinator servic E
Transaction Coordinator pped sucecessfully.

Documents and Settings“Administratorrcd C:SWINDOWSSsystem32
WINDOWS w5 32 d»msdtec —un s 11

C:sWINDOWS system32dnsdte —install
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2. When the installation is completed, the following window appears.
Figure 7-18: C:\WINDOWS\System32\cmd.exe

e (C\WINDOWS\system32\cmd.exe

Microsoft Windows [Version
(C> Copyright 1985-2883 Micy

C:xDocuments and SettingssAdministra

The Distributed Transaction Coordina

The Distributed Transaction Coowrdi

C:\Documents and Settings“Administratordcd C:\WINDOWS

C:sUWINDOUS s ystemd2 mesdtec —uninstall

CsWINDOWE s ystem3d2 >medtc —install

CSHINDOWS s yste

Re-Installing Network DTC Access

This procedure is very similar to the To remove network DTC access procedure. See Removing the
Network Distribute Transaction Coordinator (DTC) Access on page 184

&> To re-install network DTC access:

1. Select Start, and select Settings > Control Panel > Add or Remove Programs. The Add or
Remove window appears.

2. Click Add/Remove Windows Components. The Windows Components Wizard starts.

3. Inthe Components list, select Applications Server, and click Details. The Applications Server
window appears.
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Figure 7-19: Applications Server Window

Application Server - x|

To add or remove a componert, click the check box. A shaded box means that only part
of the compaonent will be installed. To see what's included in a component, click Details.

Subcomponerts of Application Server:

Bﬁn Application Server Console 0O0OME =
By ASPNET 0.0 MB

@ Enable networks COM= access 0.0MB

™ £(5 Enable network DTC access 0.0

% Intemet Information Services ([15) 265 MB

=g Message Quesuing 65 ME _I

Description:  Allow your DTC process to paticipate in network transactions.

Total disk space required: 12.4 MB Details. |
8537.6 MB

Space available on disk;

QK I Cancel |

4. Select the Enable network DTC access checkbox, and click OK. The Windows Components Wizard
window reappears.

5. Click Next. The Configuring Components window appears.

6. When the configuration of the Cluster Service is completed, click Next. The Completing the Windows
Components Wizard window appears.
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Figure 7-20: Completing the Windows Components Window

Windows Components Wizard ; |

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components Wizard.

To cloge this wizard, click Finish.

¢ Back

Help |

7. Click Finish to close the wizard.

Restoring the Original Security Settings

Since MSTDC has been re-installed, the security definitions required by the NICE system must be reset.

& To restore the original security settings:

1. Select Start, and select Settings > Control Panel > Administrative Tools > Component
Services. The Component Services window appears.
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Figure 7-21: Component Services Window
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2. Expand Computer Services, and Computers. The following window appears:
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Figure 7-22: Component Services Window

.+ Component Services

(> Fle Acton Vew Window Help

3} % Event Viewer (Local)

[+ Services (Local)

< | =

=18 x|
=181
cer OEXER @ bhran:a |
[ Console Root =
= @ Component Services D C’ D .j
=3 Computers COM+  DCOMConfig Distrbuted  Runnis
R My Computer | Applications 5 Transacti,. %om?es
(6] Active Directory Users and Comp

I

3. Right-click My Computer, and select Properties. The My Computer Properties window appears.
Figure 7-23: My Computer Properties Window
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4. Click the MSDTC tab. The following window appears.
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Figure 7-24: My Computer Properties - MSDTC Tab
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5. Click the Security Configuration button. The Security Configuration window appears.

Figure 7-25: Security Configuration Window

Sty Confguration

[ Ensole Trarmaction baemst Brotecsd (TIF) Transactorn

(ke T )

- DTC Logon Account —
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6. Make sure that the settings are identical to those in the above window, in particular:

m  The Allow Inbound, Allow Outbound and Enable XA Transactions checkboxes must be

marked.

m  The No Authentication Required radio button must be selected.

7. Click OK. The My Computer Properties window re-appears.
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8. Click OK. The DTC Console Message dialog box appears.

Figure 7-26: Console Message

DTC Console Message =i

P 4y MSDTC zervice will be stopped and restarted. All dependent services will be stopped.
\'QJ Please press yes to proceed,

9. Click Yes. The following message is issued:

Figure 7-27: DTC Console Message

DTC Console Message b x|

-
\l|) MS OTC service has been restarted

[ NOTE: If the SQL Serveris already installed, you need to also restart the SQL Server service.

Final Verification

In the secondary site, execute the following query from the Query Analyzer:
BEGIN TRANSACTION

SELECT * FROM nice_rule_link.nice_admin.dbo.tbISCTasks
COMMIT

If there is an error in the output, there might be causes other than those that were discussed previously in
this document, which resulted in the MSDTC failure.

€» To check for other causes for MSDTC failure:
1. Access the Tools folder of the NICE Application installation, and select the DTCPing utility.

2. Inthe Remote Server Name field, type the name or IP of the Master Database Server, as shown in
the following illustration:

Cross-Release
Third Party Technical Guidelines (C8) -201 -



7: Microsoft SQL Server
Final Verification

Figure 7-28: MSDTC Simulation V1.9

MSDTC Simulation ¥1.9

JERUSALEM|

3. Click PING. The utility generates a log file with detailed information.
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SQL Server 2012

Product

NICE Engage Platform, NICE Sentinel

Release

NICE Engage Platform 6.3
Real-Time Solutions 4.9.6
NICE Sentinel 6.X

For more information see:

m  Requirements and Best Practices for Microsoft SQL Server

m  Microsoft Cluster Installation for NICE Environments
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SQL Server 2014

Product

NICE Engage Platform (clean installation only)

Release

NICE Engage Platform 6.3
NICE Sentinel 6.X

For more information see:

m  Requirements and Best Practices for Microsoft SQL Server

m  Microsoft Cluster Installation for NICE Environments
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Microsoft Security Bulletins

This section describes Microsoft security bulletins.

Contents

Patch Management ToOlS ... L 206
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Patch Management Tools

DBM Error on Loggers due to MS Security Patch
KB921883

Product DBM Error on Loggers

Release

Synopsis This section describes an issue as a result of installing a security
patch.

General Description

m  This issue can occur either during a new Logger installation, or after installing the Microsoft Security
Patch on an existing Logger.

This can affect all Loggers running on Microsoft Windows Server 2003 (HD, NCFIII, VolP).
m  The Microsoft patch is KB 921883 (MS 06-040).

Problem Symptom

1. During Logger startup, the following messages can be seen in the LogSrv window, as well as in the
Logger log file (LogFile.dat):

BUG: DBM: DBM.DLL: Exception EAccessViolation in module DBM.DLL at 00026ECD. Access
violation at address 01266ECD in module 'DBM.DLL'. Write of address 00 0 0 8/26/2006 6:48:07 AM

BUG: DBM: DBM.DLL: MapFile Address: 00025ECD 0 0 8/26/2006 6:48:07 AM

2. Immediately after this, the window hangs as shown below, and the Logger will not initialize.
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Figure 8-1: NICE Digital Logger
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Additional information of the issue from MS point of view can be found on MS site:_
http://support.microsoft.com/kb/924054

Resolution
Install MS Hot-fix KB924054.
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Federal Information Processing Standards
(FIPS)

Federal Information Processing Standards (FIPS) are publicly announced standards developed by the U.S.
federal government for use in computer systems by non-military government agencies and government
contractors. They were issued to establish requirements for various purposes such as ensuring computer
security and interoperability.

The U.S. government developed a variety of FIPS specifications to standardize a number of topics
including:

m  Codes such as standards for encoding data (e,g,, country codes or codes to indicate weather
conditions or emergency indications).

m  Encryption standards, such as the Data Encryption Standard (FIPS 46-3) and the Advanced
Encryption Standard (FIPS 197).
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Configuring Windows for FIPS

The FIPS mode can be applied on the server or client machine in one of two ways:
m |t can be part of the domain policy.

m It can be manually configured on the server or client machine.

#» To manually apply FIPS mode on the machine:

1. Open the Local Security Policy by selecting Start => Administrative tools->Local Security Policy.

i Inkermet Information Services (I15) 6.0 Managsr

x} Intermet Explorer v o 1 5 Internet Information Services (I15) Manager
; & 5CSI Intistor
_,_] Notepad L [Za Local Secuity Pokcy |
H Harden SysPOE '-:\'l Performance Mondtor
Bl Ty Seeurity Configurstion Wizsed
Jip % MNice Services Configuration i S Server Manager
Segr Manager - Shorbout Senvices
u"'q Triternet Information Services (115) Computer Lz Shere and Storages Management
B Manager # Storage Explorer
S0 zervces T I System Configuration
Y Control Panel o) Task Schodus
! Remobe Deskbops i Windows Fireveal with Advanced Security
Devices and Prinkers M Windows Memory Diagnostic

W& Intermet Information Services (115) R Windows Powershel Madules

= 6.0 Manager Adkmiristr stive Tools 1 Windows Server Backup
= Sherbout
Bl e T
s
» Al Frograms ‘Windows Security

| Search programs and fes B2 Logoff b

¥ NOTE: Run the Local Security Policy under a user that has privileges to edit the local
policy.
2. Inthe open window, change the security settings. Navigate to Security Settings->Local Polices-

>Security Options and select System Cryptography: Use FIPS compliant algorithms for
encryption, hashing and signing (disabled by default).
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F_ Local Security Policy
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- Ke:'ﬂ . Recowery corsole: Allow subomatic sdministrative logon D sbled
- '.inftwcﬂﬁtr:tmmkw Resovery corsole: Alow Floppy copy and access o ol drives and ... Disabled
B 7] Apckation Ceetiol Pokcies Shabdowen: Mllow sysbem to be shik down without having ko kg on Désabled
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System objects: Fequine case Insenstivity for non-Windows subs...  Enabled

3. Restart all of the servers and clients whose FIPS mode was activated.
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Spell Check Limitation

Spell Check Limitation

For sites running the Insight Manager, Form Designer, Lexicon Manager and Business Analyzer, spell
check functionality is not available when FIPS is enabled on the system.

Users will receive the following error when activating the spell check:

Spell check is not available since FIPS (Federal Information Processing Standards) is enabled on
this system.
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Microsoft Daylight Savings Time Updates

This section provides the Microsoft Daylight Savings Time (DST) updates supported by NICE Systems.

For Microsoft Daylight Savings Time configurations, see the Maintenance Guide.

Cross-Release
Third Party Technical Guidelines (C8) -213 -



10: Microsoft Daylight Savings Time Updates

Microsoft DST Updates Supported in: Comments

KB 928388 NICE Perform Release 3.1 Approved
NICE Perform Release 3.2
NICE Perform Release 3.5

NICE Interaction Management
4.1

NICE Engage Platform 6.3
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Microsoft DST Updates Supported in: Comments

KB 929120

KB 933360

KB 942763

KB 951072

KB 955839

KB 970653

KB 976098

KB 981793

KB 2158563

KB 2443685

KB 2570791

KB 2633952

KB 2756822

KB 2779562

KB 2863058

KB 2974661

KB 2984350

KB 2967990

KB 2981580

KB 2998527

KB3011843

KB3013410

KB3049874

KB3062741

KB3062740

Cross-Release
Third Party Technical Guidelines (C8) -215-



[This page intentionally left blank]



Antivirus

This section includes installation instructions and limitations for Antivirus products on client computers and loggers.

¥ NOTE: The information in this section refers to software versions only. In
addition, customers, business partners, and services must verify that the
servers and Loggers meet the minimum hardware requirements as defined by
the third party software vendor.

Contents
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MO AT OO . 245
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General Antivirus

General Antivirus

Antivirus Certifications for NICE Products below

Antivirus Certifications for NICE Products

Product Antivirus Certifications for NICE Products
Release
Synopsis This section includes general instructions and limitations for Antivirus

Certifications for NICE Products, NICE Products and Antivirus
Certifications matrices, as well as procedures for installing antivirus
products on client computers and Loggers.

General Instructions

A list of general instructions follows:

During the installation of the antivirus software, all applications and screens must be closed.
The same applies when upgrading the antivirus software.

Scan and Live Updates should be scheduled to run in system idle time.

Do not run Scan or Live Update during NICE software installation.

Always set Scan Priority to Low.

General Limitations

To avoid playback, performance, and retention issues, the destination paths of all Storage Units must be excluded from antivirus scans. See the

System Administrator - Configuration Guide- for more information regarding setting up Storage Units.
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m  Wheninstalling an antivirus on a cluster, take the following guidelines into account:

m  The antivirus software should be cluster-aware. An application is cluster-aware if it has the following characteristics:
m ltuses TCP/IP as a network protocol.
m It maintains data in a configurable location.
m |t supports transaction processing.

m  Onthe clustered servers, Microsoft recommends excluding the following folders from antivirus scanning:
m  The path of the \mscs folder on the quorum hard disk. For example, exclude the Q:\mscs folder from virus scanning.
m  The %Systemroot%\Cluster folder.

m  The temp folder for the Cluster Service account. For example, exclude the \clusterserviceaccount\Local Settings\Temp folder from
virus scanning.

McAfee ePO

m  McAfee ePO 3.5 works with McAfee Antivirus 8.5/8.5i.

m  McAfee ePO 4.0 works with McAfee Antivirus 8.5/8.5i and 8.7/8.7i.
m  McAfee ePO 4.5 works with McAfee Antivirus 8.5i and 8.7.

m  McAfee ePO 4.6 works with McAfee Antivirus 8.5i, 8.7i and 8.8

m  McAfee ePO 5.1 works with McAfee Antivirus 8.8

m  Make sure that when using ePO for Microsoft patches update, the configured policy matches the NICE policy concerning Microsoft Windows
updates and Service packs.

McAfee

m  Make sure to clear the option to install the McAfee firewall. Do not install the firewall, as it would cause network problems.

m |t is recommended to set the CPU Utilization for the On Demand Scan in McAfee AV to 10%.
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m  The McAfee’s VirusScan version 8.0 feature Buffer Overflow Protection does not allow applications to overflow the buffer, including the CLS Log
Manager. This causes the Log Manager to write logs (Channel server, Call server etc.) with a very long delay, or not write them at all. Therefore
this feature should be disabled for all machines running CLS. See also to TN0640 McAfee ePO 3.5 and McAfee Antivirus Certification for NICE
8.80.

McAfee Limitation:

m  Memory Scan process in McAfee 8.5/8.7 on some TDM Loggers can cause the system to crash with BSOD. This problem was resolved in
McAfee 8.7 Patch 3, and in later versions, but still exists in McAfee 8.5.

Do not use versions earlier than McAfee 8.7 Patch 3 on servers with TDM Loggers.

SEP

m  NICE Products support Symantec Endpoint Protection.

m Insome cases, SEP 12.1 and up can detect NICE or even Microsoft binaries as malware and place them in the Quarantine folder. To prevent
false-positive detection, follow the recommendations available in the Symantec white paper Sizing and Scalability Recommendations for
Symantec Endpoint Protection (http://clientui-
kb.symantec.com/resources/sites/BUSINESS/content/staging/DOCUMENTATION/4000/DOC4448/en
US/1.0/Endpoint%20Protection%20Sizing%20and%20Scalability % 20Best%20Practices %20v2.3.pdf).

Exceptions can be added from within the Symantec Endpoint Protection Manager console to provide false-positive mitigation on the client. For
example, you can do the following:

m  Exclude your domain from Insight detection.
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Figure 11-1: Exceptions Window
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[P NOTE: You can select Trusted Web Domain, to add a Web domain to the exceptions policy.
m  Add exclusions or exceptions for critical files, folders, URLs, and IP addresses.

[® NOTE: When you add exceptions, you can select more than one application, file, URL, or IP address at atime.

A known-good application can appear in the Risk Logs as a false-positive. You can configure log settings to allow the application and thereby

prevent it from appearing in the Risk Log. This same functionality is also available in the SONAR Logs.
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Figure 11-2: Risk Logs Window
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For more information, see the Symantec Endpoint Protection and Symantec Network Access Control Implementation Guide.

SEP Limitations

Starting with SEP (Symantec Endpoint Protection) version 12.1.2 and up, the SEP firewall causes issues with Microsoft Cluster setup and
functionality. To avoid this issue change the SEP settings to allow IP traffic.

© To change the SEP settings:
1. Open Symantec Endpoint Protection (SEP).
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Status

Status

Scan for Threats

Change Settings

View Quarantine
View Logs

LiveUpdate...

The following Symantec security components are installed on your cormputer:

&
&
v

Virus and Spyware Protection

Protects against wiruses, malware, and spyware
Definitions: Tuesday, March 18, 2014 r17

Proactive Threat Protection

Provides zero-day protection against unknown threats
Definitions: Tuesday, March 4, 2014 r11

Network Threat Protection

Protects against Web and network threats
Definitions: Tuesday, March 18, 2014 ri1

2. Inthe left column, click Change Settings. The Change Settings area appears on the right.
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Status
Scan for Threats

Change Settings

" Change Settings |

View Quarantine
View Logs

LiveUpdate...

v

3. Inthe Network Threat Protection area, click Configure Settings. The Network Threat Protection Settings window appears.

You can change the folowing settings:

Virus and Spyware Protection
Protects against viruses, malware, and spyware

Proactive Threat Protection

Configure Settings

@ Provides zero-day protection against urknown tireats Configure Settings
Network Threat Protection
Protects against Web and network threats Configure Settings

@

Exceptions
Exceptions provide the capability to exclude files, folders, and
processas from being scanned

Client Management
Pravides functionality to manage this cient

Configure Settings

Configure Settings
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SEP Limitations

Metwork Threat Protection Settings -

EiTEW~5"| |trsion F'reventiu:unl Microsoft Windows Networkingl ﬂotificatiunsl Logs |

Enahle Firewal

Built-inn Rules

Enable Smart DHCP Enable Smart DNS
Enable Srnart WINS

Traffic Settings

] Enable HetBIOS protection

[ ] &laws token ring traffic

[]Enable anti-MAL spoofing

] Enable netwark, application manitaring

[ Block all traffic until the firewall stats and after the firewall stops
Allowy initial DHCP and MetBIOS traffic

Enable denial of service detection

Enable port scan detection

Unmatched IP Traffic Settings

) &llow only application traffic

Frompt before allowing application traffic

Active Rezponze Settings

Humber of seconds to automatically block an attacker's IP address:

Stealth Settings

Caution: There can be compatibility iszues when using these stealth settings. Only use
theze features after you have confirmed compatibility.

| Enable TCP rezequencing ] Enable stealth mode 'eb brovesing
[ | Enable 05 fingerprint masguerading

| QK || Cancel || Help
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Trend Micro

4. Inthe Firewall tab, in the Unmatched IP Traffic Settings area, select Allow IP traffic. By default, Allow only application traffic is selected.
5. Click OK.

6. Restart your computer.

Trend Micro

m  Trend Micro AV requires that the NICE servers belong to the same domain.

Sophos

m  Sophos 9.5 exception with Web: Web Intelligence feature in Sophos 9.5 should be disabled in case Nice Perform configured with Active
Directory authentication, since it can cause crash of |IE during login to Nice Perform with domain users. Web Intelligence feature can be enabled
in case Nice Perform configured with Nice Authentication.

m  Sophos Exclusions: In a NICE Interaction Management 4.1 site with Sophos antivirus deployed, before beginning to use NDM to install or update
the site, add psexec.exe to Exclusions list. Otherwise, it can cause a problem with running NDM Agents.

m  (http://www.sophos.com/en-us//threat-center/threat-analyses/adware-and-puas/PsExec.aspx).
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NICE Products and Antivirus Certification Matrices

NICE Products and Antivirus Certification Matrices

Table 11-1:
NICE Products and Antivirus Certifications Matrix - Version 8.90
NICE Products SAV_ SEP | SEP McAfee | McAfee | McAfee | McAfee | McAfee | McAfee | Trend Trend Sophos | Sophos | Sophos
10.1.5.5000 | 11.0 11.0 ePO ePO ePO ePO 8.5/8.5i | 8.7/8.7i | Micro Micro 7.6 9.0 9.5
Client | Server | 3.5 4.0 4.5 4.6 OfficeScan | OfficeScan
10 10.5

TDM 9.01 | Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No
Logger

9.06 | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

9.07 | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
VolP 9.10 | No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Logger
CLS 8.93 | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
NiceCall 8.90 | No Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes
FocusllIl
NiceScreen | 8.9 | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Logger
Storage 8.9 | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Center
WebApps |89 | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
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NICE Products and Antivirus Certification Matrices

Table 11-1: NICE Products and Antivirus Certifications Matrix - Version 8.90 (continued)

NICE Products SAV_ SEP | SEP McAfee | McAfee | McAfee | McAfee | McAfee | McAfee | Trend Trend Sophos | Sophos | Sophos
10.1.5.5000 | 11.0 | 11.0 ePO ePO ePO ePO 8.5/8.5i | 8.7/8.7i | Micro Micro 7.6 9.0 9.5
Client | Server | 3.5 4.0 4.5 4.6 OfficeScan | OfficeScan
10 10.5

SNMP 8.9 | Yes No No No No No No No Yes No No Yes Yes Yes
Manager

Note: Third-Party Software is approved per NICE product for all operating systems certified by NICE.

Table 11-2:

NICE Products and Antivirus Certifications Matrix - NICE Perform Release 1, Release 2, and Version

9.09
NICE Products *SAV | SEP SEP *McAfee | *McAfee | McAfee | McAfee | *TM Trend Trend

101 11.0 11.0 8.0i eP0O3.5 | ePO 8.5 Server | Micro Micro
Client | Server 4.5 Protect | OfficeScan | OfficeScan
5.5.8 7.3 8.0
TDM Logger |9.01 | Yes | No No Yes Yes Yes Yes Yes Yes Yes
9.06 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

VolIP Logger |[9.12 | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Interaction Yes | Yes Yes Yes Yes Yes Yes Yes Yes Yes
Server
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NICE Products and Antivirus Certification Matrices

Table 11-2: NICE Products and Antivirus Certifications Matrix - NICE Perform Release 1, Release 2, and Version
9.09 (continued)

NICE Products *SAV | SEP SEP *McAfee | *McAfee | McAfee | McAfee | *TM Trend Trend

10.1 11.0 11.0 8.0i ePO3.5 | ePO 8.5 Server | Micro Micro
Client | Server 0 Protect | OfficeScan | OfficeScan
558 7.3 8.0

NiceScreen Yes | Yes Yes Yes Yes Yes Yes Yes Yes Yes

Logger

Playback Yes | Yes | VYes Yes Yes Yes Yes Yes Yes Yes

Server (incl.

NICE

Feedback)

SNMP Yes | Yes Yes Yes Yes Yes Yes Yes Yes Yes

Manager

(NMS)

Storage Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

Center

Media Library Yes | Yes Yes Yes Yes Yes Yes Yes Yes Yes

Application Yes | Yes | Yes Yes Yes Yes Yes Yes Yes No

Server

Audio Yes | Yes Yes Yes Yes Yes Yes Yes Yes No

Analysis
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NICE Products and Antivirus Certification Matrices

Table 11-2: NICE Products and Antivirus Certifications Matrix - NICE Perform Release 1, Release 2, and Version
9.09 (continued)

NICE Products *SAV | SEP SEP *McAfee | *McAfee | McAfee | McAfee | *TM Trend Trend

10.1 11.0 11.0 8.0i ePO3.5 | ePO 8.5 Server | Micro Micro

Client | Server 0 Protect | OfficeScan | OfficeScan
5.5.8 7.3 8.0

ScreenSense Yes Yes Yes Yes Yes Yes Yes Yes Yes No
Server
Reporter Yes Yes Yes Yes Yes Yes Yes Yes Yes No
Database Yes | Yes Yes Yes Yes Yes Yes Yes Yes No
Server

* This antivirus was certified for NICE Perform Release 1 and NICE Perform Release 2

¥ NOTE: Third-Party Software is approved per NICE product for all operating systems certified by NICE.
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NICE Products and Antivirus Certification Matrices

Table 11-3:
NICE Products and Antivirus Certifications Matrix - NICE Perform Release 3, SP3 and Higher

NICE Products *SAV SE |SE |S |Mc |Mc |Mc [Mc |[Mc [Mc |Mc | Trend | Trend | Trend | Trend | Sop | Sop | Sop | Sop | Sop | Sop
10.1.5. | P P E | Afe | Afe | Afe | Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | hos | hos | hos | hos | hos | hos
5000 11 |11 P |e e e e e e e Office | Office | Office | Office 76 |90 |95 |97 |10 10.2

.00 | Ser |1 | ePO | ePO | ePO | ePO | 8.5/ | 8.7/ | 8.8/

Scan Scan Scan Scan

l 1 5i | 8.7i | 8.8i
Cli |ver |2 3.5 4.0 4.5 4.6 8.5i i i 8.0 10 105 106

ent

TDM 9.0 Yes No | No [ Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | No No No | Yes | Yes
Logger 1 es

9.0 Yes Ye [ Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes No | Yes | Yes

9.0 Yes Ye | Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes No | Yes | Yes

9.4 Yes Ye | Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes No | Yes | Yes
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NICE Products and Antivirus Certification Matrices

Table 11-3: NICE Products and Antivirus Certifications Matrix - NICE Perform Release 3, SP3 and Higher (continued)

NICE Products *SAV SE |SE |S |[Mc [Mc |[Mc |[Mc |Mc |Mc |Mc | Trend |Trend | Trend | Trend | Sop | Sop | Sop | Sop | Sop | Sop
10.15. | P P E | Afe | Afe | Afe | Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | hos | hos | hos | hos | hos | hos
5000 11 |11 P [e e e e e e e Office | Office | Office | Office 76 |90 [95 |97 |10 10.2

.00 | Ser |1 | ePO | ePO | ePO | ePO | 8.5/ | 8.7/ | 8.8/

Scan Scan Scan Scan
Cli |ver [2'|35 |40 [45 |46 |85 |87 |88i

8.0 10 10.5 10.6
ent
VolP 9.1 Yes Ye [ Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes | Yes | Yes | Yes
Logger 0 s es

9.1 Yes Ye [ Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes | Yes | Yes | Yes

10. Yes Ye [ Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes | Yes | Yes | Yes

Interaction | Rel Yes Ye | Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes | Yes | Yes | Yes
Server 3 s es
SP3
and
abo
ve
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NICE Products and Antivirus Certification Matrices

Table 11-3: NICE Products and Antivirus Certifications Matrix - NICE Perform Release 3, SP3 and Higher (continued)

NICE Products *SAV SE |SE |S |[Mc [Mc |[Mc |[Mc |Mc |Mc |Mc | Trend |Trend | Trend | Trend | Sop | Sop | Sop | Sop | Sop | Sop
10.15. | P P E | Afe | Afe | Afe | Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | hos | hos | hos | hos | hos | hos
5000 11 |11 P [e e e e e e e Office | Office | Office | Office 76 |90 [95 |97 |10 10.2

.00 | Ser |1 | ePO | ePO | ePO | ePO | 8.5/ | 8.7/ | 8.8/

Scan Scan Scan Scan
Cli |ver [2'|35 |40 [45 |46 |85 |87 |88i

8.0 10 10.5 10.6
ent

NiceScree | Rel Yes Ye | Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes | Yes | Yes | Yes
n Logger 3 s es

SP3

and

abo

ve

Playback Rel Yes Ye | Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes | Yes | Yes | Yes
Server/ 3 s es

Telephony | SP3
Services and

Server abo
(incl. NICE | ve
Feedbac

k)

Cross-Release
Third Party Technical Guidelines (C8) -233-



11: Antivirus
NICE Products and Antivirus Certification Matrices

Table 11-3: NICE Products and Antivirus Certifications Matrix - NICE Perform Release 3, SP3 and Higher (continued)

NICE Products *SAV SE |SE |S |[Mc [Mc |[Mc |[Mc |Mc |Mc |Mc | Trend |Trend | Trend | Trend | Sop | Sop | Sop | Sop | Sop | Sop
10.15. | P P E | Afe | Afe | Afe | Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | hos | hos | hos | hos | hos | hos
5000 11 |11 P [e e e e e e e Office | Office | Office | Office 76 |90 [95 |97 |10 10.2

.00 | Ser |1 | ePO | ePO | ePO | ePO | 8.5/ | 8.7/ | 8.8/

Scan Scan Scan Scan
Cli |ver [2'|35 |40 [45 |46 |85 |87 |88i

8.0 10 10.5 10.6
ent
NMS Rel Yes Ye | Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes | Yes | Ye | Ye
3 s es S S
SP3
and
abo
ve

Storage Rel Yes Ye | Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes | Yes | Ye | Ye
Center 3 s es S S
SP3
and
abo
ve
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NICE Products and Antivirus Certification Matrices

Table 11-3: NICE Products and Antivirus Certifications Matrix - NICE Perform Release 3, SP3 and Higher (continued)

NICE Products *SAV SE (SE |S |[Mc [Mc [Mc [Mc |Mc |Mc |Mc | Trend | Trend | Trend | Trend | Sop | Sop | Sop | Sop | Sop | Sop
10.15. | P P E | Afe | Afe | Afe | Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | hos | hos | hos | hos | hos | hos
5000 11 |11 P [e e e e e e e Office | Office | Office | Office 76 |90 [95 |97 |10 10.2

.00 | Ser |1 | ePO | ePO | ePO | ePO | 8.5/ | 8.7/ | 8.8/

Scan Scan Scan Scan

. 1 . . .
Cli [ver 2" |35 |40 |45 |46 |85 |87 |88i 8.0 10 10.5 10.6

ent

Media Rel Yes Ye | Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes | Yes | Yes | Yes
Library |3 s es
SP

an

ab
ov
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NICE Products and Antivirus Certification Matrices

Table 11-3: NICE Products and Antivirus Certifications Matrix - NICE Perform Release 3, SP3 and Higher (continued)

NICE Products *SAV SE (SE |S |[Mc [Mc [Mc [Mc |Mc |Mc |Mc | Trend | Trend | Trend | Trend | Sop | Sop | Sop | Sop | Sop | Sop
10.15. | P P E | Afe | Afe | Afe | Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | hos | hos | hos | hos | hos | hos
5000 11 |11 P [e e e e e e e Office | Office | Office | Office 76 |90 [95 |97 |10 10.2

.00 | Ser |1 | ePO | ePO | ePO | ePO | 8.5/ | 8.7/ | 8.8/

Scan Scan Scan Scan

. 1 . . .
Cli [ver 2" |35 |40 |45 |46 |85 |87 |88i 8.0 10 10.5 10.6

ent

Applicati | Rel | Yes |Ye |Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes | Yes | Yes | Yes | Yes | Yes | Yes
on 3 s es
Server | SP

an

ab
ov
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NICE Products and Antivirus Certification Matrices

Table 11-3: NICE Products and Antivirus Certifications Matrix - NICE Perform Release 3, SP3 and Higher (continued)

NICE Products *SAV SE (SE |S |[Mc [Mc [Mc [Mc |Mc |Mc |Mc | Trend | Trend | Trend | Trend | Sop | Sop | Sop | Sop | Sop | Sop
10.15. | P P E | Afe | Afe | Afe | Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | hos | hos | hos | hos | hos | hos
5000 11 |11 P [e e e e e e e Office | Office | Office | Office 76 |90 [95 |97 |10 10.2

.00 | Ser |1 | ePO | ePO | ePO | ePO | 8.5/ | 8.7/ | 8.8/

Scan Scan Scan Scan

. 1 . . .
Cli [ver 2" |35 |40 |45 |46 |85 |87 |88i 8.0 10 10.5 10.6

ent

Audio Rel Yes Ye | Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes | Yes | Yes | Yes
Analysis | 3 s es
Server SP

an

ab
ov
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NICE Products and Antivirus Certification Matrices

Table 11-3: NICE Products and Antivirus Certifications Matrix - NICE Perform Release 3, SP3 and Higher (continued)

NICE Products *SAV SE (SE |S |[Mc [Mc [Mc [Mc |Mc |Mc |Mc | Trend | Trend | Trend | Trend | Sop | Sop | Sop | Sop | Sop | Sop
10.15. | P P E | Afe | Afe | Afe | Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | hos | hos | hos | hos | hos | hos
5000 11 |11 P [e e e e e e e Office | Office | Office | Office 76 |90 [95 |97 |10 10.2

.00 | Ser |1 | ePO | ePO | ePO | ePO | 8.5/ | 8.7/ | 8.8/

Scan Scan Scan Scan

. 1 . . .
Cli [ver 2" |35 |40 |45 |46 |85 |87 |88i 8.0 10 10.5 10.6

ent

ScreenS | Rel Yes Ye [ Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes | Yes | Yes | Yes
ense 3 s es
Server SP

an

ab
ov
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Table 11-3: NICE Products and Antivirus Certifications Matrix - NICE Perform Release 3, SP3 and Higher (continued)

NICE Products *SAV SE (SE |S |[Mc [Mc [Mc [Mc |Mc |Mc |Mc | Trend | Trend | Trend | Trend | Sop | Sop | Sop | Sop | Sop | Sop
10.15. | P P E | Afe | Afe | Afe | Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | hos | hos | hos | hos | hos | hos
5000 11 |11 P [e e e e e e e Office | Office | Office | Office 76 |90 [95 |97 |10 10.2

.00 | Ser |1 | ePO | ePO | ePO | ePO | 8.5/ | 8.7/ | 8.8/

Scan Scan Scan Scan

. 1 . . .
Cli [ver 2" |35 |40 |45 |46 |85 |87 |88i 8.0 10 10.5 10.6

ent

Reporter | Rel Yes Ye | Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes | Yes | Yes | Yes | Yes | Yes | Yes
SP
an

ab
ov
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Table 11-3: NICE Products and Antivirus Certifications Matrix - NICE Perform Release 3, SP3 and Higher (continued)

NICE Products *SAV SE (SE |S |[Mc [Mc [Mc [Mc |Mc |Mc |Mc | Trend | Trend | Trend | Trend | Sop | Sop | Sop | Sop | Sop | Sop
10.15. | P P E | Afe | Afe | Afe | Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | hos | hos | hos | hos | hos | hos
5000 11 |11 P [e e e e e e e Office | Office | Office | Office 76 |90 [95 |97 |10 10.2

.00 | Ser |1 | ePO | ePO | ePO | ePO | 8.5/ | 8.7/ | 8.8/

Scan Scan Scan Scan

. 1 . . .
Cli [ver 2" |35 |40 |45 |46 |85 |87 |88i 8.0 10 10.5 10.6

ent

Databas | Rel Yes Ye | Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes Yes Yes | Yes | Yes | Yes | Yes | Yes
e Server | 3 s es
SP

an

ab
ov

Sentinel | Rel Yes | Ye |Yes | Y | Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes | Yes | Yes | Yes | Yes | Yes | Yes
3.1 s es
an
d
ab
ov
e

* In some cases SEP 12 can detect NICE’s binaries as a potential security risk. For further details, see SEP on page 1.
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NICE Products and Antivirus Certification Matrices

¥ NOTE: Third-Party Software is approved per NICE product for all operating systems certified by NICE.

Table 11-4:

NICE Products and Antivirus Certifications Matrix - NICE Interaction Management 4.1

NICE Products SEP SEP 12.0- | McAfee ePO McAfee McAfee Trend Micro Trend Micro Sophos Sophos
11.00 12.1.6 4.0/4.5/4.6 ePO5.1/ 8.7/8.8 ) OfficeScan 11 9.5/9.7 10/10.2/10.3 -
OfficeScan
eP0O5.1.1 10/10.5/10.6 10.3.13
TDM Logger Y Y Y Y Y Y Y Y
VolP Logger Y Y Y Y Y Y Y Y
Interaction Server Y Y Y Y Y Y Y Y
NiceScreen Logger Y Y Y Y Y Y Y Y
Playback Server / Telephony Y Y Y Y Y Y Y Y
Services Server (incl. NICE
Feedback)
NMS Y Y Y Y Y Y Y Y
Storage Center Y Y Y Y Y Y Y Y
Media Library Y Y Y Y Y Y Y Y
Application Server Y Y Y Y Y Y Y Y
Audio Analysis Server Y Y Y Y Y Y Y Y
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Table 11-4: NICE Products and Antivirus Certifications Matrix - NICE Interaction Management 4.1 (continued)

NICE Products SEP SEP 12.0- | McAfee ePO McAfee McAfee Trend Micro Trend Micro Sophos Sophos
11.00 12.1.6 4.0/4.5/4.6 ePO5.1/ 8.7/8.8 ) OfficeScan 11 9.5/9.7 10/10.2/10.3 -
OfficeScan
ePO5.1.1 10/10.5/10.6 10.3.13
ScreenSense Server Y Y Y Y Y Y Y Y Y
Reporter Y Y Y Y Y Y Y Y Y
Database Server Y Y Y Y Y Y Y Y Y
Sentinel Y Y Y Y Y Y Y Y Y
* In some cases SEP 12 can detect NICE’s binaries as a potential security risk. For further details, see SEP on page 1.

Table 11-5:

NICE Products and Antivirus Certifications Matrix - NICE Engage Platform 6.3
NICE Products SEP SEP SEP 12.1- McAfee 8.7 McAfee 8.8 McAfee | Trend Micro | Tend Micro | Sophos 10 Sophos

11.00 12 12.1.6 5.1 10.6 11 10.3-
10.3.13

TDM Logger Y Y Y Y Y Y Y Y Y Y
VolIP Logger Y Y Y Y Y Y Y Y Y Y
Interaction Server Y Y Y Y Y Y Y Y Y Y
NiceScreen Logger Y Y Y Y Y Y Y Y Y Y
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Table 11-5: NICE Products and Antivirus Certifications Matrix - NICE Engage Platform 6.3 (continued)

NICE Products SEP SEP SEP 12.1- McAfee 8.7 McAfee 8.8 McAfee | Trend Micro | Tend Micro | Sophos 10 Sophos
11.00 12 12.1.6 5.1 10.6 11 10.3-
10.3.13
Playback Server / Y Y Y Y Y Y Y Y Y Y
Telephony Services Server
(incl. NICE Feedback)
NMS Y Y Y Y Y Y Y Y Y Y
Storage Center Y Y Y Y Y Y Y Y Y Y
Media Library Y Y Y Y Y Y Y Y Y Y
Application Server Y Y Y Y Y Y Y Y Y Y
Audio Analysis Server Y Y Y Y Y Y Y Y Y Y
ScreenSense Server Y Y Y Y Y Y Y Y Y Y
Reporter Y Y Y Y Y Y Y Y Y Y
Database Server Y Y Y Y Y Y Y Y Y Y
Sentinel Y Y Y Y Y Y Y Y Y Y
RTA - Enroliment Engine Y Y Y Y Y Y Y Y Y Y
RTA-RTVA, Y Y Y Y Y Y Y Y Y Y
Authentication Engine
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Table 11-5: NICE Products and Antivirus Certifications Matrix - NICE Engage Platform 6.3 (continued)

NICE Products SEP SEP SEP 12.1- McAfee 8.7 McAfee 8.8 McAfee | Trend Micro | Tend Micro | Sophos 10 Sophos
11.00 12 12.1.6 5.1 10.6 11 10.3-

10.3.13

RTA - Authentication and Y Y Y Y Y Y Y Y Y Y

Fraud Engine (Nuance)

audio folder

RTA-RTIM Y Y Y Y Y Y Y Y Y Y

RTA-ITIC Y Y Y Y Y Y Y Y Y Y

Advanced Interaction Y Y Y Y Y Y Y Y Y Y

Recorder

* In some cases SEP 12 can detect NICE's binaries as a potential security risk. For further details, see SEP on page 1.
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McAfee

McAfee
McAfee ePO 3.5 and McAfee Antivirus 8.0 Certification for NICE 8.80

Product Antivirus Certification

Release

Synopsis This section displays the procedures for McAfee ePO 3.5 and McAfee
Antivirus 8.0 Certification for NICE 8.80.

[ NOTE:
*Nice Perform certification includes the following components:

Interaction Server, PBS, SNMP Manager, Storage Center, Application Server, Audio
Analysis

Purpose and Scope

This section summarizes the certification that was performed for NICE 8.80 recording system when using McAfee 8.0 and EPO server 3.5 clients.
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NICE Servers
NICE Servers
Table 11-6:
NICE Servers
Server NICE Version CPU RAM OS + SP
NicelLog 8.80 SP8 233MHz 256MB Windows 2000 Professional +
SP4
CLS 8.80 (Core SP3, 2.4 GHz 512MB Windows 2000 Server + SP4
Integrations SP3)
Storage 8.80 SP5 800MHz 256MB Windows 2000 Professional +
Center SP4
Web Server | 8.80 SP6 2.4 GHz 1GB Windows 2000 Server + SP4
Test Description
Running the EPO Tasks
1.  When the Logger is in resting state - no calls recorded and no calls are archived, start EPO task, then run recording system.
2. When the Logger is under high load (all calls are recorded and archived), then begin with EPO tasks.
In both scenarios, specify the EPO utilization that will keep all recording and archiving functions with no errors and/or exceptions.
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Test Description

Table 11-7:
EPO Tasks
Test Test Description | Test Results Performance for CPU and
memory
Pre-EPO tests Verify that in the SC archivingwith | m  Per connection, 2000-3000
specified system default 10 files are being archived (per
load, all calls are connections hour)
being recorded with | caused high = SC archiving only, takes
no CommManager

errors/exceptions,
prior to EPO task
run

CPU. As aresult,
Logger failed to
record by CLS
commands, and
many calls entered
with exceptions
(#8, 12and 17)

To enable good
Logger recording
performance, we
reduced the
amount of SC
connections to 3.

about 30-40%
CommManager CPU on the
Logger
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Test Description

Table 11-7: EPO Tasks (continued)

recordings problem

running with its

EPO tasks in 100%

Test Test Description | Test Results Performance for CPU and
memory
Simulate During system When running the m  Scan32 takes almost 100%

CPU CommManager is

utilization the
logger continued to
function with no
errors.

Recorded “Yes”
and Status “OK

Voice is archived to
Storage Center.

specified utilization the almost on 0% CPU
performance, Logger did not m  All calls entered with
Runnlhg the EPO record an}/ call, exception 8.
tasks in 100% mostly with
utilization exception 8
(“unspecified error
in Logger”)
Reduce EPO When runningthe | All calls are m  Storage Center archiving
Utilizationto 30% | ePOtasks on 30% | inserted to DB with tasks takes about 30%

CommManager CPU in the
Logger.

m  CLS pause-resume
recording commands takes
about 30% CommManager
CPU in the Logger.

m  Running the EPO tasks for
an hour —all calls were
recorded in status OK
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Table 11-7: EPO Tasks (continued)

Utilization 50%

service from Task
Manager to “Real
Time” priority

Run same test as
#3, but with higher
(50%) utilization

conclude if the
process Priority
definition is
effective for the
CommManager, in
away it keeps its
required CPU,
while EPO server
tasks are not
harmed (=not
display error or stop
running)

Test Test Description | Test Results Performance for CPU and
memory
Run EPO Set CommManager | We expect to m  All calls were recorded with

status OK

m  Logger runs with high CPU
(not recommended in the
long term)

Functionality test
on McAfee servers

Certify functional
actions with
servers that are
installed with
McAfee 8.0

Passed
successfully, to
review the tests
and actions
response time. See
attached test report
(separate)

Remarks and Notes

1. DAT update does not have Utilization setting option, it does not affect the performance; the most consuming-resources task is the Scan.
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2. Enforcing the EPO task caused after a few hours of high load, the logger's CPU time rises dramatically to around 95%. At this point the entire
machine hangs, the logger doesn’t start unless the McAfee is disabled. When disabling the McAfee the logger manages to start, however the
CPU of the machine remains very high.

3. From this, we conclude that it is recommended to set the CommManager priority to Real Time in the Task Manager.

Conclusions

The parameters affecting recording performance and recommendations:

a. CommManager priority: It is highly recommended to set the ComMngr process of the logger at the highest priority (real-time), to prevent the
process of the EPO taking all of the CPU and thus preventing the logger from running during the execution of the ePO tasks. (Note: Priority
reverts back to Normal after machine restart).

b. The number of open connections from the Storage Center to the logger; It is recommended to lower the number of connections from the default
10, to decrease the load on the logger. We found that 3 was the optimal solution for the above mentioned settings. With more open connections,
about 50% of the calls were not recorded (regardless EPO) due to exception 8.

c. TheVirus Scan task should run in utilization lower than 100% to enable the logger to keep functioning during the scan. In our settings it was found
that 30% utilization didn’t interrupt the logger’s performance. We do not recommend a higher utilization than this.

¥ NOTE:

VolP and PCI loggers running on Windows 2000 are approved to use ePO 3.5. This is
based on the following facts:

m PCI Loggers and VolP loggers use a stronger CPU
m  Certification for Windows 2000 ISA based loggers has been completed.

Troubleshooting

Problem

When updating the McAfee antivirus software, the logger capture card stops receiving interactions, resulting in a Fatal error message.
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Troubleshooting

Solution

¢ To troubleshoot, do the following

1. Navigate to Start, and then select Run.
The Run window appears.

Figure 11-3: Run Window
Run 2| x|

= Type the name of a program, Folder, docurnent, or
Internet resource, and ‘Windows will open it For wou,

Cpen: I regedit| j

(8] 4 Cancel | Browse. .. |

2. Inthe Open field, enter regedit, and click OK.
The Registry Editor appears.
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Figure 11-4: Registry Editor Window

File Edit Yiew Favorites Help

= My Computer Mame | Type | Daka |
{1 HKEY_CLASSES_ROOT (DeFauIt) REG_SZ {alue not set)
B HKEY_CURRENT_LISER Data Path REG_SZ C\Documents and Settings|all Users\application Datal, ..
=-{] HKEY_LOCAL_MACHINE Event Path REG_SZ C:hDocuments and Settings\All UsershApplication Datal. ..
B HARCWARE Extended Path REG_SZ C:\Program Files\McAfes)Common Framewark; C:\Docu...
e sam Installed Path REG_SZ Ct\Program FilesiMcAfeslCommon Franmewmwark
Hg ggﬁ;ﬂ;E IPnddress REG_SZ 172.21.27.45
: LastUpdateCheck REG_3Z Z010061917110z2
[ cozfesy :
3 Classos STI REG_S7
D Clisnts TC_P.ttributeCDll... REG_DWORD 000000000 {0}
(23 Gemplus Uninstall Tool REG_5Z Ci\Program Files\McAfes)Common FrameworkiFrimInst, ..
O INTEL [aB]wersion REG_SZ 36.0.453
L Mcafes
[ Microsaft
[ Mozila

{2 MozilaPlugins
—J-{Z Metwork Associates

3. Navigate to HKEY_LOCAL_MACHINE > SOFTWARE > Network Associates > TVD > Shared Components > Framework.
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Troubleshooting

Figure 11-5: New Menu- DWORD Value
A

Fla Edt Yew Fyvorites Help
= B My Comguter
=] HEEY_QLASSES_ROOT
%] MEY _CURRENT _UPSER:
=0 MEY_LOCAL_MACHINE
# (] HERLAWERE
] SAM
] SEQURITY
= [ SCoFTwaRE
B (0 corfesy
® ] Clarsses
] Cheanit
+ __I Garmphus
2 mma
B ) McAfes
] ol
] Haols
- :_| Mozilafigins
= I Network Sssociates
B ePolsy Orchastrala
B ™D
o |Frasmevoort

P
gwm

Data Fath
() verd Prath
[3E stonctedt Path
[ it adend Path
| Faddress
|8 astipdatecheck
|8y

ERT_artrbutecod...

(Wit Tood
it

| Dsta

[wabus nt sak)

CiiDocumants and Settingeliad Lsend| Aoplcation Data, ..
CifDoturnants and SettngshAl Lsers) Aol stion Data. ..
CiiProgeam Files\MoAles Comron Frameworky CiDood. .
C:iProgeam Fies|MoAfes Comon Framewornk
172.21.2745

20100619170 102

Crela 00000 (07
i kProgram Filed|MoilesComimon Framework] Fralrat.., .
3E.0.453

4. Inthe right-hand pane, right-click in the empty space, and select New > DWORD Value. A new registry key appears.

Figure 11-6: Registry Editor Window

;- Registry Editor
Fie Edt View Fawries Help

-0 AFPL Ghostseript
-0 Babyin
[ comsy
1) Classes
-] Clents
e '

] | hama

Typs Data

) Def )

REG_SZ {aboe ot set)
RIEG_WWORD DDDOO0000 {0)

5. Change the name to LowerWorkingThreadPriority, and press Enter. The new file name LowerWorkingThreadPriority is reflected.

Cross-Release

Third Party Technical Guidelines (C8)

-253-



11: Antivirus
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Figure 11-7: Modify Window

E:EL.:n.--.ler"-.-'-.-'n:nrl::jru:|Thr'E-Eu:IF'r'in:nr'il:'-.-' REG_DWWORD Ox00000001 1)
B¥]New value  Modify DWORD 000000000 (0)
Modify Binary Data
Delete
Rename

6. Right-click LowerWorkingThreadPriority, and select Modify. The Edit DWORD Value window appears.
Figure 11-8: Edit DWORD Value Window

YWalue name:

IL:::werW::urkingT bireadPriarity

Walue data: Baze
| {* Hexadecimal
i Decimal
] Cancel

7. Inthe Value data field, enter 1, and click OK.
8. Exit the registry.
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9. Restart the McAfee Framework Service:
a. Navigate to Start > Run.
b. Enter Services.msc.
c. Click OK.

The McAfee Framework Service window appears.
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Figure 11-9: McAfee Framework Service Window

File  Action Yiew Help

o | E TR 2E| 8w

Services (Local) Services |

%Mcafee McShield

Started

Autamatic

McAfee Framework Service Mame ¢ | Description | Status | Startop Type | lagonas |
W.NET Runtime Optimization Service v2.0,.50727_X86 Microsoft Manual Local System
Stop the service B alerter Hatifies sel... Disabled Lacal Service
Restart the service %Apphcatlon Expetience Lookup Service Process ap... Started Autamatic Local System
%App\ication Layer Gateway Service Pravides s... Manual Lacal Service
Description: %App\icatiun Management Processes i... Manual Local System
;’;‘:’;‘1 Epnrrg‘ﬁfl;i”t framework For %ASP.NET State Service Provides s Manual Mebwark 3.,
%Autumatic Updates Enables th...  Started Automatic Local System
%Backgraund Inteligent Transfer Service Transfersf... Started Automatic Local System
%Chpﬁnnk Enables Cli... Disabled Local System
%CONH Ewent System Supports 5., Started Automatic Local System
%CONH System Application Managest... Started Manual Local System
%Computer Browser Maintains a... Started Automatic Local System
%Cryptographic Services Provides th... Started Aukomatic Lacal System
%DCOM Server Process Launcher Provides la...  Started Aukomatic Local System
%DHCP lient Registers a... Started Aukomatic Mebwork 5.,
%Distr\buted File System Integrates ... Manual Local System
%Distr\buted Link Tracking Client Enables cli...  Started Automatic Local System
%Distr\huted Link Tracking Server Enables th... Disabled Local System
%Dlstr\huted Transaction Coordinator Coordinats Started Automatic Metwark 5.
DNS Client Resolves a...  Started Automatic Metwark 5.
%Error Reporting Service Collects, st... Started Autamatic Local System
%Event Lag Enables ev... Started Aukomatic Lacal System
%File Replication Allows Files. .. Manual Local System
%Helu and Support Enables H Started Automatic Local System
%HTTP 550 This servic. .. Manual Local System
%Human Interface Device Access Enables ge... Disabled Local System
%IMAPI CO-Burning COM Service Manages C... Disabled Local System
%Indexlng Service Indexes co... Disabled Local System
%Inters\te Messaging Enables me... Disabled Local System
%IPSEC Services Provides e,,.  Started Aukomatic Local System
%Kerberos Key Distribution Center On dorain ... Disabled Lacal System
%L\csnss Logging Monitors a... Disabled Mebwork 5.,
%LweUpdate Liveldpdate... Manual Local System
%Lagical Disk Manager Detects an,., Started Automatic Local System
%Lagical Disk Manager Administrative Service Configure: Manual Local System

Local System

There is no need to restart the logger in the above process.

For more information, see https://kc. mcafee.com/corporate/index ?page=content&id=KB53690&pmv=print.
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Remote Desktop Connection

This section includes Remote Desktop Connection related issues.

Contents
P ANY WG e 258
Microsoft Remote Desktop Connection . . ...l 260
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PcAnywhere

PcAnywhere
Symantec pcAnywhere 11 Compatibility

Product

Symantec pcAnywhere 11 compatability

Release

Synopsis

Symantec pcAnywhere 11 compatibility is determined by the operating system running on the machine. To
ensure proper system functionality, you must install the appropriate Symantec pcAnywhere 11 subversion
on each NICE serverinstalled at the site.

The following table lists the pcAnywhere subversions that must be installed on NICE servers.

! Important!

Ensure that you install the correct subversion on your NICE machine!

Table 12-1:

PC Anywhere Subsessions Installed on NICE Servers

pcAnywhere 11.0.0

pcAnywhere 11.0.1 (build

(build 730) 764)
Windows 2000 Pro Yes No
Windows 2000 Server Yes No
Windows 2003 Standard/Appliance No Yes
Edition
WinXP Pro No Yes

NICE Products Certified to Work with pcAnywhere 12

Product NICE Products Certified to Work with pcAnywhere 12

Release Version 8.9 and NICE Perform

Synopsis This section contains lists of the NICE products that are certified to
work with pcAnywhere 12.
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General Description

General Description

The NICE products that are certified to work with pcAnywhere 12 (remote solution) are listed below.
Version 8.9 Products
The following Version 8.9 products are certified to work with pcAnywhere 12.

Table 12-2:
Version 8.9 Products

NICE Component Operating System

NicelLog Logger Windows Server 2003 SP1

NiceUniverse Web Applications Windows Server 2003 SE SP1
NiceCLS Windows Server 2003 SE SP1
NICE Storage Center Windows Server 2003 SE SP1
NiceScreen Logger Windows Server 2003 SE SP1
SNMP Manager Windows Server 2003 SE SP1

NICE Perform Products

The following NICE Perform products are certified to work with pcAnywhere 12.

Table 12-3:

NICE Perform Products
NICE Component Operating System
Voice Logger Windows Server 2003 SE SP1
CLS Windows Server 2003 SE SP1
NICE Storage Center Windows Server 2003 SE SP1
NiceScreen Logger Windows Server 2003 SE SP1
Media Library Windows Server 2003 SE SP1
Audio Analysis Windows Server 2003 SE SP1
Applications Server Windows Server 2003 SE SP1
Database Server Windows Server 2003 SE SP1
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Microsoft Remote Desktop Connection
Remote Connection Certifications for NICE Products

Product NICE Products

Release

Synopsis This section lists remote connection software certified with NICE
products.

NICE Products and Relevant Remote Connection
Certifications

The following tables provide lists of NICE products and the relevant remote connection certifications for
these products.

Table 12-4:
Remote Connection Certifications for NICE Products
NICE Products Version PC PC Remote VNC Server
Anywhere | Anywhere | Desktop 4.0
11.5* 12.0 Protocol
6.0/6.1/
7.0/7.1**
TDM Logger 9.01 Yes Yes Yes Yes
9.06 Yes Yes Yes No
VolP Logger 9.10 No No Yes No
NiceCLS 8.93 Yes Yes Yes Yes
NiceCall Focus Il 8.90 Yes Yes Yes No
NiceScreen Logger 8.9 Yes Yes Yes Yes
NICE Storage Center | 8.9 Yes Yes Yes Yes
Web Applications 8.9 Yes Yes Yes Yes
SNMP Manager 8.9 Yes Yes Yes Yes
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NICE Products and Relevant Remote Connection Certifications

¥ NOTE: All NICE Products run on Microsoft Windows Server 2003/2008 (see the
relevant Certified Servers Guide), except NiceCall Focus Il (NCF 11l), which
runs on Microsoft Windows XP Professional SP2.

Table 12-5:
NICE Products - NICE Perform Releases |, Il, 9.09, 3, and 3.1
NICE Products | Version PC PC PC Remote VNC
Anywhere | Anywhere | Anywhere Desktop Server
11.5* 12.0 12,97 Protocol 4.0 ***
6.0/6.1/7.0/7.1**

TDM Logger 9.01 Yes Yes Yes Yes No
9.06 Yes Yes Yes Yes No

VolP Logger 9.12 Yes Yes Yes Yes No

NICE Yes Yes Yes Yes No

Interactions

Center

NiceScreen Yes Yes Yes Yes No

Logger

Playback Server Yes Yes Yes Yes No

SNMP Manager Yes Yes Yes Yes No

(NMS)

NICE Storage Yes Yes Yes Yes No

Center

Media Library Yes Yes Yes Yes No

Application Yes Yes Yes Yes No

Server

Audio Analysis Yes Yes Yes Yes No

Server

ScreenSense Yes Yes Yes Yes No

Server

Reporter Yes Yes Yes Yes No
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Table 12-5: NICE Products - NICE Perform Releases |, II,9.09, 3, and 3.1 (continued)

NICE Products | Version PC PC PC Remote VNC
Anywhere | Anywhere | Anywhere Desktop Server
11.5* 12.0 12.1%*** Protocol 4.0 ***
6.0/6.1/7.0/7.1**
Database Server Yes Yes Yes Yes No

RDP 6.0: Console switch
RDP 6.1 and higher: Admin switch

* To verify compliance of older versions of PCAnywhere, see PcAnywhere on page 1.

*** Virtual Network Computing (VNC) support in NICE Perform is commitment-based.

** Microsoft Windows Remote Desktop Protocol (RDP) - Console Mode (use Console/Admin switch:

¥ NOTE: All NICE Products run on Microsoft Windows Server 2003/2008 (see the
relevant Certified Servers Guide).

Enabling Remote Connection on Microsoft Windows
Server 2003

#» To enable Remote Connection in Microsoft Windows Server 2003:

1. Start the Terminal Services service.

2. Right-click My Computer, and select Properties.
3. Click the Remote tab.
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Figure 12-1: System Properties - Remote Tab (2003)

lozation.

System Properties ) 2=l
General I Hardware I Advanced I
System Restore I Automatic Lpdates Femote

“""_.}’h; Select the ways that thiz computer can be uzed fram anather

—Remote Azziztance

[T Allow Bemate Assistance invitations to be sent from this computer

What iz Hemote Assistance?

Sdvanced. . |

—Remate Dezkiop

Full computer name:
zoharh. hice. com

Wwhat iz Bemaote Deskiop’?

have a password.

cohnections to thiz computer.

v Allow users to connect remately to this computer

Select Remate Uzers. .

For uzers to connect remotely bo this computer, the user account must

Windows Firewall will be configured to allow Bemote Dezktop

k., I Cancel Apply

4. Select Allow users to connect remotely to this computer.

5. Click OK.

Enabling Remote Connection on Microsoft Windows

Server 2008

© To enable Remote Connection Microsoft Windows Server 2008:

1. Start the Terminal Services service.

¥ NOTE: In Microsoft Windows Server 2008 R2, Terminal Services are called

Remote Desktop Services.

2. Right-click Computer, and select Properties.
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Enabling Remote Connection on Microsoft Windows Server 2008

Figure 12-2: System Window (2008)

mirslcm
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¥ Eemobs settings
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wWindows 5 adtiated

See also Prodhuct B
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Copryright ) 2007 Microgaft Corporation, A rights reserved
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3. Click Remote Settings.
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Figure 12-3: System Properties Window - Remote Tab (2008)

System Properties |

Computer Namel Hardwarel Advanced Remote |

—Remate Azsiztance

Remote Dezklop 1

Click ar option, and then specify who can connect, if needed, [

" Don't allow connections to this computer E

" allow conrections from computers running any version of
Femote Deskiop [less secure) g

™ Allow connections only from computers running Fermate
Desktop with Netwark Level Authentication [maore secure) [

Help me choose Select Users... |
] I Cancel | Spply |

4. Inthe Remote tab, select Allow connections from computers running any version of Remote
Desktop (less secure).

5. Click OK.

Remote Desktop Recommendations

m Toaccess the logger through VPN, access the server that connects to the logger on the LAN.

m  Close any RDP session when done (click ), or use the traditional logoff function.

m Inenvironments where the network between the RDP client to server is not stable, or when working
with VPN that may disconnect due to inactivity timeout, do not leave an RDP session open when not
needed.

m  Access the logger with Console Mode. If the network disconnects during the RDP session, close the
session and reconnect again. Verify that there is no problem with IPCapture; if there is a problem,
restart IPCapture.
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Remote Desktop Limitations

¥ NOTE: The Console Mode for Microsoft Windows Remote Desktop Protocol
has different switch names, depending on the RDP version:

m  RDP 6.0: Console switch
m  RDP 6.1 and higher: Admin switch

The following limitations apply to remote desktop:
m  Only Console mode is supported.

m  When you use remote desktop in Console mode, only one user can connect to the server at any one
time. Once a user connects to the server, all other open sessions to that server are closed.

m  Once a user connects to the server, no one else can view the session. However, when working with
PCAnywhere, the user can see the actions performed by the installer or technician.

Ports Used in the Remote Connection

The following table lists the ports that must be opened when working under Microsoft Windows Server
2003 with the Firewall enabled.

Table 12-6:
List of Ports
Service TCP UDP Comment
PCA 22 22
PCA 5631 PCAnywheredata
PCA 5632 5632 PCAnywherestat
PCA 65301
VNC 5900
RDP 3389
PCA - PCAnywhere
RDP - Remote Desktop Protocol
VNC - Virtual Network Computing
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RDP (Remote Desktop Protocol) Delay Solution

Product RDP (Remote Desktop Protocol)

Release

Synopsis This section provides information regarding an RDP (Remote Desktop
Protocol) delay issue and its solution.

Symptoms

When connecting to a machine using RDP (Remote Desktop Protocol), a serious delay could occur both
on the client side (console "freeze") and on the server side (processes hang). As a result, crucial processes
(for example, IP Capture process on the VolP Logger) will face unexpected situations due to not receiving
the necessary resources.

Cause

There are several different parameters and system configurations that could cause such delays. Some are
related to the network configuration and others to the RDP version installed on either the client or the
server.

1. The order of Network Providers in the registry could be incorrect. The key to be selected is HKEY _
LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\NetworkProvider\Ord er. The default
order is "RDPNP,LanmanWorkstation,WebClient". Note that in Vista clients (prior to SP1) there is a
bug and the order is not as stated above (when installing Vista SP1 from a clean installation this bug is
fixed). RDPNP should be the first provider in the list (before the LanmanW orkstation).

2. InRDP version 6.0, a network query is launched during the connection attempt (which does not
happen in RDP version 5.x). If a WINS server is configured on the client, and this server does not
respond, the query will time out. As a result, the server waits for a response from the client and this
causes the symptoms as described above.

Solution

In general, the Remote Desktop Connection could affect both the client and the server, causing delays and
process starvation.

Verify the following to solve the delays:

1. Theregistry key stated above (HKEY_LOCAL_
MACHINE\SYSTEM\CurrentControlSet\Control\NetworkProvider\Ord er) is set to the default
order ("RDPNP,LanmanWorkstation, WebClient").

2. If using RDP version 6.0 make sure all network configurations (for example, WINS servers) are
available.
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Remote Desktop- Remote Connection Console Mode
for NICE 8.90

Product Remote Desktop

Release

Synopsis This section displays the procedures for Remote Desktop- Remote
Connection.

This section specifies the support and approval of Remote Connection — Remote Desktop Console mode
on NICE 8.90 systems.

Environment

NICE System Components

Table 12-7:

Supported Products
NICE Product 0S Version
Voice Loggers Windows 2003 (Enterprise, ISA 8.91 SP1

Appliance) SP1 PCI19.01 SP7

Web Applications (Universe) | Windows 2003 SE SP1 8.80 SP6
CLS Windows 2003 SE SP1 8.90 SP4
Storage Center Windows 2003 SE SP1 8.90 SP2
Screen Logger Windows 2003 SE SP1 8.80 SP3
SNMP Manager Windows 2003 SE SP1 2.02 SP5
Client (Screen Agent and Windows 2000 Pro SP4
Desktop Applications)

Installation Instructions
Remote Desktop Solution

# To install Remote Desktop Solution:

1. Install the NICE servers and clients.

2. Remove other remote connection SW (if exist).
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3. Enable Remote connection by starting the Terminal Services service, and enabling the remote option
on My Computer > Properties > Remote tab):

Figure 12-4: System Properties - Remote Tab

System Properties : 21 x|
General ] Hardware | Advanced I
System Restore I Automatic Updates Remote

& =7 Select the ways that this computer can be used from another
location.

— Remote Assistance

.................................

------------------------------------

What is Femote Assistance?

Bdvanced,,

— Remote Desktop
[V Allow users to connect remotely ta this computer

Full computer name:

zoharn.hice.com
What is Remote Desktop?

Select Remote Users. ..

For users to connect remotely to this computer, the user account must
have a password.

Windows Firewall will be configured to allow Remote Desktop
connections to this computer.

0K Cancel Apply

4. Synchronize all the servers time using NTP (optional).

5. Set up a dial-up connection using MODEM (connected external server part of sites network area).
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Limitations

m  Using remote desktop in console mode means that only one user can connect to the server at any
onetime. Once a user connects to the server, any other open sessions to that server will be closed.

m  Once a user connects to the server, no one else can see the session (unlike PCAnywhere in which the
user can see that actions performed by the installer/technician).
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Discontinued Technical Notes

This appendix lists the Technical Notes that were discontinued and whose information is now included in

this document.

Table A-1:
List of Discontinued Technical Notes
Technical Note Number | Technical Note Title
TNO0509 NICE Software Components Running on Windows XP Machines
TNO0513 McAfee ePO 3.5 — Configuration Guide For Nice Products
TNO0528 Windows Server 2003 Appliance Notes
TNO0538 Windows Server 2003 Service Pack 1 Integration with NICE
Servers
TNO0539 Anti Virus
TNO0549 Symantec pcAnywhere 11 compatibility
TNO0552 SQL Server 2000 SP4
TNO0555 Anti Virus Certifications for NICE Products
TN0564 Anti Virus Certifications for NICE Products IlI
TNO0569 Windows 2000 Update Rollup 1 for Service Pack 4
TNO577 McAfee VirusScan products
TNO578 Norton Anti-Virus products
TNO0616 ScreenAgent Configuration in Citrix Published Application
Environment
TN0628 How to configure Voice and Screen best performance on Citrix
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Table A-1: List of Discontinued Technical Notes (continued)

Technical Note Number | Technical Note Title

TNO0640 McAfee ePO 3.5 and McAfee Antivirus 8.0 Certification for NICE
8.80

TNO0642 Remote Desktop - Remote Connection Console Mode

TNO0651 DBM Error on Loggers due to MS Security Patch KB921883

TNO0656 PC Anywhere 12 certification in 8.90 NICE systems

TNO0672 Compatibility of NICE Web Applications with Internet Explorer 7

TNO0676 Fixing MSDTC in a Multi Site Environment

TN0680 NICE Support for Microsoft .NET Framework 2.0.

TNO0688 NICE Support for Microsoft .NET Framework 2.0.-Playback
Organizer

TN0698 NICE products certified to work with pcAnywhere 12

TNO701 Remote Connection Certifications for NICE Products

TNO705 MS SQL Server for NICE Perform Release 3

TNO719 Windows Server 2003 Service Pack 2 (SP2) Support

TNO736 .Net 3.0 Support

TNQ776 RDP (Remote Desktop Protocol) - Delay Solution

TNO790 Incompeatibility Citrix hotfix

TN0806 NICE Product Support for MS Windows XP Service Pack 3

TNO0815 Resolving Citrix Connection Issues Related to ScreenSense

TN0820 .NET Framework Support for NP 3.1

TNO0838 Interactions Center workaround for .NET 3.5

TN0867 Compatibility of NICE Web Applications with Internet Explorer 8

TNO0889 Installing NICE Perform 3.2 on Windows 7

TNO0890 Installing NICE Perform 3.1 on Windows 7

TNO0897 Microsoft Software Service Packs Certified by NICE Systems
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Using Real-Time Solutions with App-V

This appendix lists the limitations and rules for working with Real-Time Solutions in an App-V environment.

Contents
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B: Using Real-Time Solutions with App-V
Working with the App-V System

Working with the App-V System

The App-V Sequencer (Microsoft Application Virtualization Sequencer) is a wizard-based tool that
administrators use to transform traditional applications into virtual applications. The Sequencer produces
an application package that contains several files. These files include a sequenced application (.sft) file,
one or more Open Software Description (.osd) application configuration files, one or more icon (.ico) files, a
manifest xml file that can be used to distribute sequenced applications with electronic software delivery
(ESD) systems, and a project (.sprj) file. The Sequencer can also generate a Windows Installer file (.msi)
that can be deployed to clients configured for standalone operation. All files are stored in a shared content
folder on the Management and/or Streaming Server and are used by the App-V Client to access and run
sequenced applications.

The App-V Management Server (Microsoft Application Virtualization Streaming Server) has streaming
capabilities that including active/package upgrade without Active Directory or SQL Server requirements.
However, it does not have a publishing service, licensing, or metering capabilities. The publishing service
of the App-V Management Server is used in conjunction with the App-V Streaming Server, so the
Management Server configures the application but the Streaming Server delivers it (usually in branch
offices).
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B: Using Real-Time Solutions with App-V
App-V Limitations when Working With Real-Time Solutions

App-V Limitations when Working With Real-
Time Solutions

In App-V environments a bubble is an isolated environment streamed from the App-V server to the App-V
client. On the client machine the application does not have to be installed.

When streaming the Real-Time Client to the App-V client, both clients must be in the same bubble as the
application(s) you want to interact with.

If the Real-Time Client needs to interact with two App-V applications from separate bubbles, you must
install the Real-Time Client on each bubble and interact using C2C (client to client) communication
between the Real-Time Clients. In his case you must instal another Real-Time Client on the local computer
and interact with the streamed clients using C2C.
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Using Real-Time Solutions with Citrix
Streaming

This appendix describes the limitations and rules for working with Real-Time Solutions with Citrix

streaming.
Contents
Working with CitrixX Streaming . ... . L 278
Citrix Streaming Limitations when Working With Real-Time Solutions ... . ... ................ 279
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C: Using Real-Time Solutions with Citrix Streaming
Working with Citrix Streaming

Working with Citrix Streaming

A streamed application in Citrix resides in a separate memory space and environment and is delivered to
the Citrix client without installing an application on the client side. The streamed application is located in a
controlled isolated environment (sandbox).

To set a package for Citrix application streaming so that the Real-Time Client can capture other streamed
applications both applications must run inside the same sandbox. The citrix profiles must be installed on a
separate dedicated machine.
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Citrix Streaming Limitations when Working With Real-Time Solutions

Citrix Streaming Limitations when Working
With Real-Time Solutions

The Real-Time Client must be part of the same streaming package as the monitored applications. Another
option is to use Inter-Isolation communication for Real-Time Client interaction with other streamed
packages. You can install the Real-Time Client on the client computer to interact with one or more Citrix
streamed applications.

Make sure of the following when setting up the Citrix Profiler:

In the Support Legacy Offline Plug-ins page, select Enable support for 6.0 Offline Plug-ins.
In the Select Install Page, select Advanced Install.

In the Set up Inter-Isolation Communication page make sure to enter the path to the Profiler Package if
you want to link between the profile package for the Real-Time client and other streamed applications.

In the Select Install Method page, select Run install program or command line script.

In the Choose Installer page, browse to or type in the path to the Process Optiization Client.msi.

When the Profiler is finished and the Citrix package is ready, make sure of the following:

For a streamed Real-Time Client package, open the Target Properties configuration window and clear
Enable pre-launch analysis.

The remaining Target Properties rules should remain with their default values.

¥ NOTE: The Real-Time Client can interact with two streamed applications (each
from a different server) only wheniit is installed locally.

Cross-Release
Third Party Technical Guidelines (C8) -279 -



	1: Introduction
	Document Revision History
	Scope of this Guide

	2: Microsoft Software Service Packs Certified by NICE Systems
	3: Microsoft Server Operating Systems
	Windows 2000 Update Rollup 1 for Service Pack 4
	Windows Server 2003 Service Pack 2 NICE Product Support
	Overview
	Server Side
	Windows Server 2003 Service Pack 2 Installation Procedure
	Limitations

	Windows Server 2003 Service Pack 1 Integration with NICE Servers
	Overview
	Known Issues and Limitations
	Installing Windows Server 2003 Service Pack 1 on NICE Servers
	Moving Unused Files - NiceLog Loggers
	Moving Log Files - NiceCLS Servers
	Running the Disk Cleanup Wizard
	Copying the Service Pack 1 Installation File
	Running the Microsoft Windows Server 2003 Service Pack 1 Setup

	Security-Tuning Your System
	Network Usage by NICE Systems
	TCP/UDP Ports Used by NICE Servers Version 8.9
	Printer Server
	TCP/UDP Ports Used by NICE Servers Version 9


	Microsoft Windows Server 2003 Appliance Edition
	Microsoft Windows Server 2003 Appliance Edition FAQ
	Overview
	Recovering the Logger
	Replacing the Failed HDD with a Preloaded HDD
	Installing the Image CD (Ghost) from a Logger DVD Device
	Installing the Image CD (Ghost) from a Workstation



	4: Microsoft Client Operating Systems
	General
	Windows XP
	NICE Product Support for Windows XP Service Pack 3
	Overview
	Server Side Support
	Client Side Support

	Security-Tuning Guidelines for NICE Software Components Running Windows XP Se...
	Overview
	Preinstallation Requirements
	Security-Tuning List
	Security-Tuning Your System

	Manually Adding Programs to the Firewall Exceptions List
	Opening the Firewall
	Adding NICE Administrator to the Exceptions List
	Adding snmptrap.exe to the Exceptions List


	Windows 7 32-bit/64-bit
	Client Application Compatibility
	Using Silent Installation to Install Client Applications
	Set Security Application
	ScreenSense Agent
	NICE Player and NICE Player Codec Pack
	Reporter Viewer
	NICE ScreenAgent
	Record on Demand
	PO Client
	NICE Insight to Impact Bridge
	Nice BSF Toolkit

	Manually Installing Client Applications

	Windows 8 and Windows 8.1 32-bit/64-bit
	Client Applications Compatibility
	Using the Silent Installation to Install Client Applications
	Manually Installing NICE Client Applications


	5: Internet Explorer
	Internet Explorer 6
	Compatibility of NICE Web Applications with Internet Explorer 6
	General Description

	Internet Explorer 7
	Compatibility of NICE Web Applications with Internet Explorer 7
	General Description
	Known Issues
	Changing Internet Explorer 7 Settings After Installation
	Changing the Cache Size
	Changing the Font Used by Internet Explorer 7

	Manually Adding NICE Perform Applications to the Trusted Site List

	Internet Explorer 8
	Compatibility of NICE Web Applications with Internet Explorer 8 32-bit
	General Description and Conclusions
	NICE Web Applications Known Issues with Internet Explorer 8
	NICE Web Applications
	NICE Perform Applications - Release 3 SP3/SP4 and Release 3.1
	NICE Universe 8.9 Web Application

	Manually Adding NICE Web Applications to the Trusted Site List
	Configuring Internet Explorer 8/9 to Disable Protected Mode
	Adding the NICE Web Applications URL to the Local Intranet Site List

	Internet Explorer 9
	Compatibility of NICE Web Applications with Internet Explorer 9 32-bit
	General Description and Conclusions
	NICE Web Applications Known Issues with Internet Explorer 9

	Internet Explorer 10
	Compatibility of NICE Web Applications with Internet Explorer 10 32-bit
	General Description and Conclusions
	NICE Web Applications Known Issues with Internet Explorer 10
	Adding the NICE Web Application URL to the Compatibility View Settings List

	Internet Explorer 11
	Compatibility of NICE Web Applications with Internet Explorer 11 32, 64-bit
	General Description and Conclusions
	NICE Web Applications Known Issues with Internet Explorer 11
	Adding the NICE Web Application URL to the Compatibility View Settings List


	6: Microsoft .NET Framework
	Nice Applications Software Requirements
	NICE Interactions Center Server Workaround for Microsoft .NET 3.5 Framework
	Problem
	Workaround

	NICE Support for Microsoft .NET Framework
	Overview
	NICE Logger Requirements
	Microsoft .NET Framework Server-Side Support
	Microsoft .NET Framework Client-Side Support

	Microsoft .NET Framework 4.0 Requirements
	Microsoft .NET Framework 4.0 and up with NICE Interaction Management 4.1.46 a...
	Microsoft .NET Framework 4.5 Requirements

	7: Microsoft SQL Server
	SQL Server 2000 SP4
	SQL Server 2005 for NICE Perform Release 3
	Supported SQL Server Versions
	SQL Server Clustering

	SQL Server Licensing
	SQL Server Software and Licenses Purchased from NICE Systems
	Customer-Provided SQL Server Software and Licenses

	Upgrading from SQL Server 2000 to SQL Server 2005
	SQL Server License Requirements
	Single Site Deployment
	Multi-Data Hub Deployment
	Network Management Station (NMS)
	NICE Perform SMB
	Special Notes for New and Old Price Lists


	SQL Server 2008
	Removing the Network Distribute Transaction Coordinator (DTC) Access
	Uninstalling the DTC
	Removing the MSDTC Key from the Registry
	Re-Installing the MSDTC
	Re-Installing Network DTC Access
	Restoring the Original Security Settings
	Final Verification

	SQL Server 2012
	SQL Server 2014

	8: Microsoft Security Bulletins
	Patch Management Tools
	DBM Error on Loggers due to MS Security Patch KB921883
	General Description
	Problem Symptom
	Resolution



	9: Federal Information Processing Standards (FIPS)
	Configuring Windows for FIPS
	Spell Check Limitation

	10: Microsoft Daylight Savings Time Updates
	11: Antivirus
	General Antivirus
	Antivirus Certifications for NICE Products
	General Instructions
	General Limitations
	McAfee ePO
	McAfee
	SEP
	SEP Limitations
	Trend Micro
	Sophos

	NICE Products and Antivirus Certification Matrices

	McAfee
	McAfee ePO 3.5 and McAfee Antivirus 8.0 Certification for NICE 8.80
	Purpose and Scope
	NICE Servers
	Test Description
	Conclusions
	Troubleshooting



	12: Remote Desktop Connection
	PcAnywhere
	Symantec pcAnywhere 11 Compatibility
	NICE Products Certified to Work with pcAnywhere 12
	General Description
	Version 8.9 Products
	NICE Perform Products


	Microsoft Remote Desktop Connection
	Remote Connection Certifications for NICE Products
	NICE Products and Relevant Remote Connection Certifications
	Enabling Remote Connection on Microsoft Windows Server 2003
	Enabling Remote Connection on Microsoft Windows Server 2008
	Remote Desktop Recommendations
	Remote Desktop Limitations
	Ports Used in the Remote Connection

	RDP (Remote Desktop Protocol) Delay Solution
	Remote Desktop- Remote Connection Console Mode for NICE 8.90
	Environment
	Installation Instructions
	Limitations



	A: Discontinued Technical Notes
	B: Using Real-Time Solutions with App-V
	Working with the App-V System
	App-V Limitations when Working With Real-Time Solutions

	C: Using Real-Time Solutions with Citrix Streaming
	Working with Citrix Streaming
	Citrix Streaming Limitations when Working With Real-Time Solutions


