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Introduction

The Third-Party Technical Guidelines is a one-stop-shop document for information about third-party
software application compatibility with NICE systems.

This document should be used by NICE customers and customer service organizations in order to verify
the compatibility of third-party software to NICE products in addition to specific configuration information.

This document consolidates information published in a number of Technical Notes listed in the
Discontinued Technical Notes appendix of this document, see Discontinued Technical Notes on
page 257.

This document serves as general guidelines and applies to all existing NICE Interaction
Management/NICE Perform versions.

Updates for specific product versions may be issued separately based on these guidelines. NICE, at its
sole discretion, may decide to change the general guidelines or deviate from them for a specific product
version.

This document should apply in cases where it contradicts a previous Technical Note.

This document will be updated periodically upon availability of new third party software versions following
the rules of certification as described in the Third-Party Software Cetrtification Policy.

Cross-Release
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1: Introduction

Revision History

Revision History

Revision | Modification Software Description
Date Version
A1 November 2010 F  Updated SQL support. See Microsoft

SQL Server on page 171

B Updated Antivirus. See Antivirus on
page 199

A2 February 2011 m Updated Microsoft service packs
support and requirements. See
Microsoft Software Service Packs
Certified by NICE Systems on
page 22

® Added compatibility for Microsoft
Windows 7 64-bit, and updated
compatibility by NICE Perform
release. See Windows 7 32-bit/64-
bit on page 94

m Added new section for silent
installations. See Using the Silent
Installation to Install NICE
Perform Release 3.x and NICE
Interaction Management Release
4.1 Client Applications on page 96

B Updated procedures for installing
client-side components on Microsoft
Windows 7. See Manually Installing
NICE Perform Release 3.x and
NICE Interaction Management 4.1
Client Applications on page 99

A3 March 2011 B Updated the section on Microsoft
Windows 7. See Windows 7 32-
bit/64-bit on page 94

B Added new chapter for Daylight
Savings Time. See Daylight
Savings Time on page 197
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Revision History

Revision | Modification Software Description
Date Version
A4 May 2011 F  Added NICE Interaction Management

Release 4.1 compatibility.

® Updated Compatibility with Microsoft
Windows 7 for 32/64 bit. See NICE
Perform Client Applications
Compatibility on page 94

B Added Internet Explorer compatibility.
See Internet Explorer 9 on page 131

B Added Logger version 9.07 to anti-
virus tables.

F  Added Sophos 9.5.

A5 June 2011 ¥ Formatting changes.

B Added EPO4.5to NICE Products
and Antivirus Certifications Matrix
- NICE Perform Release 3, SP3
and Higher on page 214

A6 July 2011 m Updated Remote Desktop
Connection for Microsoft Windows
Server 2008. See Enabling Remote
Connection on Microsoft Windows
Server 2008 on page 249

®  Added support for Internet Explorer 6.
See Internet Explorer 6 on page 107

¥ Added Sophos 9.7.

A7 September 2011 B Updated Table 2-1: Microsoft
Software Service Packs certified
by NICE Systems
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Revision History

Revision | Modification Software Description
Date Version
A8 November 2011 ® Added SP1 for SQL Server 2008 R2

in Microsoft Software Service
Packs Certified by NICE Systems
on page 22.

B Updated ROD Client information in
Windows 7 32-bit/64-bit on page 94

B Added Microsoft .NET Framework
4 Requirement for NICE
Interaction Management 4.1 on
page 149

B Updated DST patch list in Microsoft
Daylight Savings Time Updates on
page 198.

m Added McAfee ePO 4.6 in McAfee
ePO on page 201, NICE Products
and Antivirus Certifications Matrix
- Version 8.90 on page 209, and
NICE Products and Antivirus
Certifications Matrix - NICE
Perform Release 3, SP3 and
Higher on page 214.

B Added Sophos exclusions in Sophos
on page 208.

A9 November 2011 ® Added SP3for SQL Server2008in
Microsoft Software Service Packs
Certified by NICE Systems on
page 22.

B Added information regarding machine
and domain names with non-ASCI|
characters in Localization on
page 80.

B Added note regarding support for 32-
bit version Internet Explorer in
Internet Explorer on page 105.
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Revision History

Revision | Modification Software Description
Date Version
BO January 2012 B Updated Windows 7 32-bit/64-bit on
page 94.
B1 July 2012 ¥ Added information for avoiding false

positives to SEP on page 202.

B Added information to NICE Products
and Antivirus Certifications Matrix
- NICE Perform Release 3, SP3
and Higher on page 214.

B Updated the table in Microsoft
Daylight Savings Time Updates on
page 198.
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Revision History

Revision | Modification Software Description
Date Version
B2 December 2012 B Replaced SP1 with SP2 for all SQL

2008 R2in Table 2-1: Microsoft
Software Service Packs certified
by NICE Systems

m Updated BSF Tool kit for NICE
Perform Releases 3.1 and 3.2 - Not
Supported on Windows 7 64 bit. See
Table 4-2: Compatibility With
Microsoft Windows 7 32-bit and
64-bit by Release

m Updated VRA Compatibility With
Microsoft Windows 7 for NPR4.1 in
Table 4-2: Compatibility With
Microsoft Windows 7 32-bit and
64-bit by Release

B Added supported Internet Explorer
version by Sentinel Client. See
Internet Explorer on page 105.

F  Updated IE8 General Description and
Conclusions on page 121.

¥ Updated IE9 General Description and
Conclusions on page 131.

®  Added McAfee limitation on page
202.

m Added TDM Logger 9.4 with Antivirus
Certification in NICE Products and
Antivirus Certifications Matrix -
NICE Perform Release 3, SP3 and
Higher on page 214.

m Added Trend Micro OfficeScan 10.5
and Trend Micro OfficeScan 10.6 to
NICE Products and Antivirus
Certifications Matrix - NICE
Perform Release 3, SP3 and
Higher on page 214.
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Revision History

Revision | Modification Software Description
Date Version
B3 March 2013 B Added Microsoft .NET Framework

4.5 with NICE Perform 3.2/3.5 and
NICE Interaction Management 4.1
on page 151

B Updated NICE Perform R3.5/NICE
Interaction Management 4.1
Known Issues with Internet
Explorer 8 on page 122

m Updated NICE Perform Release
3.1/3.2/3.5 and NICE Interaction
Management 4.1 Known Issues
with Internet Explorer 9 on
page 132

B4 July 2013 B Updated Table 2-1: Microsoft
Software Service Packs certified
by NICE Systems

¥ Added Internet Explorer 10 on
page 134

F  Updated Microsoft Daylight
Savings Time Updates on page 198.

B Updated General Limitations on
page 200

m Updated NICE Products and
Antivirus Certifications Matrix -
NICE Perform Release 3, SP3 and
Higher on page 214 (added: McAfee
8.8/8.8i and Sophos 10.2)

B5 July 2013 B Updated Internet Explorer on
page 105 (small correction in the
Contents).
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Revision History

Revision | Modification Software Description
Date Version
B6 October 2013 m Updated Internet Explorer 10 on

page 134. Added the section Adding
the NICE Interaction Management
Web Application URL to the
Compatibility View Settings List
on page 135.

B Added the appendix, Using Real-
Time Solutions with App-V on
page 261.

®  Added the appendix Using Real-
Time Solutions with Citrix
Streaming on page 265.

B7 November 2013 B Updated Microsoft Client Operating
Systems:

B Updated Reporter Viewer on
page 97, and NICE
ScreenAgent on page 97.

B Added PO Client and NICE
Insight to Impact Bridge on
page 98

m Updated Manually Installing NICE
Perform Release 3.x and NICE
Interaction Management 4.1 Client
Applications on page 99 (updated
the note that appears before the
procedure).

m Added section for Release 4.1.46 for
XBAP. See Microsoft .NET
Framework 4.5 with NICE Perform
3.2/3.5 and NICE Interaction
Management 4.1 on page 151 and
Microsoft .NET Framework 4.0 and
up with NICE Interaction
Management 4.1.46 and Later on
page 154.
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Revision History

Revision | Modification Software Description
Date Version
B8 December 2013 Fixed issue with landscape page not

displaying correctly in PDF for Table 4-2:
Compatibility With Microsoft
Windows 7 32-bit and 64-bit by
Release

B9 January 2014 Fixed information regarding Microsoft Internet
Explorer 10. See Internet Explorer 10 on
page 134.

Removed the Citrix chapter. The information
is now in the Virtualization Guide.

C1 March 2014 Added Internet Explorer 11 support. See
Internet Explorer 11 on page 137.

Added an SEP limitaion. See SEP on
page 202.

C2 May 2014 4.1.47 ® Added Windows 8/8.1 support for
client machines. See Windows 8
and Windows 8.1 32-bit/64-bit on
page 101.

B Updated the information for Internet
Explorer 11 on page 137.

m Added about XBAP limitations. See
Microsoft .NET Framework 4.0 and
up with NICE Interaction
Management 4.1.46 and Later on
page 154.

m DCR 1004: A solution to Installing
XBAP When Hardening Kit is
Installed was found and implemented.
The Topic was removed from the
guide.
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Revision History

Revision

Modification
Date

Software
Version

Description

C3

September 2014

4.1.4x

Updated NICE Products and
Antivirus Certification Matrices on
page 209(added separate table for
NICE Interaction Management
Release 4.1).

Added Working with XBAP or
ASPX (ASP.NET) on page 155

C5

November 2014

41

DCR 1111

Added chapter Uninstalling XBAP on
page 164.

DCR 1113

Added a Before You Begin section to
Installing the NICE Security
Certificate for XBAP on page 156.
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1: Introduction

Scope of this Guide

Scope of this Guide

Software Version

This guide is updated for:

NICE Engage Platform 6.3

NICE Interaction Management Release 4.1
¥ Real-Time Solutions 4.9

B  NICE Perform 3.2/3.5

-

What is included in this guide?
Guidelines for third party software with NICE applications.

What is not included in this guide?

Topic Where to Find this Topic...
NICE Screen Agent software ScreenAgent Installation and Configuration Guide
Microsoft .NET framework Certified Servers Guide

Setting up a client computer to work with Workstation Setup Guide
ASPX

Microsoft Daylight Savings Time Maintenance Guide
configurations

Cross-Release
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Microsoft Software Service Packs Certified
by NICE Systems

This chapter summarizes the Microsoft Software Service Packs Certified by NICE Systems.

Contents

Microsoft Software Service Packs Certified by NICE Systems ... ... 22
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2: Microsoft Software Service Packs Certified by NICE Systems
Microsoft Software Service Packs Certified by NICE Systems

Microsoft Software Service Packs Certified by NICE
Systems

Product NICE Interaction Management
NICE Perform

NICE Perform eXpress
Version 8.9

SMB

Release NICE Perform Release |

NICE Perform Release I

NICE Perform Release 3

NICE Perform Release 3.1

NICE Perform Release 3.2

NICE Perform Release 3.5

NICE Interaction Management Release 4.1
NICE Perform eXpress 1.0

NICE Perform eXpress 2.1

Version 8.9

Synopsis Provides information regarding the latest Microsoft Software Service
Packs certified by NICE Systems.

The following table consists of information regarding the latest Microsoft Software Service Packs certified
by NICE Systems.

Cross-Release
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2: Microsoft Software Service Packs Certified by NICE Systems
Microsoft Software Service Packs Certified by NICE Systems

Table 2-1: Microsoft Software Service Packs certified by NICE Systems

Microsoft Software Service | NICE Release Comment
Pack
Windows 2000 SP4 ¥ NICE Version 8.9 Supported by:
NICE Perform B Set Security
F Release 1SP7 " ROD
F Release 2 SP5 ® Reporter
F Release 3SP3 Viewer
"  Release 3 SP4 ¥ ScreenAge
nt
F Release 3.1
- B Screen
Release 3.2 Sense
Agent
B NICE
Player
Codec Pack
® Nice
Standalone
Player
E  Survey
Manager

Cross-Release
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2: Microsoft Software Service Packs Certified by NICE Systems
Microsoft Software Service Packs Certified by NICE Systems

Microsoft Software Service NICE Release Comment
Pack

Windows Server 2003 R2 | SP2 ¥ NICE Version 8.9
Standard Edition 32-bit ® NICE Perform
Release 1 SP7
Release 2 SP5
Release 3 SP3
Release 3 SP4

Release 3.1

E B B E NN

Release 3.2
B  Release 3.5

® NICE Interaction
Management Release 4.1
- supported only for
upgrades

B NICE Perform eXpress
F  Release 1.0

B  Release 2.1

Windows Server 2003 R2 | SP2 F  NICE Version 8.9
Enterprise Edition 32-bit ® NICE Perform
Release 1 SP7
Release 2 SP5
Release 3 SP3
Release 3 SP4
Release 3.1

Release 3.2

E B BE E E EH N

Release 3.5

® NICE Interaction
Management Release 4.1
- supported only for
upgrades

Cross-Release
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2: Microsoft Software Service Packs Certified by NICE Systems
Microsoft Software Service Packs Certified by NICE Systems

Microsoft Software Service NICE Release Comment
Pack

Windows Server 2003 R2 | SP2 B NICE Perform DB Server Only

Standard Edition 64-bit ¥ Release 3.1

B Release 3.2
B  Release 3.5

® NICE Interaction
Management Release 4.1

- supported only for

upgrades
Windows Server 2003R2 | SP2 ¥ NICE Perform DB Server Only
Enterprise Edition 64-bit P Release 3.1

B Release 3.2
B Release 3.5

® NICE Interaction
Management Release 4.1
- supported only for
upgrades

Windows XP SP2 B NICE Version 8.9 Client Side Only
NICE Perform

Release 1 SP7
Release 2 SP5
Release 3 SP3
Release 3 SP4

Release 3.1

E B B E NN

Release 3.2
B Release 3.5

¥ NICE Interaction
Management Release 4.1

Cross-Release
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2: Microsoft Software Service Packs Certified by NICE Systems
Microsoft Software Service Packs Certified by NICE Systems

Microsoft Software Service NICE Release Comment
Pack
Windows XP SP3 ¥ NICE Perform Client Side Only

F  Release 3SP4
F  Release 3.1
B  Release 3.2
B  Release 3.5

®  NICE Interaction
Management Release 4.1

Windows Vista Business | SP2 NICE Perform Client Side Only
¥ Release 3SP4

B Release 3.1

Windows Vista Enterprise | SP2 ®  NICE Perform Supported by:
Edition ¥ Release 3.1 ¥ Set Security
F  Release 3.2 ® ROD
¥  Release 3.5 ¥ Reporter
¥ NICE Interaction Viewer
Management Release 4.1 B ScreenAge
nt
®  Desktop
Analysis
Agent RTS
B NICE
Player
Codec Pack
¥ Nice
Standalone
Player
B Survey
Manager
B Media
Library

Cross-Release
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2: Microsoft Software Service Packs Certified by NICE Systems

Microsoft Software Service Packs Certified by NICE Systems

Microsoft Software

Service
Pack

NICE Release

Comment

Windows 7

SP1

B NICE Perform
F  Release 3.1
F  Release 3.2
B  Release 3.5

®  NICE Interaction
Management Release 4.1

Supported Client
Side Applications
Only

Windows Server 2008
Standard Edition 32-bit

SP2

B NICE Perform
B Release 3.2
B Release 3.5

¥ NICE Interaction
Management Release 4.1

B NICE Perform eXpress
Release 2.1

Windows Server 2008
Enterprise Edition 32-bit

SP2

B NICE Perform
B Release 3.2
B  Release 3.5

®  NICE Interaction
Management Release 4.1

Windows Server 2008
Standard Edition 64-bit

SP2

¥ NICE Perform
B Release 3.2
B Release 3.5

¥ NICE Interaction
Management Release 4.1

Windows Server 2008
Enterprise Edition 64-bit

SP2

B NICE Perform
B Release 3.2
B Release 3.5

¥ NICE Interaction
Management Release 4.1

Cross-Release
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2: Microsoft Software Service Packs Certified by NICE Systems

Microsoft Software Service Packs Certified by NICE Systems

Microsoft Software Service NICE Release Comment
Pack
Windows Server 2008 R2 B NICE Perform
Enterprise Edition 64-bit " Release 3.2
B  Release 3.5
B NICE Interaction
Management Release 4.1
Windows Server 2008 R2 B NICE Perform
Standard Edition 64-bit B Release 3.2
B Release 3.5
¥  NICE Interaction
Management Release 4.1
Windows Server 2008 R2 | SP1 B NICE Perform
Standard Edition 64-bit B Release 3.2
B Release 3.5
B NICE Interaction
Management Release 4.1
Windows Server 2008 R2 | SP1 ¥ NICE Perform
Enterprise Edition 64-bit ® Release 3.2
B Release 3.5
B  NICE Interaction
Management Release 4.1
SQL Server 2005 SP3 ®  NICE Perform

Standard Edition 32-bit

B Release 3SP3

B Release 3SP4
Release 3.1

B Release 3.2
B Release 3.5

® NICE Interaction
Management Release 4.1
- supported only for
upgrades

Cross-Release
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2: Microsoft Software Service Packs Certified by NICE Systems
Microsoft Software Service Packs Certified by NICE Systems

Microsoft Software Service NICE Release Comment
Pack

SQL Server 2005 SP3 B NICE Perform

Standard Edition 64-bit P Release 3 SP4

B Release 3.1
B Release 3.2
B  Release 3.5

® NICE Interaction
Management Release 4.1

- supported only for
upgrades
SQL Server 2005 SP3 F  NICE Perform
Enterprise Edition 64-bit ¥ Release 3 SP4

B  Release 3.1
B Release 3.2
B Release 3.5

® NICE Interaction
Management Release 4.1

- supported only for
upgrades
SQL Server 2005 SP4 B NICE Perform
Standard Edition 32-bit B Release 3 SP3

B Release 3SP4
Release 3.1

B Release 3.2
B Release 3.5

® NICE Interaction
Management Release 4.1
- supported only for
upgrades

Cross-Release
Third Party Technical Guidelines (C5) -29-



2: Microsoft Software Service Packs Certified by NICE Systems
Microsoft Software Service Packs Certified by NICE Systems

Microsoft Software Service NICE Release Comment
Pack

SQL Server 2005 SP4 B NICE Perform

Standard Edition 64-bit P Release 3 SP4

B Release 3.1
B Release 3.2
B  Release 3.5

® NICE Interaction
Management Release 4.1

- supported only for
upgrades
SQL Server 2005 SP4 F  NICE Perform
Enterprise Edition 64-bit " Release 3 SP4

B  Release 3.1
B Release 3.2
B Release 3.5

® NICE Interaction
Management Release 4.1

- supported only for
upgrades
SQL Server 2008 SP1 B NICE Perform
Standard Edition 32-bit ¥ Release 3.2

B Release 3.5

¥ NICE Interaction
Management Release 4.1

SQL Server 2008 SP1 ¥ NICE Perform
Standard Edition 64-bit ¥ Release 3.2
B Release 3.5

®  NICE Interaction
Management Release 4.1
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Microsoft Software Service Packs Certified by NICE Systems

Microsoft Software

Service
Pack

NICE Release

Comment

SQL Server 2008
Enterprise Edition 64-bit

SP1

B NICE Perform
B Release 3.2
B  Release 3.5

®  NICE Interaction
Management Release 4.1

SQL Server 2008
Standard Edition 32-bit

SP2

B NICE Perform
B Release 3.2
B Release 3.5

¥ NICE Interaction
Management Release 4.1

SQL Server 2008
Standard Edition 64-bit

SP2

B NICE Perform
B Release 3.2
B Release 3.5

¥ NICE Interaction
Management Release 4.1

SQL Server 2008
Enterprise Edition 64-bit

SP2

¥ NICE Perform
B Release 3.2
B Release 3.5

®  NICE Interaction
Management Release 4.1

SQL Server 2008
Standard Edition 32-bit

SP3

®  NICE Perform
B Release 3.2
B Release 3.5

®  NICE Interaction
Management Release 4.1

SQL Server 2008
Standard Edition 64-bit

SP3

¥ NICE Perform
B Release 3.2
B Release 3.5

®  NICE Interaction
Management Release 4.1

Cross-Release
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Microsoft Software Service Packs Certified by NICE Systems

Microsoft Software

Service
Pack

NICE Release

Comment

SQL Server 2008
Enterprise Edition 64-bit

SP3

B NICE Perform
B Release 3.2
B  Release 3.5

®  NICE Interaction
Management Release 4.1

SQL Server 2008 R2
Standard Edition 32-bit

SP1

B NICE Perform
B Release 3.2
B Release 3.5

¥ NICE Interaction
Management Release 4.1

SQL Server 2008 R2
Standard Edition 64 -bit

SP1

B NICE Perform
B Release 3.2
B Release 3.5

¥ NICE Interaction
Management Release 4.1

SQL Server 2008 R2
Enterprise Edition 64-bit

SP1

¥ NICE Perform
B Release 3.2
B Release 3.5

®  NICE Interaction
Management Release 4.1

SQL Server 2008 R2
Standard Edition 32-bit

SP2

®  NICE Perform
B Release 3.2
B Release 3.5

®  NICE Interaction
Management Release 4.1

SQL Server 2008 R2
Standard Edition 64-bit

SP2

¥ NICE Perform
B Release 3.2
B Release 3.5

®  NICE Interaction
Management Release 4.1

Cross-Release
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Microsoft Software Service NICE Release Comment
Pack

SQL Server 2008 R2 SP2 B NICE Perform

Enterprise Edition 64-bit ¥ Release 3.2

B  Release 3.5

®  NICE Interaction
Management Release 4.1

Cross-Release
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Microsoft Server Operating Systems

This chapter provides information regarding Microsoft Server Operating Systems. This includes secure
solutions, updates, and guidelines.

Contents
Windows 2000 Update Rollup 1 for Service Pack 4 . .. 36
Windows Server 2003 Service Pack 2 NICE Product SUpport .. ... 37
Windows Server 2003 Service Pack 1 Integration with NICE Servers ... ... . .. ... 42
Microsoft Windows Server 2003 Appliance Edition ... il 64

Cross-Release
Third Party Technical Guidelines (C5) -35-



3: Microsoft Server Operating Systems

Windows 2000 Update Rollup 1 for Service Pack 4

Windows 2000 Update Rollup 1 for Service Pack 4

Product Microsoft Windows 2000 Update Rollup 1 for Service Pack 4

Release

Synopsis

As part of NICE’s continuing effort to provide its customers with a secure solution, and in accordance with
our policy regarding service pack certification, NICE has certified Microsoft Windows 2000 Update
Rollup 1 for Service Pack 4.

The Update Rollup contains:

M All security updates produced for Microsoft Windows 2000 from the time SP4 was released and up
to April 30, 2005, when the contents of the Update Rollup were finalized for testing by Microsoft.

B A number of updates that help increase system security and reliability, reduce support costs, and
support the current generation of PC hardware.

By including the most important updates for Microsoft Windows 2000, the Update Rollup makes it easier
for customers to improve security of Microsoft Windows 2000 systems, keep these systems up to date,
and build new deployment images.

Because the number of updates included in the Update Rollup is significantly lower than the number
typically included in a service pack, and because Microsoft has already released most of the contents
included in the Update Rollup as individual updates and hotfixes, the Update Rollup should require less pre-
deployment testing and planning.

Individual hotfixes made since SP4, but not included in the Update Rollup, remain available as individual
downloads.

No Future Service Packs

Microsoft believes the Update Rollup meets customer needs more effectively and with less disruption than
anew service pack, and there will be no Service Pack 5 (SP5) for Microsoft Windows 2000. SP4 becomes
the final service pack for Microsoft Windows 2000.

For details about Microsoft Windows 2000 Update Rollup 1 for Service Pack 4, see:
http://support.microsoft.com/default.aspx/kb/891861

¥ NOTE: Teknor PC based Renaissance systems are currently not certified for
Microsoft Windows 2000 Update Rollup 1 for Service Pack 4.

For More information, please contact NICE.

Cross-Release
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Windows Server 2003 Service Pack 2 NICE Product Support

Windows Server 2003 Service Pack 2 NICE Product
Support

Product

Microsoft Windows Server 2003 Service Pack 2 Support

Release

Synopsis

This section provides information about NICE support for Microsoft Windows
Server 2003 R2, Service Pack 2.

Overview

This section provides information regarding NICE products support for Microsoft Windows Server 2003,
Service Pack (SP2).

=
=

Important!
All NICE servers must be installed with Microsoft Windows Server 2003 SP2.

All clients must be installed with .Net 2.0 (side-by-side or pure), as Microsoft has a
known issue in Net 1.1 with Microsoft Windows Server 2003 SP2.

On computers that have .Net2.0, serialization HF (KB914460) must be installed.

On Microsoft Windows Server 2003 SP2, only the NICE Perform versions that support
.Net 2.0 can be installed. This is relevant for servers and the workstations. See
TNOQ736: NICE Product Support for Microsoft .Net3.0.

Server Side

No.

Release Version Status

OK

NICE Perform RI (from SP7) OK (See Limitations on page 41)

NICE Perform RII (from SP4) OK (See Limitations on page 41)

NICE Perform 9.09 OK
NICE Perform R3 OK (See Limitations on page 41)
NICE Perform R3.1 OK
NICE Perform R3.2 OK

Cross-Release
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Windows Server 2003 Service Pack 2 Installation Procedure

No. | Release Version

Status

NICE Perform R3.5

OK

NICE Interaction Management
R4.1

For upgrades only

Windows Server 2003 Service Pack 2 Installation Procedure

Before You Begin

Before installation, check via My computer > Properties that the server is installed with Microsoft
Windows Server 2003, SP1, and not with Microsoft Windows Server 2003 SP2.

Figure 3-1: System Properties - General Tab

5160 & 3.006H:
300 GHz, 135 GE of RAM

Sysbem Properties K E3
Advanced | Automatic Updates | Foemabe
| Geneed I Computer Hasren | Hadnae
Sptam:
Mzl Windows S enves 2000 R
RO i |'|'||
%
m gy
—— Hice
BIT 2 BR040TTTEA 45525
Conguitar:
Intelf ] eoni) CPUI

o]

Concel |

For Loggers only: Verify that the status of the Distributed Transaction Coordinator service is started. If it is
not, then you must start it before running the SP installation.

Cross-Release
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Windows Server 2003 Service Pack 2 Installation Procedure

Figure 3-2: Services Window

B Ation Yew Hep
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Coordnator R Computer brovser Martsrs .. Stwted  Autometc  LocalSystem
po B ptograptic Services Proddesth.. Steted  Auometkc  LocalSystem

BiCrystal Repodt Appheation Servee Prowdes .. Smted  Automatc Local System

Enstas the service

Descrgtion:

Cosndnates ransacions thet span
kple resource mnsger - .
atabases, message qumors, and fls 3 Netoek 5.
sitens. I ths service i stogped, these  gue s b opiereg Servicn Alows erra,., Rarted Aotk Lol System

trancactions vel ot ccou. I this servce
v that expletly | ATV LG Eatleev.. Rated  Aucmas Local system

s chsabled, any sar
dnpre on & vl Fad to st

e Loer Seaching Compuiblty  Promses Pl Local syztem
e Enatles yo Aukometic Local System
TP Putshig PromdesF.. Sted  Muomstc  Loc System
fioife Updster Sarvice - Local System
Ryris wod Supgart Eathest Sated  Autometk LocalSystem 4

Dxtended A Fanderd

© To install Microsoft Windows Server 2003 SP2:
1. RunWindows Server 2003 SP2 .exe file.

Figure 3-3: Software Update Installation Wizard Window

Software Update Installation Wizard

&

Use thiz wizard to install the following software update:

Windows Server 2003 Service
Pack 2

Before you install this update, we recommend that you;

- Back up pour spstem
- Cloze all open programs

*You might need to restart your computer after you complete
thiz update. To continue, click Next.

< Back Cancel Help

2. Click Next.
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Windows Server 2003 Service Pack 2 Installation Procedure

Figure 3-4: License Agreement

Software Update Installation Wizard

License Agreement

Please read the following license agreement. To continue with zetup,
wou must accept the agreement.

SERYICE PACK 2 FOR MICROSOFT WINDOWS SERVER ﬂ
2003

PLEASE WOTE:

For supplement obtained from server
manufacturer or software installer. The
server manufacturer, of the sofbwars
installer, that distibutes the software with

| Do Mot Agree

< Back I Hext = I Cancel |

3. Select I agree, and click Next.

Figure 3-5: Select Options Window

Soltware Update Installation Wizand

Select Dpbions

aciepl the ke aton ditplipwd Bl

Urarital Fodder
CAWANDI SN ervicaP ack Linmat sl

St cosalng b backup of system fes: 50 pou com unintal B senic pack i
rceseay. Chok, Baowin 1o chite a localion bor thebe backup He:, of ek, Nest 1o

M,
.El;l

4. Click Next.
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Limitations

Figure 3-6: License Agreement Window

Software Update Installation Wizard

License Agreement i'
ag

Please read the following license agreement. To continue with zetup,
@ wou must accept the agreement.

SERYICE PACK 2 FOR MICROSOFT WINDOWS SERVER ﬂ

2003

PLEASE WOTE:

For supplement obtained from server
manufacturer or software installer. The
server manufacturer, of the sofbwars
installer, that distibutes the software with

| Do Mot Agree

< Back I Hext = I Cancel | Help |

5. Click Finish to complete the installation.

The server reboots.

Limitations
B Recording On demand (ROD) Desktop will not work if a client has .Net1.1 side by side with
.Net2.0, and if the servers are installed with Microsoft Windows Server 2003, SP2.

B If ROD Desktop is needed and the clients have .Net1.1 side by side with .Net2.0, please contact
NICE Customer Support.

B Ifthe client has .Net2.0 pure, then the ROD desktop will function properly.

= Fornew ScreenSense server installations on top of NICE Perform Release || SP4 and NICE
Perform Release 3 SP2, a new .msi installation file is available in the HF directory. The
ScreenSense server must be installed from this file.

Cross-Release
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Windows Server 2003 Service Pack 1 Integration with NICE Servers

Windows Server 2003 Service Pack 1 Integration with
NICE Servers

Product Microsoft Windows Server 2003 Service Pack 1 Integration with NICE
Servers

Release

Synopsis

As part of NICE’s continuous effort to provide its customers with a secure solution, and in accordance with
our policy regarding service pack certification, NICE has certified Microsoft Windows Server 2003 Service
Pack 1. Microsoft Windows Server 2003 Service Pack 1 provides advanced and significant security
features, including a built-in firewall, an improved IS security mechanism, program signature validation,
thus further enhancing NICE’s secure platform.

For details about Microsoft Windows Server 2003 Service Pack 1, see
http://support.microsoft.com/default.aspx/kb/889101.

This section provides instructions for installing and configuring Microsoft Windows Server 2003 Service
Pack 1 for NICE Servers running Microsoft Windows Server 2003 Standard or Appliance edition.

¥ NOTE: The procedures described in this section can be used for NICE Servers
running NICE Perform.

Overview

This section provides guidelines for installing and configuring Microsoft Windows Server 2003 Service
Pack 1 on NICE Servers.

Microsoft Windows Server 2003 Service Pack 1 provides the following enhanced security features:

= A built-in firewall

M Enhanced security for Internet Explorer

M Checks for a valid signature of programs during installation

By default, a firewall closes all ports to incoming network packets. This section explains how to open a port
permanently (known as statically opened ports), and to define specific applications for which the firewall
will open the necessary listening ports. These listening ports will remain open only when, and as long as,
these applications are running (known as dynamically opened ports).

This section provides instructions for installing Microsoft Windows Server 2003 Service Pack 1 on NICE
Servers, and describes how to security-tune your servers so that full-functionality of the system is
obtained. Security-tuning is performed in the Windows Firewall.

Cross-Release
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Known Issues and Limitations

¥ NOTE: After you complete security-tuning NICE components, we recommend
that you monitor all recording components at the site to ensure that they are
running properly.

Known Issues and Limitations

M ISA Logger version 8.9 does not support Windows 2003 SP1.
B NICE SNMP Manager 8.8/9.01 does not support Windows 2003 SP1.

®  Audio Manager running on NICE CLS 8.9 will not function properly after installing Windows 2003
SP1. This means that Executive Connect and /or Playback via Turret (PVT) will not work. For
additional information contact NICE regarding installing Microsoft Windows Server 2003 Service
Pack 1.

Installing Windows Server 2003 Service Pack 1 on NICE Servers

! Important!

Before installing Microsoft Windows Server 2003 Service Pack 1, close NICE applications

and stop all NICE services.
If there is enough space on Disk C, go directly to Running the Microsoft Windows Server 2003 Service
Pack 1 Setup on page 49.
If there is not enough space on Disk C for SP installation, perform all the following steps.
Moving Unused Files - NiceLog Loggers below.
Moving Log Files - NiceCLS Servers on the next page.
Running the Disk Cleanup Wizard on page 46.
Copying the Service Pack 1 Installation File on page 48.

o W W W

Running the Microsoft Windows Server 2003 Service Pack 1 Setup on page 49.

Moving Unused Files - NiceLog Loggers

This procedure must be performed for NiceLog Logger Versions 8.9 and 9.0.

€» To move the unused files:

B Move the installation files from Drive C: (usually found in C:\installs\i386) to Drive D: (the root
folder).

Cross-Release
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Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-7: Installs Folder

File Edit \Wew Favorites Tools Help | ",'
(PBack » ) - T | search |5;“_' Folders | & 0 X 16 | -

Address I'E_"j CihInstalls j @ Go
Falders X | | Mame = | Size | Tvpe
(2 Desktop [Cy1386 File Folder

1) My Documents
= tg’ My Camputer
\ﬁ. 3% Floppy (A
[ “e Local Disk (C:)
1) Documents and Settings
o=
® ) 1386
IC3) Program Files
1) Sysprep
Temp
1) WINDOWS
15 wmpub
e Local Disk (D)
@ Control Panel
& My Metwark Places
3) Recycle Bin
|51 screenshats

4 | |
A

|1 ohijects (Disk free space: 730 ME) 0 bytes | J My Computer

Moving Log Files - NiceCLS Servers

This section describes how to move the NiceCLS log files from Drive C: to Drive D:. This procedure must

be performed for machines running NiceCLS Version 8.9.

© To move the log files:

1. InDrive D:, create the following folder: D:\NICECTI\Log.
Figure 3-8: \Log Folder

@ D-NicectiiLog

Ele Edit Vew Favortes Tools Help | :f
QBack ~ 3 - ¥ ‘ ) Search o Folders |10 30 X ) | [F-

Address [ DpicectiiLog = Bl
Folders X || Mame_~ | Siee | Type D
@ Deskbop =

g My Documents
= _é MMy Computer
B 314 Floppy (A:)
e Local Disk (C:)
[=] = Local Disk (D) [%
1) M350L
El 2 NICECTI
= Log
b D Drive (1)
3 50L_2000_auto_sstup_8.5_8_
2% NICE_Software on 'uni_gho'

|D objects {Disk free space: 19,0 GB) ‘D bytes | _e My Computer

(Z:v
L S _’I_I - , »
A

2. From the Start menu, select Run > Regedit.
3. Navigate to the following Registry key:
HKLM\SOFTWARE\\NICECTINSYSTEM\LOG_DLL
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Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-9: Registry Editor

egistry Editor

Ele Edit View Favortes Help

1 sETUR =] [ name | Type | pata -
-0 sYsTEM [aB)(efault) REG_SZ (walue not set)
(0 calsRyR @Checkﬁ\eslnterv... REG_DWORD 000000001 (1)
(3 cHamsRYR [aB)CurrentMsgeuf REG_SZ 300
& (] DBSRuR [aB)Debugmade REG_SZ off
8 (] DISPATCH [@EventLogLevel REG_DWORD 0X00000320 (300)
(] LOCK_MANAGER
& Sy (B FilcLevel REG_DWORD 0x000002be (700)
o [aB)Logapplicationrid  REG_SZ
] Call Server N )
[aB)LagRileMame REG_SZ chinicectillogicti_log
{1 Centrewu Telephony 5 ’
@ R [aB)LogRilePath REG_SZ cihinicectiiiogt)
(0] DBSRYR @LogFileSpan_Days REG_DWORD 000000008 (14)
[ DEFALLT (B maxFifoDepth REG_DWORD 0000001F4 (500)
{21 Dispatch {88 MaxLogFilesSizekb  REG_DWIORD % 000002710 (10000)
* (1] STATSRVR 28] maMsgBuf REG_SZ 300
(23 LogApplication (@ maxtsglen REG_DWORD 0%00000800 (2560)
(1] LOGGER_DEF [8¥MinFreeDiskSpac... REG_DWORD 00000038 (1000)
(2] Onsite_Configuration [aB]openconsolelfi... REG_SZ NO
-0 QUTRUT_MNGR [aB)opMads REG_SZ Async
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4 » 4 »

My Computer\HKEY_LOCAL_MACHINE|SOFTWAREINICECTIISYSTEMILOG_DLL

4

4. Set the value of LogFilePath as shown below:

Figure 3-1

0: LogFilePath

Walue data:

[dthricectivlaghy| |

e

Cancel

Edit String 2 I

Yalue name:

|LogFilePath

5. Click OK.

6. Set the value of LogFileName as shown below:

Figure 3-11: LogFileName

|LogFileN

Walue dat

ame

=

Id:'xniu:eu:ti'xlng'xu:ti_lu:ug

=

Cancel

N -~ |

Walue name;

7. Click OK.
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Installing Windows Server 2003 Service Pack 1 on NICE Servers

Running the Disk Cleanup Wizard

€>» To run the Disk Cleanup wizard:

1. Double-click My Computer.

2. Right-click on Drive C: and select Properties. The Local Disk Properties window appears.

Figure 3-12: My Computer

! My Computer

File Edit Wiew Favorites Tools Help

=] B3
I

K3 Backir £ - ? | /':'Search

'Folders|:>i_-:4 X'9|'

Address I -_gl My Computer

jGo

Mame | Tvpe I

Devices with Removable Storage

J4 315 Floppy (A1) 3t&-Inch Floppy Disk

4

Total Size | Free Space | Zomments
Hard Disk Drives
= Local Disk () Local Disk, 2.93 GB 1.21 GB
“#* Local Disk (D) Local Disk. 3,90 GB 312 GB

|Free Space: 1.21 GB Total Size: 2,93 GE

E

| ¢ My Computer
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Installing Windows Server 2003 Service Pack 1 on NICE Servers
Figure 3-13: Local Disk (C): Properties Window
Local Disk (C:) Prupn*ties E |
Security I Shadow Copies I Cuata I
General | Toalz I Hardware: I Sharing
gl |
Type: Local Dizk
File system:  MTFS
. |zed space:; 1.846.714.368 bytez 1.71 GB
. Free zpace; 1.303.531.520 bytez 1.21 GB
Capacity: 2150245 333 bytes 2593GRE
Dirive Dizk Cleanup |
[T Compress dive to save dizk space
IV Allow Indexing Service to index thiz dizk for fast file searching
k. I Cancel Apply
3. Click Disk Cleanup. In the Files to delete list, select all the files on the list. See Figure Figure 3-14.
Cross-Release
-47 -

Third Party Technical Guidelines (C5)



3: Microsoft Server Operating Systems

Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-14: Disk Cleanup for Drive C: Window

& Disk Cleanup for {C:) EH I‘

g

Dizk Cleanup I taore Options i

i You can uge Dizk Cleanup to free up to 3,347 KB of digk
3 zpace on [C:].

Filez to delete:;

Downloaded Program Filez

é Tempaorarn Intermet Files 0kE

# Recycle Bin 576 KB

] Setup Log Files 753 KB

Eﬂ Tempaorarny files 1,932 KB :_I
Total amount of disk space you gain: 3341 KB
— Dezcription

Downloaded Program Files are Actives controlz and Java applets
downloaded automatically from the [nternet when pou view certain

pagez. They are temporarily stored in the Downloaded Program
Filez folder on vour hard dizk.

Wiew Filez |
(] I Cancel I

4. Click OK. Disk Cleanup will clean all the selected files.

Copying the Service Pack 1 Installation File

! IMPORTANT

Since Windows Setup is generally extracted to the default drive (Drive C:), you must copy and
execute the setup file from Drive D:.

€» To copy the Service Pack 1 installation file:

®  Copy the Service Pack 1 installation file to Drive D:. See Figure 3-15.
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Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-15: :\SP1 Folder
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Running the Microsoft Windows Server 2003 Service Pack 1 Setup

> To run the Microsoft Windows Server 2003 Service Pack 1 setup:

1. Double-click WindowsServer2003-KB889101-SP1-x86-ENU.exe.

The file will be extracted to Drive D:. The Windows Server 2003 Service Pack 1 Setup wizard starts.
Figure 3-16: Windows Server 2003 Service Pack 1 Setup Wizard

Windows Server 2003 Service Pack 1 SEl*D Wizard

wWelcome to the
@ Windows Server 2003
Service Pack 1 Setup Wizard

Before you install this update, we recommend that you;

- Back up pour spstem

- Cloze all open programs
To complete thiz installation, Windows might require restarting
after wou finigh thiz wizand,

Ta continue, click Mext.

< Back Cancel | Help

2. Click Next. The License Agreement window appears.
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Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-17: Windows Server 2003 Service Pack 1 Setup Wizard - License Agreement

Windows Server 2003 Service Pack 1 Setup Wizard
License Agreement k ['

g

Flease read the following lizenze agreement. To continue with setup,

Em; you must accept the agreement.

SUPPLEMENTAL END USER LICENSE AGREEMENT ﬂ

SERVICE PACK 1 FOR MICROSOFT
MO OWS SERVER 2003

PLEASE READ THIS SUPFLEMEMTAL EMD-USER
LICENSE AGREEMENT ['SUPFLEMEMNTAL EULAY
CAREFLLLY. BY INSTALLING OR USING THE
SOFTWARE THAT ACCOMPANIES THIS SUPFLEMENTAL

|
Frint |

" | Do Mot &gree

< Back I Mext > I Cancel | Help |

3. Select | Agree and click Next. The Windows Select Options window appears.
Figure 3-18: Select Options Window

Windows Server 2003 Service Pack 1 Setup Wizard

q
* g

Select Options

Setup creates a backup of spstem files zo vou can uningtall the service pack it

neceszary. Click Browse to chooze a location for these backup files, or click Mest to
accept the location dizplayed below,

— Uninztall Folder
CAWIND OWSAENIS ervicePackUninstall$

Browse... !

< Back

Click Browse and select Drive D. Click OK. The Select Options window will now appear as shown
below.
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Installing Windows Server 2003 Service Pack 1 on NICE Servers

Figure 3-19: Select Options Window

Windows Server 2003 Service Pack 1 Setup Wizard

S

Select Options

A
i

Setup creates a backup af system files 3o vou can uningtall the service pack it
neceszany. Click Browse to choose a location for these backup files, or click Next ta
accept the location dizplaved below,

- Uninztall Folder
[ \3ntzervicepackuninstalld

< Back Mext > Cancel

Help

¥ NOTE: If you have enough space on Disk C for SP installation (and you skipped
the previous steps for moving to Disk D) leave the default path for uninstall folder

- C:\WINDOWS\$NtServicePackUninstall$.

5. Click Next. The installation process starts. When the installation is complete, the Complete window

appears.

Figure 3-20: Select Options - Complete Window

Windows Server 2003 Service Pack 1 Setup Wizard

~

Completing the
Windows Server 2003
Service Pack 1 Setup Wizard

You hawve successiully completed the Service Pack 1
Setup wizard.

To apply the changes, the wizard has to restart
Wwindows, To restart Windows automatically, click
Finish.

| you want to restart later, select the Do not restart now
check bax, and then click Finish,

< Back I Finizh I

Lancel

Help

6. Click Finish. Your server will now restart.
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Security-Tuning Your System

¥ NOTE: The restart process will take a bit longer than usual.

Security-Tuning Your System

Security-tuning your system involves:

Enabling the Windows Firewall Service below.

-

Opening Ports below.
B Adding Applications to the Exceptions List on page 55.
B Activating the Windows Firewall on page 56.

Enabling the Windows Firewall Service

After you install Microsoft Windows Server 2003 Service Pack 1, it is possible to enable the Windows
Firewall service.

©» To enable the Windows Firewall service:

1. Open the Control Panel and double-click Windows Firewall. The following message appears.

Figure 3-21: Windows Firewall Message

Windows Firewall

‘iindows Firewall cannok run because the Windows FirewalliInternet Connection Sharing {IC5)
service is not running. To use Windows Firewall, wou must skark the Windows FirewalliICS service.
If vou configure exceptions For applications or services that were running before vou started
Sfindows Firewall, wou might hawe to restart your computer so that these applications and services
run properly, Do wou want ta start the Windows Firewall{ICS service?

2. Click Yes and close the Windows Firewall application. The Windows Firewall service is now enabled,
however, the Windows Firewall is not active yet.

Opening Ports

©» To add ports to the firewall:

1. From the Start menu, select Settings > Control Panel > Windows Firewall.

The Windows Firewall window appears.
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Figure 3-22: Windows Firewall Window

%= Windows Firewall

General I Exceptions | Advanced |

Firewall

Windows Firewall helps protect pour computer by preventing unauthorized users
from gaining access to vour computer through the Internet or a netwark,

Q-

Thiz zetting blocks all outzide zources from connecting tao thiz
computer, with the exception of those selected on the Exceptions tab.

[~ Don't allow exceplions

Select thiz when you connect to public networks in lesz secure
locations, such az airports, vou will not be notified when Windows
Firewall blocks programs. Selectionz on the Exceptions tab will be
ignored.

@ & o

Avoid uzing thiz zetting. Turning off *Windows Firewall may make this
camputer more vulherable to viruges and intruders.

For information, zee the Microzoft Web site.

0k I Cancel

¥ NOTE: The Windows Firewall is still not set to On. Do not set it to On yet!

2. Click the Exceptions tab.
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Figure 3-23: Windows Firewall Window - Exceptions Tab

%= Windows Firewall

General Ewceptions I Advanced I

windows Firewall iz turned off, Your computer iz at rigk of attacks and intrugions
from outzide sources such az the Intemet. We recommend that you click the
General tab and select On.

Programs and Services:

LOGGER-MicelComl
LOGGER-MicelComz
LOGGER-MiceCom3
LOGGER-NicelCaomd
PC_Aryehere]
PC_Anwmwhere?

[ Remaote Deskiop

RTS1

RTS2

RTS3 =
Add Program. Add Part ] Edit . pelete |

¥ Display a potification when ‘windows Firewall blacks a program

0k I Cancel

¥ NOTE: Ensure that Display a notification when Windows Firewall blocks a
program is selected.

3. Click Add Port. The Add a Port window appears.
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Figure 3-24: Add a Port Window

Add a Port

wank o uze.

|Jze these zetingz to open a port trough *Windows Firewall. Ta find the port
number and pratocal, cangzult the documentation for the program o zervice pou

Mame: ||

Porf nurrber; |

(= ICP (ZJUDP

What are the risks of opaning a port’?

Change zcope. ..

Cancel

4. Referringto Network Usage by NICE Systems on the next page, add the port and click OK. Repeat

this step for all NICE ports.

Adding Applications to the Exceptions List

When certain applications run for the first time, a warning message may appear asking if you want to
unblock the application. Clicking Unblock will add the application to the firewall Exceptions List, enabling

you to run the application.

€> To add an application to the Exceptions list:

1. Start the NICE Server and run all system modules. The following Windows Security Alert may appear.

Figure 3-25: Windows Security Alert (Example)

Do you want to keep blocking this program?
Q Mame; Screenfugent
Fublisher: Mice Systems Ltd.

F.eep Blocking Unblock Ask Me Later

To help protect your computer, Windows Firewall has blocked
some features of this program.

Windows Firewall haz blocked thiz program from accepting connections from the
|nternet ar a network, IF vou recognize the program or trust the publisher, you can
unblock it. When should | unblock 5 program?
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2. Click Unblock. The application is added to the Exceptions list.

Activating the Windows Firewall

After you complete adding all exceptions to the Windows Firewall, the Windows Firewall must be
activated.

© To activate the Windows Firewall:

1. Inthe Control Panel, double-click Windows Firewall. The Windows Firewall opens.
2. Click the General tab.

Figure 3-26: Windows Firewall - General Tab

%= Windows Firewall

General I E:-:u:eptiu:uns' Advancedl

Windows Firewall helps protect pour computer by preventing unauthaorized users
fram gaining access to wour computer through the Internet or a netwark.,

9 -

Thiz =etting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[~ Don't allow exceptions

Select thiz when you connect to public networks in less secure
locations, such az airpartz, v'ou will not be notified when Windoes
Firewall blocks programs. Selectionsz on the Exceptiohs tab will be
ignored.

9 o

Ayoid using thiz zetting. Turning off Windows Firewall may make thiz
computer more vulherable to viruges and intruders.

For information, zee the Microzoft Web site.

(] % I Cancel

3. Select On and click OK. The Window Firewall is now active.

Network Usage by NICE Systems

Following are general comments regarding network usage by the system:
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® The port used by the CAPI can be configured on both the NiceCLS side and the application side.
Changes can be done from the registry. Certain drivers use the CAPI in order to communicate with
the Call Server. In these cases you must change the port number in the driver too. All those
mentioned configurations are configured from the Registry.

B Ports 161,162, 6665 are used between system components (UDP) for Nice SNMP service (NICE
Supervision SNMP and/or Unicenter SNMP).

B Most internal server-server and client-server communication in the system is done through the
Nicecomm layer. Nicecomm is limited to a maximum of 50 connections on the same port.

¥ NOTE:

B The Integration (driver) may require opening a specific port(s) in order to
communicate with the CTI server

B The ports used by pcAnywhere are as follows:
B pcAnywhere 10.x and up: TCP 5631, TCP 5632
B pcAnywhere down from 10.x: TCP 65301, TCP 22

TCP/UDP Ports Used by NICE Servers Version 8.9

NiceCLS ServerServer Side

Table 3-1:
TCP/UDP Ports Used by NiceCLS Server
Port Used By
TCP
2050 CAPI (Can be configured to use other ports as well.)
1433 Database
UDP
2005 Status Server
2002 Output manager
4387 Lock manager
34462 Lock manager
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NiceLog Voice Logger

Table 3-2:
TCP/UDP Ports Used by NiceLog Voice Logger
Port Used By
TCP
2011 NiceCom
TCP
2001 NiceCom
UDP
2000 Nicecom
2012

NiceScreen Logger

Table 3-3:
TCP/UDP Ports Used by NiceScreen Logger

Port Used By
TCP

2102 Nicecom
2152 Nicecom

TCP (Citrix Environment)

3020>3020+n n=number of agents

UDP

2101

RTS (Remote Tape Server)
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Table 3-4:

TCP/UDP Ports Used by RTS

Port

Used By

TCP

3001

3002

UDP

3011

3012

Media Library

Table 3-5:

TCP/UDP Ports Used by Media Library

Port

Used By

UDP

2000

Printer Server

Table 3-6:

TCP/UDP Ports Used by Printer Server
Port Used By
UDP
2006

Application Web Server
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Table 3-7:

TCP/UDP Ports Used by Application Web Server
Port Used By Comment
TCP
80 (HTTP)
8080 (HTTP)

Storage Center

Table 3-8:

TCP/UDP Ports Used by Storage Center
Port Used By
TCP
7200

TCP/UDP Ports Used by NICE Servers Version 9

Web Applications Center

Table 3-9:
TCP/UDP Ports Used by the Web Applications Center
Portin 9.0 Used By Comments
TCP
80 WebServer
8080 WebServer
62070 User Admin
62070 System Admin
62071 Audit Trail
62072 Rule Manager
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Portin 9.0 Used By Comments
62073 Locate Service
62074 Unified Query
62075 Monitor
62076 Playback Media Server
62077 Playback resource manager
62078 Playback media service
62079 Rule engine
62080 Coaching
62081 My Universe
62082 Call Flow Analysis
Unicenter SNMP Manager
Table 3-10:
TCP/UDP Ports Used by Unicenter SNMP Manager
Portin 9.0 Used By Comments
UDP
161 UniCenter SNMP Manager
NiceLog Logger
Table 3-11:
TCP/UDP Ports Used by NiceLog Logger Version 9
Portin 9.0 Used By Comments
TCP
2001 NicelLog Logger
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Portin 9.0 Used By Comments
2011 NicelLog Logger
UDP
2000 Nicelog Logger
2012 NicelLog Logger
NiceScreen
Table 3-12:
TCP/UDP Ports Used by NiceScreen
Portin 9.0 Used By Comments
TCP
2001, 2102 Screen Agent for desktop
3020 Screen Agent for terminal server
30100 MML
UDP
30102 MML
NICE Playback Server
Table 3-13:
TCP/UDP Ports Used by NICE Playback Server
Portin 9.0 Used By Comments
TCP
8000 -8003 PBS Link
8010 PBS Link

NICE Storage Center
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Table 3-14:
TCP/UDP Ports Used by NICE Storage Center

Portin 9.0 Used By Comments

TCP

30002-30004 Storage Center

NICE Interaction Center

Table 3-15:
TCP/UDP Ports Used by NICE Interaction Center

Port in 9.0 Used By Comments

TCP

62050,62051 Call Server

62059 SNMP

62060 Dispatch Used by the SNMP logic
62061 Scheduler Used by the SNMP logic
62069 RCM

Database Server

Table 3-16:

TCP/UDP Ports Used by the Database Server
Portin 9.0 Used By Comments
TCP
1433 SQL Server
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Microsoft Windows Server 2003 Appliance Edition

Product Microsoft Windows Server 2003 Appliance Edition
Release
Synopsis Commencing April 2005, the operating system configuration for

NicelLog and Interaction Capture Unit product lines is changing from
Microsoft Windows Server 2003 Standard Edition to Microsoft
Windows Server 2003 Appliance Edition.

Microsoft Windows Server 2003 Appliance Edition is ajoint venture of Nice Systems and Microsoft as part
of our OEM membership. This now provides an optimized operating system for NiceLog logger and the
Interaction Capture Unit based upon Microsoft Windows Server 2003 technology and is especially
designed to address the different performance needs of our capturing platform.

Additionally Microsoft Windows Server 2003 Appliance Edition makes redundant the different services and
operating system resources which are not being used by the recording platform. This will provide better
performance on the one hand and enhanced security on the other hand, by disabling different components
which are not being used and may be a potential for security breach.

Microsoft Windows Server 2003 Appliance Edition FAQ

Q: For which NICE server is Microsoft Windows Server 2003 Appliance Edition suitable?

A: Microsoft Windows Server 2003 Appliance Edition is suitable for NiceLog Loggers and the Interaction
Capture Unit (as part of NICE Perform).

Q: Why is Microsoft Windows Server 2003 Appliance Edition is suitable only for NiceLog Logger and
Interaction capture unit?

A: The reason is related to the fact that all other system components are a S/W only solution and the
operating system is provided by the customer.

Q: Is there a special price for NiceLog Logger with Microsoft Windows Server 2003 Appliance Edition.

A: No. As from the official announcement every NicelLog Logger and Interaction Capture Unit will be
shipped with Microsoft Windows Server 2003 Appliance Edition as default.

Q: Does the fact that I'm using Microsoft Windows Server 2003 Appliance Edition on the Nicel.og Logger
affects in any way Microsoft security patches and service pack related issues.

A: No. Microsoft Windows Server 2003 Appliance Edition has no affect on any MS security patches and
service pack related issues. The list of certified MS security patches and service packs is available on the
ExtraNICE and being updated constantly.

Q: Where can | buy a copy of Microsoft Windows Server 2003 Appliance Edition?

A: Microsoft Windows Server 2003 Appliance Edition is not available for a public use. Only Nice Systems
is authorized to provide a copy and licensing of this Microsoft Windows edition.
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Q: Does Microsoft Windows Server 2003 Appliance Edition affect in any way Nice Systems language
support?

A: Microsoft Windows Server 2003 Appliance Edition is transparent from an end user standpoint.

Q: Is the Microsoft Windows Server 2003 Appliance Edition suitable for the 8.9 ISA based NicelLog Logger
orjust to the PCI?

A: Microsoft Windows Server 2003 Appliance Edition is applicable for both ISA and PCI based NicelLog
Logger.

Overview

From April 2005, an Image CD (Ghost) will be shipped with each NICE High Density Logger, NICE
Interaction Capture Unit or Nicelog version 8.9 ISA, instead of Microsoft Windows Server 2003 installation
CDs.

This Image CD (Ghost) can also be used to recover the logger in a case of a crisis on site

¥ Important!

' This Image CD (Ghost) is for use only with systems sent from April 2005.

= The installation will only function properly with CPUs shipped after April 2005,
otherwise you may be prompted to replace your CPU.

See below to verify if your CPU version is approved, if not it will be necessary replace
your CPU.

Figure 3-27: NICE CPU Verification Tool

Each shipment includes the following items:

¥ 1x1.44 MB Bootable diskette:

Label: Windows Server 2003 Appliance Recovery — Network Installation Diskette.

2 x Image CD (Ghost):

Label: Image CD for PCI Logger/ ICU / ISA Logger 8.9 W2K3 Appliance (CD # 1 of 2).
Label: Image CD for PCI Logger/ ICU / ISA Logger 8.9 W2K3 Appliance (CD # 2 of 2).
1 x Windows installation files CD.

Label: MS Installation files for W2K3 Appliance edition (1386).

¥ NOTE: This CD contains Windows installation files for further installation.

Cross-Release
Third Party Technical Guidelines (C5) -65-



3: Microsoft Server Operating Systems

Recovering the Logger

Recovering the Logger

There are several options to recover the Logger:

¥ Replacing the Failed HDD with a Preloaded HDD below (Most recommended option).
B |nstalling the Image CD (Ghost) from a Logger DVD Device on the facing page.

® |nstalling the Image CD (Ghost) from a Workstation on page 70.

Replacing the Failed HDD with a Preloaded HDD

©» To Replace the Failed HDD with a Preloaded HDD

NICE Systems Ltd. recommends ordering a preloaded HDD for fast replacement at the site. Each
preloaded HDD is compatible to a specific platform

Platform Preloaded HDD
NICE High Density Logger v9.0 36GB or 72GB SCSI HDD
NICE Interaction Capture Unit 250GB IDE HDD
NicelLog Logger ISA 8.9 36GB or 72GB SCSI HDD

B Contact support@nice.com to order this preloaded HDD.

Installation Notes

B The preloaded HDD contains the Windows application only.

B After the installation, you will need to install the Logger S/W from the CDs you received with your
system.

B Where there are two or more HDDs installed, the master HDD is HDD1

Table 3-17: NiceLog Storage Device Configuration

Configuration Description

Up to three hard drives and up to two archiving | Hard drive assembly: from ID.0to ID.2.
devices 1st HDD 1D 0
2nd HDD (optional): ID 1

IHDD| IHDD2 I I HDD3

. R 3rd HDD (optional): ID 2
) Archiving device assembly:

1st Device (optional): ID 6 (SCSI)/Master (IDE)
2nd Device (optional): ID 5 (SCSI)Master (IDE)

Cross-Release
Third Party Technical Guidelines (C5) -66 -



3: Microsoft Server Operating Systems

Recovering the Logger

After replacing the HDD, Found New Hardware message boxes will appear, click Cancel on all
message boxes.

Continue installing the NICE S/W according to Installing the NiceLog High Density Logger Software
installation manuals for versions 8.9 and 9.0 on the ExtraNICE.

After the NICE S/W Installation is completed, all Found New Hardware message boxes will
disappear.

For RAID devices see NICE High Density Logger Hardware Guide (PCI Loggers) and Nice
Technical Reference Guide-Short Term Storage Devices (ISA Loggers). Replace the faulty HDD
with a regular HDD (not preloaded HDD) and rebuild your HDD from the RAID device.

Installing the Image CD (Ghost) from a Logger DVD Device

¥ NOTE: Where there is a faulty HDD, replace this HDD before installing the
Image CD (Ghost).

& To Install the Image CD (Ghost) Installation from a DVD Device:

1. Configure the BIOS Boot Sequence to startup from the DVD device. (From the BIOS: BIOS
FEATURES SETUP > BOOT SEQUENCE).

2. Insert the 1st CD installation Image CD (Ghost) [Label — Image CD for PCI Logger/ ICU / ISA Logger
8.9 W2K3 Appliance (CD # 1 of 2)] into the DVD device.

3. Reboot the system.

4. From the Microsoft Windows 98 Startup Menu select 1 (NICE Products Images...) and press
Enter.

Figure 3-28: Microsoft Windows 98 Startup Menu

Microzoft Windows 98 Startup Menu

. NICE CPU BIOS Setting...

. Norton Ghost Walker (Set new SID)
. Morton Ghost 8.0.

. Do=s Prompt with CD Support.

Enter a choice: 1

! Important!

Use only menu options that are specifically mentioned! (The other options are for NICE
Engineers only.)
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5. From the next screen, select machine type (NiceLog PCI /ICU / NiceLog ISA 8.9) and press Enter.
Figure 3-29: Microsoft Windows 98 Startup Menu

Microsoft Windows 98 Startup Menu

Enter a choice: 1

6. Thelmage CD (Ghost) will start running automatically.

7. Wait for prompt and then replace the second CD [Label — Image CD for PCI Logger/ ICU / ISA Logger
8.9 W2K3 Appliance (CD # 2 of 2)].

8. Select OK with the arrow buttons and press Enter.

{» To Restore BIOS Factory Settings:

1. Insert the 1st CD installation Image CD (Ghost) [Label — Image CD for PCI Logger/ ICU / ISA Logger
8.9 W2K3 Appliance (CD # 1 of 2)] to the DVD device.

2. From the Microsoft Windows 98 Startup Menu select 2 (NICE CPU BIOS Settings...) and press
Enter.

Figure 3-30: Microsoft Windows 98 Startup Menu

Microsoft Windows 98 Startup Menu

1. NICE Products Images...

3. Norton Ghost Walker (Set new 3SID)
4. Norton Ghost 8.0.

5. Dos Prompt with CD Support.

Enter a choice: Z

3. From the next screen, select machine CPU type (NiceLog PCI/ICU /ISA 8.9) and press Enter. This
will restore the BIOS factory settings.

Figure 3-31: Microsoft Windows 98 Startup Menu
Microsoft Windows 98 Startup Menu

Enter a choice: 1
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NICE S/W Installation

Configure the IP address and the computer name according to your network identification.

You must create the E partition on the HDD accordingly.

€ To create a partition:

1. Right-click My Computer, select Manage.
2. Select Computer management (Local) > Storage > Disk Management.

3. Right-click the third partition and select New Partition from the drop down context menu.
Figure 3-32: Disk Management

=] Fle action Wiew window Help | =]
o W2 RE &

Computer (Lacal) volume [ Layout | Type [ File System [ Status [ Capacity [ Fres Space [ % Free | Fault Tolerance | Overhe
151 iy System Taols =9 (C) Partition Basic MIFS Healthy (System) 2.93GB 998MB  33%  Ho 0%
£l & Storage =9 (D) Partition Basic NTFS Healthy 391GB 388GB 9%  No %

© {5 Removable Storage
3 Disk Defragmenter

24 Disk Management

184 Services and Applications

kil |

EPDisk 0

Basic

© () |
68.45 GB 2,93 GENTFS 3.91 GB NTFS 61.61 GB
Online Healthy {System) Healthy M_n:a_u_n(at_ed_ |
Properties il
Help

M Unalocated [l Frimary partition

4. From the New Partition Wizard, select Next (keeping the default settings) until you open the Format
Partition window.
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Figure 3-33: New Partition Wizard

New Partition Wizard d x|

Format Partition
To store data on this partition, wou must format it first.

Chooze whether you want ta format this partition, and if so, what settings you want to uzse,

" Format this partition with the following settings:

File spstenm; |N'|'F5 ﬂ
Bl meatior urit size | Diefault _vJ
alurme (abel: |New Walume

I Esftorm aquick format

I™ Enable file-and falder compression

< Back I MNext » I Cancel |

5. Ensure that Do not format this partiton checkbox is marked and complete the Wizard.

6. Continue installing NICE S/W, see Installing the NiceLog High Density Logger Software installation
manuals for versions 8.9 and 9.0 on the ExtraNICE.

7. Afterthe NICE S/W installation is completed, all Found New Hardware message boxes will disappear.
Installing the Image CD (Ghost) from a Workstation

¥ NOTE: Where there is a faulty HDD, replace this HDD before installing the
Image CD (Ghost).

& To Check for Workstation NetBIOS configuration:

1. Click Start > Settings > Network and Dial-up Connections.

2. Right-click the Local Area Connection icon, and click Properties.
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Figure 3-34: Check for Workstation NetBIOS Configuration

% Metwork and Dial-up Connections L =10i
File Edit View Favorites Tools Advanced Help |
dmBark -~ = - | Qsearch  [YFalders (4 | e Iz X | Ed-

Address I Metwark and Dial-up Connections ﬂ @GU

=

=
Make Mew
Connection

=
L

Network and Dial-up
Connections

Local Area Connection

Type: LAN Connection

Disable
Status

Create Shorkout
Delete

Rename

Status: Enabled

Intel{R.) PROY 100 YE Metwark,
Connection

@‘ Displays the properties of the selected connection.

4

3. From the Local Area Connection Properties window, select Internet Protocol (TCP/IP) and then

click Properties.

Figure 3-35: Local Area Connection Properties Window

General |

Connect using:

| B3 Int=llR] PROA00 YE Metwork Connection

Components checked are used by this connection,

v ™ Client for Microsaft Metwarks
! B File and Printer Sharing for Microsoft Metworks
el ETS

Install

Description
Transmission Control Pratocol/Anternet Pratocol.
wide ares network protocal that provides communication
across diverse interconnected networks.

IV Show icon in taskbar when connected

Ok | Cancel

The Interet Protocol (TCP/IP) Properties window opens.

4. Click Advanced to reach the Advanced TCP/IP Settings window.
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Figure 3-36: Internet Protocol (TCP/IP) Properties Window

General |

‘You can get IP settings assigned automatically if your netwark supports
this capability. Othenwise, pou need to ask pour network. administrator for
the appropriate IP sattings.

1+ Obtain an P addiess automatically
— Use the fallowing IP address

IP address:
Subriet mask:
[efault gateway:

1 (Obtain DNS server addiess automatically

—" Use the following DNS server addresses

Frefered DHS senver
Altemate DNS server

Cancel

5. From the Advanced TCP/IP Settings window, select the WINS tab, and then select Enable NetBIOS

over TCP/IP.
Figure 3-37: Advanced TCP/IP Settings - WINS Tab

Advanced TCP/IP Settings

IP Setl\ngsl DN ) t\onsl

WINS addresses, in order of use:

Add. Edi. Remove |

It LMHOSTS lookup is enabled, it applies ta all connections far which
TCP/IP is enabled.

[V Enable LMHOSTS lockup Import LMHOSTS...
i« Ehle MetBIOS over TCRAP
e e

" DiRaoe e PR
" Use NetBIDS setting from the DHCF server

Cancel

6. Close all open dialogs.

¢ To Share Workstation CD-ROM:
1. Open My Computer and right-click CD-ROM.

2. Navigate to My Computer > CD-ROM > Sharing....

The Compact Disc Properties window opens.
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Figure 3-38: Sharing...

OErES— =
File Edit Wiew Favorites Tools  Help |
qmBack - = - | Q5earch  [YFolders £ | B o x o | Ed-

Address I@, Iy Computer j @GD
@ == E:l

L3 L =)
[ 3% Floppy  Local Disk (22 el =l Control Panel
A
My Computer Y] e
Explore
Compact Disc {D:) Saatch
Compact Disc "
Scan for Yiruses. ..
Eject
Create Shorkout
Displays the properties For sharing the selected Folder s 4

3. Click the Sharing tab, and select Share this folder.

4. Inthe Share name text box, type in CDROM with no spaces but with CAPITAL LETTERS.

5. Click Permissions to access the Permissions for CDROM window.

Figure 3-39: Compact Disc (D:) Properties - Sharing Tab

Compact Disc (D:) Properties

General I Hardwaeb Sharing |
-

" Do not share this folder

Y'ou can share this folder among other users on pour

folder.

network. To enable sharing for this folder, click Share this

CC % Share this folder

Share name: € |CDF|DM )

Comment: I

& Mazimum allowed

(" AllOWI _lg Users

ser limit;

To configure settings for Offline access to

Cachin
this shared folder, click Caching. 9

To set permissions for how USEIS ACCESs thig Permissions | >
folder over the network, click Permissions.

20

New Share

L

e

Cancel |

Apply |
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6. From the Permissions for CDROM window, ensure that the Everyone group is defined with a Read
permission.

Figure 3-40: Share Permissions Window

Permissions for CDROM

Share Permissions |

Name [ Add...

Remove |

Permissions: Allow Deny

Full Control [m}
Change ] a
Read O

(1] I Cancel | Apply

7. Close all open dialogs.

8. Insert the 1st Image CD (Ghost) [Label: Image CD for PCI Logger/ ICU / ISA Logger 8.9 W2K3
Appliance (CD #1 of 2)] in the Workstation CD-ROM.

©» To Set Workstation, Domain / Workgroup, User Name and Password:

1. Note down the following Workstation information:

B Full computer name (Up to 15 characters) (1)

(For example — NICE-Systems)
B Domain/ Workgroup name (Up to 15 characters) (2)
(For example - GROUPNAME)

Write Workstation local Username and Password information:

Workstation local Login Username (3)

Workstation local Login Password 4)

[® NOTE: For Computer Name and Workgroup / Domain name:

Right-click My computer > Properties > Network Identification tab to see the System Properties
window.
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Figure 3-41: System Properties - Network Identification Tab

2=

System Properties
Metwark Identfication | Wardware | User Prafiies | Advanced |

| windows usss the following information to identify paur computer
on the network.

Full computer nameg MICE-Systems.
‘o group: GROUPMNAME

Ta rename this computer of join a domain, click
Properties.

% Changes will take sffect after you restart this computer

0K ] Cancel ] Apply ]

> To Install the Image CD (Ghost):

1. Inthe Logger, configure to startup from the floppy drive.
(From the BIOS: BIOS FEATURES SETUP > BOOT SEQUENCE)

2. Insert the Diskette [Label — Windows Server 2003 Appliance Recovery — Network Installation
Diskette] to the Floppy drive.

! Important!

Verify that the write protect tab on the diskette is closed. (Enable rewrite on diskette)

3. Reboot the Logger.

& To Upload the Image from the Workstation CD-ROM:

! Important!

Use only menu options that are specifically mentioned! (The other options are for NICE CS
Engineers only.)

1. From the MS DOS 6.22 Startup Menu, select 1 (NICE Products Images...) and press Enter.
The window opens.
Figure 3-42: MS-DOS 6.22 Startup Menu

MS-DOS 6.22 Startup Menu

1. RICE Froducts Images...|
2. NICE CPU BIOS Setting...

3. Norton Ghost Walker (Set new SID)
4. Norton Ghost 8.0.
5. Dos Prompt with CD Support.

Enter a choice: 1
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2. From the MS-DOS 6.22 Startup Menu now select machine type (1 —NiceLog PCI/2-I1CU /3 -
NiceLog ISA 8.9) and press Enter.

Figure 3-43: MS-DOS 6.22 Startup Menu

MS-DO3 6.22 Startup Menu

2. Interaction Capture Unit 9.0 Image. (Windows 2003 Appliance)
3. Nicelog ISA 8.9 Image. (Mindouws 2003 Appliance)

Enter a choice: 1

3. Wait a few seconds for the Download Ghost Image from Workstation CD Drive via Network
window and then fill in the details,see To Set Workstation, Domain / Workgroup, User Name and
Password: on page 74.

Enter workstation name
Enter workgroup/domain
Enter work station user name
4. Wait afew seconds and then type your user name.
5. Type your password.
6. When prompted to create a password, type N and press Enter.
The Image CD (Ghost) will start running automatically.

7. Wait for the prompt and then replace the second CD [Label — Image CD for PCI Logger/ICU / ISA
Logger 8.9 W2K3 Appliance (CD # 2 of 2)].

8. Select OK and press Enter.
9. Atthe end of the installation a Network Installation Done notification appears.

10. Press Enter to confirm.

& To Restore BIOS Factory Settings:

1. Reboot the system (ALT+CTRL+DEL).

2. Fromthe MS-DOS 6.22 Startup Menu select 2 (NICE CPU BIOS Settings...) and press Enter.
Figure 3-44: MS-DOS 6.22 Startup Menu

MS-DOS 6.22 Startup Menu

1. NICE Products Images...

3. Norton Ghost Walker (Set new 3ID)
4. Nortom Ghost 8.0.

5. Dos Prompt with CD Support.

Enter a choice: 2
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3. From the next screen, select your machine CPU type (NiceLog PCI/ICU / NiceLog ISA 8.9 BIOS
Settings) and press Enter to restore the BIOS factory settings.

Figure 3-45: MS-DOS 6.22 Startup Menu

M3-DOS 6.22 Startup Henu

Z. NiceLog ICU 9.0 BIOS Setting. (PROX-1753)
3. Micelog I3A 8.9 BIOS Setting. (PROX-1635)

Enter a choice: 1

4. Wait afew seconds, the system will reboot automatically.

! Important!

Remove the diskette from the floppy drive while rebooting.

5. For Software Installation, see NICE S/W Installation on page 69.

6. Continue installing NICE S/W, see Installing the NiceLog High Density Logger Software installation
manuals for versions 8.9 and 9.0 on ExtraNICE.
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Microsoft Client Operating Systems

This chapter provides information regarding Microsoft Client Operating Systems. This includes secure
solutions, updates, and guidelines.

Contents
GENEral .o, 80
WNAOWS X P 81
Windows 7 32-bit/64-bit . 9
Windows 8 and Windows 8.1 32-bit/64-bit .. ... ... . 101
Cross-Release
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General

General

Localization

NICE does not support machine names and/or domain names with non-ASCII characters (IRI) on Client
workstations.
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Windows XP
Windows XP
NICE Product Support for Windows XP Service Pack 3
Product NICE Product Support for Microsoft Windows XP Service Pack 3
Release NICE Perform® Release 3 SP4, NICE Perform Release 3.1, Release
3.2, Release 3.5, and Version 8.9, NiceCall Focus Il
Synopsis This section describes NICE product support for Microsoft Windows
XP Service Pack 3

Overview

This section provides information regarding NICE product support for Microsoft Windows XP, Service
Pack 3.

Microsoft Windows XP, Service Pack 3 was certified on Version 8.9, NiceCall Focus Ill, Nice Perform
Release 3 SP4 and on NICE Perform Release 3.1, for all client side applications as follows:

Server Side Support

NiceCall Focus Il

Client Side Support

NICE SetSecurity Application
NICE Reporter Viewer

NICE ScreenAgent

NICE ScreenSense Agent
NICE Player

Record on Demand (ROD)
Survey Manager

Remote Tape Server (RTS)
Media Library

VolIP Recording Agent (VRA)

W om m w ™ m w m W W
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Security-Tuning Guidelines for NICE Software Components Running
Windows XP Service Pack 2

Product Security-Tuning Guidelines for NICE Software Components Running
Microsoft Windows XP Service Pack 2

Release

Synopsis

Overview

This section provides guidelines for NICE components running on client workstations which run on
Microsoft Windows XP.

Microsoft recently released Service Pack 2 for Windows XP. In addition to including all previous hot fixes,
Service Pack 2 provides the following enhanced security features:

= A built-in firewall
B Enhanced security for Internet Explorer
B Checks for a valid signature of programs during installation

By default, a firewall closes all ports to incoming network packets. Unlike other firewalls which enable you
to open a port permanently (known as - statically opened ports), the firewall installed with Service Pack 2
enables you to define specific applications for which the firewall will open the necessary listening ports.
These listening ports will remain open only when, and as long as, these applications are running (known as
- dynamically opened ports). You do this by adding the applications you want to the firewall Exceptions
List.

Sometimes when an application runs for the first time, a warning message appears asking if you want to
unblock the application. Unblocking an application will automatically add its name to the firewall
Exceptions List. Other times, you will have to add the application manually to the firewall Exceptions List.

The purpose of this section is to provide a summary of the tested NICE software components in this
environment, and describe the needed security-tuning for obtaining full-functionality of the system.
Security-tuning is performed in the firewall and in Internet Explorer.

¥ NOTE: After you complete security-tuning NICE components, we recommend
that you monitor all recording components at the site to ensure that they are
running properly.
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Preinstallation Requirements

If NICE Web applications Version 8.8 are installed at your site, before installing Microsoft Windows XP

Service Pack 2, you must install NICE Web Applications Support Package for Microsoft Windows XP SP2
Client on the Web Server.

¥ NOTE:

F  For 8.9 systems (NiceCLS and Client/Server Applications Version 8.9), NICE
Web Applications Support Package for Windows XP SP2 Client should be
installed on top of Service Pack 4, and 8.9 Web Applications Feature Pack.

B The NICE Web Applications Support Package for Windows XP SP2 Client can
be found on www.extranice.com.

0 To install the NICE Web Applications Support Package for Microsoft Windows XP

SP2 Client:

B Onthe Web Server, navigate to the location <Installation Path >\Universe, and replace the

QueryCriteria.asp file with the QueryCriteria.asp file dated 29 August 2004.

Security-Tuning List

Table 4-1:

Security-Tuning List

NICE Security-Tuning Comment
Component s
Firewall Internet
Explorer
Unblock Manually Add to Firewall
Exceptions Tab
NICE NICE -
ScreenAgen | ScreenAgen
tVersion8.8 |t
See
Firewall
Unblock
Example on
page 86.
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NICE Security-Tuning Comment
Component s
Firewall Internet
Explorer
Unblock Manually Add to Firewall
Exceptions Tab
NICE NICE -
Perform ScreenAgen
ScreenAgen |t
t See
Firewall
Unblock
Example on
page 86.
NICE - -
ScreenSens
e Version
8.8
NICE NICE NICE Administrator
Client/Serve | Supervision | go0 Agding NICE Administrator to
r o Media the Exceptions List on page 88.
Applications Library
Version 8.8
Printer
Server
NICE RTS
See
Firewall
Unblock
Example on
page 86.
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NICE Security-Tuning Comment
Component s
Firewall Internet
Explorer
Unblock Manually Add to Firewall
Exceptions Tab
NICE NICE NICE Administrator
Client/Serve | Supervision See Adding NICE Administrator to
r o Media the Exceptions List on page 88.
Applications Lib
) ibrary
Version 8.9
Printer
Server
NICE RTS
See
Firewall
Unblock
Example on
the next
page.
NICE - Add from the following location:
SNMP C:AWINDOWS\system32\snmptrap.e
Manager xe
Version 8.9
See Adding snmptrap.exe to the
Exceptions List on page 91.
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NICE Security-Tuning Comment
Component s
Firewall Internet
Explorer
Unblock Manually Add to Firewall
Exceptions Tab
NICE Web Install See Note
Applications Crystal (1).
Version 8.8 Smart
Viewer
for
ActiveX.
See
Crystal
NICE Smart
Perform Viewer
Web for
Applications ActiveX
Guidelin
e onthe
facing
page.

You must install the NICE Web Applications Support Package for Microsoft Windows XP SP2 Client on
the Web Server.

Security-Tuning Your System

Firewall Unblock Example

¥ NOTE: Although this section provides one firewall unblock example only
(ScreenAgent), a similar Windows Security Alert message appears when NICE
Supervision, Media Library, Printer Server, and NICE RTS run for the first time.

When certain applications run for the first time, a warning message appears asking if you want to unblock
the application. Clicking Unblock will add the application to the Firewall Exceptions List, enabling you to
run the application. See Figure 4-1.
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Figure 4-1: Windows Security Alert

%= Windows Security Alert

some features of this program.

Do you want to keep blocking this program?

Q Marme: Screenfgent
Fublisher: Mice Systems Ltd.

F.eep Blocking Unblock

To help protect your computer, Windows Firewall has blocked

Ak Me Later

unblock: it. When should | unblock a program?

‘Windows Firewall haz blocked thiz program from accepting connections from the
|nternet ar a network, IF you recognize the program or trugt the publisher, you can

Crystal Smart Viewer for ActiveX Guideline

When you select the Reports tab, an Internet Explorer Security Warning message appears, asking if you
want to install the Crystal Smart Viewer for ActiveX. Click Install. See Figure 4-2.

Figure 4-2: Internet Explorer - Security Warning

Internet Explorer - Security Warning B

Do you want to install this software?
Mame: Crystal Smart Viswer for Ackiver
Publisher: Crystal Decisions, Inc

¥ |More options Install

x|

| Dan't Inskall I

wour computer, Only install software From publishers yaou trust, What's the risk?

‘Whilz Files From the Internet can be useful, this file bype can potentially harm

Manually Adding Programs to the Firewall Exceptions List

Opening the Firewall

&> To open the firewall:

1. From the Start menu, select Settings > Control Panel > Windows Firewall.

The Windows Firewall window appears.
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Figure 4-3: Windows Firewall - General Tab

%= Windows Firewall » x|

General I Exceptions | Advanced |

Windows Firewall helps protect pour computer by preventing unauthorized users
from gaining access to vour computer through the Internet or a nebwark,

9 s

Thiz zetting blocks all outzide zources from connecting ta thiz
computer, with the exception of those selected on the Exceptions tab.

[~ Don't allow exceplions

Select thiz when you connect to public networks in lezz secure
locations, such az airports, vou will not be notified when Windows
Firewall blocks programs. Selectionz on the Exceptions tab will be
ignored.

@ " Off [not recommended)

Avoid uzing thiz zetting. Turning off *wWindows Firewall may make this
camputer more vulherable to viruges and intruders.

Windows Firewall iz using pour domain settings.

What elze should | know sbout \Windows Firewall?

0k I Cancel

2. Ensure that On (recommended) is selected.

Adding NICE Administrator to the Exceptions List

When you add NICE Administrator to the Exceptions List, you do not need to click Browse and locate its
executable in its installation folder. By default NICE Administrator appears in the Programs list in the Add a
Program window.

€>» To add NICE Administrator to the Exceptions list:

1. Inthe Windows Firewall window, click the Exceptions tab.

The Exceptions tab appears as shown below. File and Printer Sharing and Remote Assistance
appear selected.

Cross-Release
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Figure 4-4: Windows Firewall - Excedptions Tab

%= windows Firewall

General Ewceptions | Advanced I

Programs and Services:

Wwindows Firewall iz blocking incarming netwark connections, except far the
programz and services selected below, Adding exceptionz allows zome programs
to work better but might increase your security nisk.

Mame

1:File and Printer Sharing

Remote Assistance
[ Remate Desktop
[ UPHP Framewark

Add Program. . Add Part...

Edit...

| elete I

What are the risks of sllowing exceptions?

v Display a potification when ‘windows Firewall blocks a program

Ok

Cancel

¥ NOTE: Ensure that Display a notification when Windows Firewall blocks a program is selected.

2. Click Add Program.

The Add a Program window appears.

3. Inthe Add a Program window, select NICE Administrator.
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Figure 4-5: Add a Program

Add a Program x|

To allowvs communications with a program by adding it to the Exceptions list,
select the program, or click Browse to gearch for one that is nat lisked.

Programs:

(&6 FACSys Desktop Client |
& Intemet Explorer

EI Intenwize Participant

ﬂ Interwize Participant Options

%Java wieb Start

m Microsoft Yisio

:MICE Adminiztratar

_ MICE Ewvaluatar
%9 MICE Farmz Designer
$9 NICE List Editor

s, MICE Login -
Fath: ||::"\F'n:|gram FilesAMICE SvstemshbintMLADRIF Browsze... |

LChange zcope... ] I Cancel |

4. Click OK. NICE Administrator now appears in the Exceptions tab.

j
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Figure 4-6: Windows Firewall - Exceptions Tab

%= Windows Firewall

General Ewceptions | Advanced I

to work better but might increase your security nisk.

Programs and Services:

Wwindows Firewall iz blocking incarming netwark connections, except far the
programz and services selected below, Adding exceptionz allows zome programs

Mame

File and Printer Sharing
MICE Adrninistrator
Remate Assistance

[CiRemate Deskiop

[ UPKPF Framewark

Add Program. . Add Part... Edit...

elete

v Display a potification when ‘windows Firewall blocks a program

What are the risks of sllowing exceptions?

o]

Cancel

5. Inthe Exceptions tab, click OK.

Adding snmptrap.exe to the Exceptions List

snmptrap.exe does not appear in the Programs list in the Add a Program window. To add snmptrap.exe,
you must click Browse, then locate snmptrap.exe in the C:\WINDOWS\system32 directory.

€» To add snmptrap.exe to the Exceptions list:

1. Inthe Windows Firewall window, in the Exceptions tab, click Add Program.
The Add a Program window appears.
2. Click Browse, go to C:\WINDOWS\system32 and select snmptrap.exe.

Cross-Release
Third Party Technical Guidelines (C5)

-91-



4: Microsoft Client Operating Systems

Manually Adding Programs to the Firewall Exceptions List

Figure 4-7: Browse Window

Browse
Lok in: | [ w | €| S G
A Ersh.exe Iﬁschtasks.exe Iﬁskeys.exe Iﬁspnpinst.exe
4 Ersm.exe Esdbinst.exe Eslrundll.exe Espoolsv.exe
My Recent Ersmsink.exe Esecedit.exe Eslserv.exe Esprestrt.exe
Documents @rsmui.exe Eservices.exe Esmbinst.exe Espupdsvc.exe
= &l rsnatify. exe [Flsessmar.exe Flsmlogsve.exe [Fspupdwp.exe
|.£ Ersopprov.exe Esethc.exe Esmss.exe &stimon.exe
Desktop Ersvp.exe gsetup.exe @, sndrecaz.exe Esubst.exe
E}rtcshare.exe Esetver.exe [H] sndvalzz.exe Esvchost.exe

. _Erunas.exe [Fsfe.exe Fsnmp.exe @syncapp.exe
’-‘/ Lj rundll3z. exe [Flshadow.exe 8l smmptrap.exe sysedit.exe

B Doiners %runonce.exe Eshare.exe @ sol.exe =] syskey exe
Iﬁrwinsta.exe Iﬁshmgrate.exe Iﬁsort.exe asysocmgr.exe
= Esavedump.exe gshrpubw.exe Espdwnwxp.exe Esysteminfo.exe
- Esc.exe Eshutdown.exe &] spider.exe Esystray. exe
. Iﬂscardsvr.exe @sigverif.exe Espiisupd.exe Etaskkill.exe
My Computer
& | ]
L File name: |snmptrap.exe v | [ Open ]
My Metwork, | Files of tupe: |Applications [*.exe;” com;*.icd) v | [ Cancel ]

3. Click Open. snmptramp.exe is now added to the Exceptions list.
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Figure 4-8: Windows Firewall - Exceptions Tab

ot = =
= Windows Firewall

General | Ewception: | Advanced

Windows Fireweall is tumed off. vour computer iz at rigk of attacks and intrusions
fram outzide sources such as the Intemet. We recommend that you click the

General tab and select On.

Frograms and Services:

Mame

File and Printer Sharing
Femote Assistance

[J Remate Desktop
shmptiap. exe
[ UPnP Framework,

| AddProgram.. | [ addPot. || Edt. ||  Delste

Dizplay a natification when Windaws Firewall blocks a program

What are the risks of allowing exceptions?

Ok l [ Cancel

4. Click OK.
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Windows 7 32-bit/64-bit

NICE Perform Client Applications Compatibility

NICE Systems supports the following editions of Microsoft Windows 7 in both 32-bit and 64-bit
configurations:

B Microsoft Windows 7 Professional Edition

B Microsoft Windows 7 Enterprise Edition

B Microsoft Windows 7 Ultimate Edition

The following table shows the compatibility of NICE Perform client applications with Microsoft Windows 7

for Releases 3.1, 3.2, and 3.5, and NICE Interaction Management Release 4.1:

¥ Important!

F  NICE Applications and the Set Security feature support only the 32-bit version of
Internet Explorer.

F  (*) These components must be installed with the UAC turned OFF.

Table 4-2: Compatibility With Microsoft Windows 7 32-bit and 64-bit by Release

Applicatio Release 3.1 Release 3.2 Release 3.5 Release 4.1
n

Window | Window | Window | Window | Window | Window | Window | Window
s7 s7 s7 s7 s7 s7 s7 s7
32-bit 64-bit 32-bit 64-bit 32-bit 64-bit 32-bit 64-bit

Screen Supporte | Supporte | Supporte | Supporte | Approve | Approve | Approve | Approve
Agent d as of d as of d as of d as of d d d d
UP UpP UP3.29 |UP3.2.9
3.1.18 (%) | 3.1.18(*) | (*) *)
ROD Client | Approve | Not Approve | Approve | Approve | Approve | Approve | Approve
d () Supporte | d d d d d d
d
Standalone | Approve | Approve | Approve | Approve |Approve | Approve | Approve | Approve
NICE d(*) d(® d d d d d d
Player and
NICE
Player
Codec
Pack
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Applicatio Release 3.1 Release 3.2 Release 3.5 Release 4.1
n

Window | Window | Window | Window | Window | Window | Window | Window

s7 s7 s7 s7 s7 s7 s7 s7
32-bit 64-bit 32-bit 64-bit 32-bit 64-bit 32-bit 64-bit
Reporter Approve | Not Approve | Approve | Approve | Approve | Approve | Approve
Viewer d(*) Supporte | d d d d d d
d

NICE Approve | Approve | Approve | Approve | Approve | Approve | Approve | Approve
Application | d (*) d(® d d d d d d
s (including
Set
Security)
Survey Approve | Approve | Approve | Approve | Approve | Approve | Approve | Approve
Manager d d d d d d d d
VRA Not Not Not Not Not Not Approve | Approve

Supporte | Supporte | Supporte | Supporte | Supporte | Supporte | d d

d d d d d d
Media Approve | Approve | Approve | Approve | Approve | Approve | Approve | Approve
Library d d d d d d d d
BSF Tool Approve | Not Approve | Not Approve | Approve | Approve | Approve
kit d Supporte | d Supporte | d d d d

d d

NICE Approve | Approve | Approve | Approve | Approve | Approve | Approve | Approve
Sentinel d(*) d(® d d d d d d
Remote
Client
ScreenSen | Not Not Supporte | Supporte | N/A N/A N/A N/A
se Agent Supporte | Supporte | d as of das of

d d UP UP

3.2.11(%) [ 3.2.11 (%)

Desktop N/A N/A N/A N/A Approve | NICE Approve | NICE
Analytics d Approval | d Approval
(using PO
Client)
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Applicatio Release 3.1 Release 3.2 Release 3.5 Release 4.1
n

Window | Window | Window | Window | Window | Window | Window | Window
s7 s7 s7 s7 s7 s7 s7 s7
32-bit 64-bit 32-bit 64-bit 32-bit 64-bit 32-bit 64-bit

RTS Approve | Approve | Approve | Approve | Approve | Approve | Approve | Approve
d d d d d d d d

Using the Silent Installation to Install NICE Perform Release 3.x and
NICE Interaction Management Release 4.1 Client Applications

¥ NOTE: The commands listed below are applicable to both Microsoft Windows 7
32-bit and 64-bit operating systems.

Use the following commands to install NICE Perform/NICE Interaction Management client-side
applications using the silent installation on workstations running Microsoft Windows 7 (usually from a
central deployment server, such as SMS/SCCM 2007, etc.):

Set Security Application below.

ScreenSense Agent below.

NICE Player and NICE Player Codec Pack on the facing page.
Reporter Viewer on the facing page.

NICE ScreenAgent on the facing page.

Record on Demand on page 98.

PO Client on page 98

H B §E B B E B Em

NICE Insight to Impact Bridge on page 98

Set Security Application

Enter in the Command line:

SetSecurityApp.exe Server <nnnn>
in which “nnnn” is the Host Name, or the IP Address, or the FQDN of the NICE Perform/NICE Interactions
Management Applications server.

ScreenSense Agent

Enter in the Command line:

AgentSilentinstallation.bat
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¥ NOTE: Before running this command, you must define the name of the NICE
Perform Applications Server in the AgentSilentinstallation.bat file.

NICE Player and NICE Player Codec Pack

Enter in the Command line:
msiexec /i "Nice Player.msi" /qn

msiexec /i "Nice Player Codec Pack.msi" /gn
Reporter Viewer

For NICE Perform Release 3.x

Enter in the Command line:

msiexec /i "ReporterViewer.msi" /qn

For NICE Interaction Management Release 4.1

Enter in the command line:

ReporterViewer.exe /S /D=<ReporterViewer installation folder>
NICE ScreenAgent

For NICE Perform Release 3.x

Enter in the Command line:

Setup.exe

¥ NOTE: Before running this command, you must configure the agent.cfg
configuration file and place it with the setup.exe. file.

For NICE Interaction Management Release 4.1

{» To install NICE ScreenAgent using a silent installation:

1. Copy the NICE ScreenAgent installation folder to a temporary location on the server on which you
want to run the silent installation.

2. Extract the .msi files by running the following command in the Run window:
<Path\Setup.exe file> /t:<Path\target folder> /c

Here <Path\Setup.exe file> is the path to the Setup file in the NICE ScreenAgent installation folder and
<Path\target folder> is the path to the folder to which you want to extract the .msi files.
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! IMPORTANT

You must leave a space (not an underscore) after <path to Setup.exe file> and after <target
folder> .

This command extracts two .msi files to the target folder:
screenagentxp.msi - (32-bit installation)
screenagentxp64.msi - (64-bit installation)

3. Toinstall the NICE ScreenAgent software, run one of the following procedures (for details about
configuring the parameters see Configuring NICE ScreenAgent Installation Parameters, in the
ScreenAgent Installation and Configuration Guide):

If you are running the silent installation locally on each client machine, in the Run window, run
the following command:

msiexec.exe /i <full path to .msi file> /g SYSADMIN = <Application Server Host Name>
! Important!

You must leave a space (not an underscore) after msiexec, after /i, after <full path to .msi
file>, and after q.

_O r_

If you are deploying NICE ScreenAgent using a publishing application, configure the publishing
application to run the relevant .msi file.

¥ NOTE:

You can use any publishing application that supports .msi files.

After completing the installation, you configure the NICE ScreenAgent in the System Administrator.

Record on Demand

Enter in the Command line:
msiexec /i "RODSetup.msi” /qn SERVERURL=<nnnn> LAUNCH="No" ALLUSERS=1

in which “nnnn” is the Host Name

PO Client

Enter in the command line:

msiexec /i "Full path to the NICE Real-Time Client.msi" /qgn STANDALONE="1"
EGDEFAULTP="full path for project. XML"

NICE Insight to Impact Bridge

Enter in the command line:
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msiexec /i "full path to the NICE Insight to Impact Bridge.msi file" /Jqn EGHOST="
Application Server HostName "

Manually Installing NICE Perform Release 3.x and NICE Interaction
Management 4.1 Client Applications

¥ NOTE:

The procedures listed below are applicable to all NICE Perform Release 3.x and NICE
Interaction Management 4.1 client-side components on workstations running Microsoft
Windows 7 32-bit or 64-bit operating systems.

Keep in mind that:

= In NICE Perform Release 3.x, UAC must be turned off before installing client-
side applications marked by an asterisk (*) in Windows 7 32-bit/64-bit on
page 94. Afterinstallation is finished the UAC should be turned on.

B In NICE Interaction Management Release 4.1, UAC can be turned on during the
installation of the client-side applications.

& To install NICE Perform Release 3.x and NICE Interaction Management 4.1client-
side applications on workstations with Microsoft Windows 7:

1. Locate the application installation directory.

The default path for NICE Player, NICE Player Codec Pack, Reporter Viewer, and Record on Demand
is:
\\server_name\...\Program Files\NICE Systems\Applications\Client Side Applications

2. Copy the required application installation file(s) to the local computer.
3. Loginto the workstation using a User with Administrative privileges.

4. Referto Windows 7 32-bit/64-bit on page 94 to see if the component requires that the UAC be turned
Off. If the UAC can remain on, run the installation wizard.

If the UAC must be turned off, do one of the following:

If you logged in under the Built-in Administrator, in the Local Group Policy Editor window, set
the User Account Control: Admin Approval Mode for the Built-in Administrator policy
to Disabled.
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Figure 4-9: Local Group Policy Editor Window
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3l ComputerPalicy = || palicy ° Security Settit *
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2 Wind * Sm_"gj 2| Recavery console: Allow floppy copy and access to all drives and all folders Disabled
indows ings
. eg Marme Rgsolgutuon | Shutdown: Allow systern to be shut down without having to log on Enabled
y . Shutdown: Clear virtual memary pagefile Disabled

290 Deployed Printers < yvtem cryptography: Force strong key protection for user keys stored on the computer  Not Defined
4 B Security Settings | System eryptagraphy: Use FIPS compliant algarithms for encryption, hashing, and sig... Disabled
3 Account Pol 2| System objects: Require case insensitivity for non-Windows subsystems Enabled
4 :I Local Palicies |= | Bystem objects: Strengthen default permissions of internal system objects (e.g. Symbo.. Enabled
4 Audit Polic | System settings: Optional subsystemns Posix
& User Rights | Systern settings: Use Certificate Rules on 'Windows Executables for Software Restrictio...  Disabled
4 Security Oy B8 Uzer Account Control: Admin Approval Made for the Built-in Administrator account Disabled
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] Metwork List M < User Account Control: Behavior of the elevation prompt for adrministrators in Admin .. Elevate witho
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| Application Cc | User Account Contral: Only elevate executables that are sigred and validsted Disabled
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» [ Advanced Auc | User Account Controk: Run all administrators in Admin Approval Mode Enabled
. alu pDIfq"b_"'d QoS | User Account Control: Switch to the secure desktop when prompting for elevation Enabled
. Administrative Templ Enabled =

= If you logged in under another user with Administrative privileges, in the Local Group Policy

Editor window, set the User Account Control: Run all administrators in Admin Approval

Mode policy to Disabled.
Figure 4-10: Local Group Policy Editor Window
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5. Runthe installation wizard.

Cross-Release

Third Party Technical Guidelines (C5)

-100 -



Windows 8 and Windows 8.1 32-bit/64-bit

4: Microsoft Client Operating Systems

Windows 8 and Windows 8.1 32-bit/64-bit

NICE Interaction Management Client Applications Compatibility

NICE Interaction Management 4.1.47 and later supports the following editions of Microsoft Windows 8 and
Microsoft Windows 8.1, in both 32-bit and 64-bit configurations:

Microsoft Windows 8 Professional Edition

-

Microsoft Windows 8 Enterprise Edition

B Microsoft Windows 8.1 Professional Edition

B Microsoft Windows 8.1 Enterprise Edition

The following table shows the compatibility of NICE Interaction Management Release 4.1 47 and later
client applications with Microsoft Windows 8/8.1:

Table 4-3: Compatibility With Microsoft Windows 8 and 8.1 32-bit and 64-bit for Release 4.1.47 and later

Abplication Windows 8 Windows 8 Windows 8.1 | Windows 8.1
- 32-bit 64-bit 32-bit 64-bit
Screen Agent Approved Approved Approved Approved
ROD Approved Approved Approved Approved
Standalone NICE Player and Approved Approved Approved Approved
NICE Player Codec Pack
Reporter Viewer Approved Approved Approved Approved
NICE Applications (including Set | Approved Approved Approved Approved
Security)
Survey Manager Not Supported | Approved Not Supported | Not Supported
VRA Approved Approved Approved Approved
Media Library Approved Approved Approved Approved
BSF Tool Kit Approved Approved Approved Approved
NICE Sentinel Remote Client Not Supported | Approved Not Approved
Supported
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Application

Windows 8
32-bit

Windows 8
64-bit

Windows 8.1
32-bit

Windows 8.1
64-bit

Real-Time Designer

Approved

Approved

Approved

Approved

¥ NOTE:

The Real-Time Designer cannot
be installed on Windows 8/8.1 in
VMware view.

The Real-Time Designer requires
.NET Framework 4 to be installed
side-by-side with .NET
Framework 4.5 (the Windows
8/8.1 default).

Real-Time Client Approved Approved

¥ NOTE:

Approved Approved

The Real-Time Client requires
.NET Framework 4 to be installed
side-by-side with.NET
Framework 4.5 (the Windows
8/8.1 default)

Using the Silent Installation to Install NICE Interaction Management
Release 4.1 Client Applications

Use the following commands to install NICE Interaction Management client-side applications with the
silent installation on workstations running Microsoft Windows 8 and Windows 8.1:

Set Security Application below

-

NICE Player and NICE Player Codec Pack on the facing page
B NICE Screen Agent on the facing page

B  Record on Demand on page 104

Set Security Application

This describes how to install the SetSecurity Application.

€ To install the SetSecurity Application:

B At the command-line prompt, type SetSecurityApp.exe Server <nnnn>.

Where nnnn is the Host Name, |P Address, or the FQDN of the NICE Interactions Management
Applications server.
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NICE Player and NICE Player Codec Pack
This topic describes how to install the NICE Player and NICE Player Codec Pack.

&> To use NICE Player and NICE Player Codec Pack:

At the command-line prompt, type:
msiexec /i "Nice Player.msi" /qn

msiexec /i "Nice Player Codec Pack.msi" /gn

NICE Screen Agent

This section describes how toinstall NICE ScreenAgent by using the silent installation Use one of the
following methods:

Run the silent installation locally on each client machine on which you want to install NICE
ScreenAgent.

Use a publishing application to deploy NICE ScreenAgent on all the client machines.

{» To install NICE ScreenAgent using a silent installation:

1. Copy the NICE ScreenAgent installation folder to a temporary location on the server where you want to
run the silent installation.

2. Extract the .msi files by running the following command in the Run window:
<Path\Setup.exe file> /t:<Path\target folder> /c

where <Path\Setup.exe file> is the path to the Setup file in the NICE ScreenAgent installation folder
and <Path\target folder> is the path to the folder with the .msi files to be extracted.

This command extracts two .msi files to the target folder:
screenagentxp.msi - (32-bit installation)
screenagentxp64.msi - (64-bit installation)
3. Toinstall the NICE ScreenAgent software, run one of the following procedures:

Forlocal manual installation, in the Run window on each client machine, type the following
command:

msiexec.exe /i <full path to .msi file> /q SYSADMIN = <Application Server Host Name>

[F NOTE:
You must leave a space (not an underscore) after <path to Setup.exe file> and after <target
folder>.
You must leave a space (not an underscore) after msiexec, after /i, after <full path to .msi file>,
and after q.

Or

For a batch installation, configure the publishing application to run the relevant .msi file.
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[P NOTE: You can use any publishing application that supports .msi files. After completing the
installation, configure the NICE ScreenAgent in the System Administrator.

Record on Demand

This topic describes how to install the Record on Demand application.

#» To use Record on Demand:

At the command-line prompt, type the following:
msiexec /i "RODSetup.msi” /qn SERVERURL=<nnnn> LAUNCH="No" ALLUSERS=1

Where nnnn is the Host Name.

Manually Installing NICE Interaction Management 4.1 Client
Applications

¥ NOTE: The procedures listed below are applicable to all NICE Interaction Management 4.1
client-side components on workstations running Microsoft Windows 8/8.1 operating
systems.

In NICE Interaction Management Release 4.1 systems, UAC can be turned on while installing
client-side applications.

¢» To manually install NICE Interaction Management 4.1 client-side applications on
workstations with Microsoft Windows 8 or Microsoft Windows 8.1:

1. Logintothe workstation with a valid user with administrative privileges.

2. Locate the application installation directory. The default path for NICE Player, NICE Player Codec
Pack, Reporter Viewer, and Record on Demand is:

\\server_name\...\Program Files\NICE Systems\Applications\Client Side Applications
Copy the required application installation file(s) to the local computer.

4. Run the installation wizard.
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Internet Explorer

This chapter describes compatibility of Internet Explorer with NICE Web Applications.

! Important!
NICE Applications and the Set Security feature support only the 32-bit version of Internet Explorer.

Contents
Internet EXPIOTer 6 . . 107
Internet EXPIOTEr 7 . 109
Internet EXPIOrer 8 .. 121
Internet EXPIOrer O 131
Internet EXPIOrer 10 | L 134
Internet EXPIOrer 11 L 137

Working with an XBAP Page

B When using XBAP, the Tool menu disappears from the Internet Explorer tool bar. To view the tool
menu, you can do one of the following:

B Open anew tab. The Tools menu will be available in the new tab.

B Click the Internet Options button in Internet Explorer and use the Internet Options window. If
this button does not appear, right-click in the Button bar and add it.

B The URL address to any NICE Interaction Management projects you were using will be different
when using XBAP.

Instead of the ASPX link http://<server
name>/NiceApplications/Desktop/webpage/DeskTopWebForm.aspx, the new address will be
http://<server name>/NiceApplications/Desktop/XbapApplications/NiceDesktop.XBAP.

¥ NICE Interaction Management 6.3 is designed to work only with XBAP, but not with ASPX.
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5: Internet Explorer

If you previously created shortcuts/favorites,then replace all previously saved links to the new
address.
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Internet Explorer 6

Internet Explorer 6

Compatibility of NICE Web Applications with Internet Explorer 6

Product

NICE Interaction Management, NICE Perform, NiceUniverse Web Application,
NICE Sentinel

Release

NICE Interaction Management R4.1

NICE Perform: R3 SP3/SP4, R3.1, R3.2, R3.5
NiceUniverse Web Application 8.9

NICE Sentinel: R2.1, R2.5

Synopsis

This section describes the compatibility of Internet Explorer 6 with NICE Web
Applications when Internet Explorer 6 is installed on:

Windows 2000 Professional

Windows Server 2003 Standard Edition
Windows Server 2003 Enterprise Edition
Windows XP

General Description

General tests were performed using Internet Explorer 6 (IE6) with:
B NICE Universe Web Applications 8.9
B NICE Perform

wWow O m wW ™ W

Release 1
Release IPC 9.09
Release 2
Release 3
Release 3.1

Release 3.2

B  Release 3.5

¥ NICE Interaction Management Release 4.1
¥ NICE Sentinel
F  Release 2.1

B Release 2.5
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General Description

The following table describes the compatibility between all supported Operating Systems and NICE

Applications.
Table 5-1:
Operating System
Operating Web NP NP IPC NP NP NP NP NIM
System | Apps | py | Ry | 909 | p3 | R34 | R32 | R35 | 41
8.9
Windows P P P P P P P P P
Server 2003
R2 Standard/
Enterprise
Windows XP P P P P P P P P P
Windows 2000 | P P P P P P
Professional
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Internet Explorer 7

Internet Explorer 7

Compatibility of NICE Web Applications with Internet Explorer 7

Product NICE Perform, NiceUniverse Web Application, NICE Sentinel

Release NICE Interaction Management R4.1

NICE Perform: R3 SP3/SP4, R3.1, R3.2, R3.5
NiceUniverse Web Application 8.9
NICE Sentinel: R2.1, R2.5

Synopsis This section describes the compatibility of Internet Explorer 7 with NICE Web

Applications when Internet Explorer 7 is installed on:
Windows Vista Business

Windows Vista Enterprise

Windows Server 2008 Standard/Enterprise Edition
Windows Server 2003 Standard Edition

Windows Server 2003 Enterprise Edition

Windows XP

General Description

General tests were performed using Internet Explorer 7 (IE7) with:
B NICE Universe Web Applications 8.9
B NICE Perform

wWow O m wW ™ W

m

Release 1
Release IPC 9.09
Release 2
Release 3
Release 3.1
Release 3.2

Release 3.5

¥ NICE Interaction Management Release 4.1
¥ NICE Sentinel

m

Release 2.1
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Known Issues

B Release 2.5

The following table describes the compatibility between all supported Operating Systems and NICE
Applications.

After installing Internet Explorer 7, the internet settings must be changed on all Operating Systems. See
Changing Internet Explorer 7 Settings After Installation on page 113

Table 5-2:
Operating System

Operating System | Web |NP |[NP [IPC (NP | NP | NP | NP |NIM NICE NICE
Apps | R1 |R2 [9.09 | R3 | R3.1 | R3.2 | R3.5 | 41 Sentinel | Sentinel
8.9 R2.1 R2.5

Windows Vista P =] P P

Business

Windows Vista P P P P P p

Enterprise

Windows Server P P P P P

2008

Standard/Enterpris

e

Windows Server P P (P |P P |P P P P P P

2003 R2 Standard/

Enterprise

Windows XP P P |P |P P |P P P P P P

Known Issues

The following section describes known issues when using Internet Explorer 7.
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Known Issues

Table 5-3:
Known Issues

Issue | Description

Release

NICE Perform Web applications should not be used in
Internet Explorer 7 tab or Quick ab modes. They must
be operated in a Single tab usage.

Note: In Release 3.1 and above, you can use NICE
Perform Web applications in tab and Quick tab mode,
however, you cannot open more than one session of
NICE Perform at the same time.

NICE Perform R 1
NICE Perform R 2
NICE Perform R 3
Release IPC 9.09

Universe Web
Applications Version
8.9

W o mW w
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Issue

Description

Release

In the NICE Perform Applications, different windows
appear in minimized mode.

The affected windows are as follows:

For Release 1:

Opening Coaching Package window.
Playing Screen Interaction

Coaching - Creating, opening and deleting.
Creating clips.

Clicking Evaluate.

For Releases 2and 3

Coaching window appears normally. After the form is
filled, click the Send button, the coaching closes to
minimized mode.

Saving interactions.

Note: This issue occurs whenonly .NET 1.1 and .NET
1.1 SP1 are installed on the client workstation.

Sending interactions by E-mail.

Note: This issue occurs whenonly .NET 1.1 and .NET
1.1 SP1 are installed on the client workstation.

The following graphic shows how some of these windows
can be opened.

[ |0 00 | Mo S0 | o e | S D] @i e 6

B  NICE PerformR 1
B NICE PerformR 2

M NICE PerformR 3
(Contact Center)

® Release IPC 9.09

A pop-up block appears when you want to view a report.
You must remove it so that you can view the report.

Note: This issue occurs whenonly .NET 1.1 and .NET
1.1 SP1 are installed on the client workstation.

NICE Perfform R 1
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Changing Internet Explorer 7 Settings After Installation

Issue

Description

Release

Triggers for the ScreenSense Agent, which were defined
on an HTML page with Internet Explorer 6, do not work
with Internet Explorer 7 and vice versa.

NICE Perform R 2
NICE Perform R 3

Changing Internet Explorer 7 Settings After Installation

When Internet Explorer 7 is installed, the following issues are created:

B Intemet Explorer 7 resets the cache to 10 MB. It is important to resize the cache size to
200 MB when working with NICE Perform Applications. See Changing the Cache Size below.

B Thefont is Clear Type, which appears blurred, and you may want to return to the Black and White
font. See Changing the Font Used by Internet Explorer 7 on the next page.

B The application server is not automatically added to the trusted site list, and it is important to
do so manually. See Internet Explorer 8 on page 121.

Changing the Cache Size

Perform the following procedure to modify the cache size.

€» To modify the cache size:

1. Open Internet Explorer.

2. Click Tools, and select Internet Options.

3. Inthe General tab, under Browsing History, click Settings. The Temporary Internet Files and
History Settings window appears.
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Figure 5-1: Temporary Internet Files and History Settings Window

Temporary Internet Files and History Settings

]|

—Temparary Internet Files

For Fasker viewing later,

Check For newer versions of stored pages:
£ Every time I visit the webpage
f Ewery time I skart Internet Explorer

r‘ [lesver

Disk space ko use {8 - 1024MB):
(Recommended: 50 - 250ME)

Zurrent location:

Internet Files!

Maove Folder. .. VWiew objects

Internet Explorer stores copies of webpages, images, and media

200

C\Documents and SettingsiuzibiLocal Settingsi Tempaoraty:

Wiew Files

—Hiskary

of websites wou have visited,

Days to keep pages in hiskory:

Specify how many days Internet Explarer should save the lisk

20

o

o

Cancel |

4. By default, Check for newer versions of stored pages is set to Every time | visit the webpage.
Set it to Automatically, and set the Disk space to use to 200. Click OK to confirm the changes.

Changing the Font Used by Internet Explorer 7

The following graphic illustrates the difference between the Clear Type font and the Black and White font:
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Changing Internet Explorer 7 Settings After Installation

Figure 5-2: Example of Clear Type/Black and White Font

This is some sample text showing
Yerdana 10point in black and white

This Iz some sample text showing
VWardana ftalic 10point in black and white

This is some sample text showing
Verdana 10point in ClearType

This is some sample text showing
Verdana Italic 10paint in ClearType

If you are not satisfied with the Clear Type font, perform the following procedure to change it to Black and
White.

© To modify the font:

1. Open Internet Explorer.

Figure 5-3: Internet Explorer Window
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2. Click Tools, select Internet Option, and click Advanced. The following window appears.
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Manually Adding NICE Perform Applications to the Trusted Site List

Figure 5-4: Internet Options - Advanced Tab

Internet Options

Setkings
T conmpder For virbual machine enabled (requires restat) |«
<5 Multimedia
[ thways use ClaarType For HTHML*
[ Enable sutomatic image resizing
Play animations in webpages®
Play sourds in webpages
] show image downdsad placeholders
Show pichures
Smart image dithering
i Printing
1 Print background colors and images
4 Search from the Address bar
{) Do reot search from the Address bar
IO Just dhsplay thee results in b main window [
£ >
*Takes effect after you restart Internet Explorer

| Restore advanced settings |

Reset Internet Explorer settings
Dedetes all terporary files, disables browser
add-ons, and resets al the changed sattings.

You should only use this # your browser is in an unusable skabe,

ok J[ cocel |

3. Clear Always use Clear Type for HTML, and click OK to confirm.
4. Restart Internet Explorer and Microsoft Outlook.

See the http://blogs.msdn.com/ie/archive/2006/02/03/524367.aspx link for further information.

Manually Adding NICE Perform Applications to the Trusted Site List

Perform the following procedure to manually add the application server to the trusted site list.

NICE Perform Release 3.1 supports Internet Explorer 7 in both the Quick tab and Single tab modes.

©> To enable login to NICE Perform in an IE7 environment:

1. Onthe Domain Controller do the following: In the Run window, type gpmc.msc and click OK.

The Group Policy Management window appears.
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Figure 5-5: Group Policy Management Window
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2. Right-click the GPO you created when you created the User Account Control and click Edit.

¥ NOTE: Complete instructions for setting up the User Account Control can be
found in NICE Perform Release 3.1: Microsoft Windows Vista Enterprise SP1
Workstation Configuration Guide, “Setting up the User Account Control in an
Active Directory”.

3. Select Computer Configuration > Administrator Templates > Windows Components > Internet
Explorer > Internet Control Panel > Security Pages.

The Group Policy Object Editor window appears.
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Figure 5-6: Group Policy Object Editor Window
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4. Double-click the Site to Zone Assignment List policy.

The Site to Zone Assignment List Properties window appears.
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Figure 5-7: Site to Zone Assignment List Properties Window

Site to Zone Assignment List Properties

Setting | Explain

E} Site to Zone Assignment List

7 Mot Configured
(@ Enabled
(7 Disabled

Enter the zone assignments here.

Supported on: At least Intemet Bxplorer 6.0 in Windows XP Service P...
Previous Setting ] [ Mead Setting ]

Lok J[ Camced J[ Aeoy |

5. Select Enabled and click Show.

The Show Contents window appears.

Figure 5-8: Show Contents Window

; Show Contents
Enter the zone assignments here.
Value Name Value Cancel
Remove .
6. Click Add.

The Add Item window appears.
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Figure 5-9: Add Item Window

Add Itemn

Enter the name of the item ta be added: |T|

| | Cancel |

Enter the value of the item to be added:

7. Inthe Enter the name of the item to be added field, enter the name of the Web Application Site.
8. Enterthe digit 2 in the Enter the value of the item to be added field and click OK.
The Show Contents window reappears.
9. Click OK.
The Site to Zone Assignment List Properties window reappears.
10. Click OK.
The Group Policy Object Editor Window reappears.
11. Close the Group Policy Object Editor Window.
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Internet Explorer 8

Compatibility of NICE Web Applications with Internet Explorer 8 32-
bit

Product NICE Interaction Management, NICE Perform, NiceUniverse Web
Application, NICE Sentinel

Release NICE Interaction Management R4.1

NICE Perform: R3 SP3/SP4, R3.1, R3.2, R3.5
NiceUniverse Web Application 8.9

NICE Sentinel: R2.1, R2.5

Synopsis This section describes the compatibility of Internet Explorer 8 with NICE
Web Applications when Internet Explorer 8 is installed on:

Windows XP SP3

Windows Vista Enterprise SP1

Windows 7 Professional SP1 32/64-bit

Windows 7 Enterprise SP1 32/64-bit

Windows 7 Ultimate SP1 32/64-bit

Windows Server 2003 R2 Standard Edition 32bits
Windows Server 2003 R2 Enterprise Edition 32bits
Windows Server 2008 Standard Edition 32bits
Windows Server 2008 Standard Edition 64bits
Windows Server 2008 Enterprise Edition 32bits
Windows Server 2008 Enterprise Edition 64bits
Windows Server 2008 R2 Standard Edition
Windows Server 2008 R2 Enterprise Edition

General Description and Conclusions

General tests were performed using Internet Explorer 8 (IE8) with:
B NICE Universe Web Applications 8.9
¥ NICE Perform

¥  Release 3.1

B  Release 3.2
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F  Release 3.5
¥ NICE Interaction Management Release 4.1
¥ NICE Sentinel

F  Release 2.1

B Release 2.5

Conclusions

The NICE Interaction Management/NICE Perform Applications Suite and NiceUniverse Web Application
8.9 are compatible with all tested operating systems with the following limitation: You should only run one
NICE Interaction Management/NICE Perform Applications Suite or NiceUniverse Web Application per
browser. See NICE Perform R3.5/NICE Interaction Management 4.1 Known Issues with Internet
Explorer 8 below.

NICE Perform R3.5/NICE Interaction Management 4.1 Known Issues
with Internet Explorer 8

The following section describes NICE Perform Release 3.5/NICE Interaction Management known issues
when using Internet Explorer 8, grouped according to application.

NICE Perform Release 3.x and NICE Interaction Management 4.1 Applications

Issue 1

The NICE Interaction Management/NICE Perform Web application URL must be added to the Trusted Site
list. See Manually Adding NICE Interaction Management/NICE Perform Applications to the
Trusted Site List on page 124.

Issue 2

NICE Interaction Management/NICE Perform Web applications can be used in Internet Explorer 8 tab or
Quick tab modes. However, in these modes, you can run one tab only with the NICE Interaction
Management/NICE Perform Applications suite.

Issue 3

When the NICE Application Server is identified as an Internet site, the following message may appear:

NICE Performi
Applications Suite requires
Microsoft .NET framework
version 3.5 or higher
Installed on this computer.

Install the proper version
and restart the Web
browser.
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See Adding the NICE Interaction Management/NICE Perform Web Application URL to the Local
Intranet Site List on page 128.

Issue 4

To correctly display the NICE Interaction Management/NICE Perform Application, the default
documentation mode in Internet Explorer 8 should be Quirks mode. If a different mode is used, the
application screen appears as shown below:

| & nice peform® | [5Rd v 0 mm v Pagev Safetyv Tookw @~

Welcome to
NICE Perform @

Done J Trusted sites | Protected Mode: Off v ®IBK v

NICE Perform Applications - Release 3 SP3/SP4 and Release 3.1

Issue 1

The NICE Perform Web applications URL must be added to the Trusted Site list. See Manually Adding
NICE Interaction Management/NICE Perform Applications to the Trusted Site List on the next page.

Issue 2

NICE Perform Web applications can be used in Internet Explorer 8 tab or Quick tab modes. However, in
these modes, you can run one tab only with the NICE Perform Applications suite.

NICE Universe 8.9 Web Application

Issue 1

You must configure IE8 to work with the Protected mode set to off. See Configuring Internet Explorer
8/9 to Disable Protected Mode on page 127.

Issue 2

NiceUniverse 8.9 Web Applications can be used in Internet Explorer 8 tab or Quick tab modes.
However, in these modes, you can run one tab only with NiceUniverse 8.9 Web Application suite.
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¥ NOTE: There is no limitation on the number of open tabs per browser when only
one tab is running the NICE Perform Applications suite or NiceUniverse Web
Application.

Manually Adding NICE Interaction Management/NICE Perform
Applications to the Trusted Site List

Perform the following procedure to manually add the Applications server to the trusted site list.

NICE Perform Release 3.x and NICE Interaction Management Release 4.1 support Internet Explorer 8/9 in

both the Quick tab and Single tab modes.

©> To enable login to NICE Interaction Management/NICE Perform in an IE8/9
environment:

1. Onthe Domain Controller do the following: In the Run window, type gpmc.msc and click OK.
The Group Policy Management window appears.

Figure 5-10: Group Policy Management Window

bntdesieg com
L ncnp Pk hmens | g Py braminca | Dot |

T [arn 1 Erboros | Lirk W putbin | G0 s | Wl P | oo | Do
1 A Dotm Do Py Wi [ Irdieg  bgme [P

2. Right-click the GPO you created when you created the User Account Control and click Edit.

[P NOTE: Complete instructions for setting up the User Account Control can be found in the
Microsoft Windows Vista Enterprise SP1 Workstation Configuration Guide, in the chapter:
Setting up the User Account Control in an Active Directory.

3. Select Computer Configuration > Administrator Templates > Windows Components > Internet
Explorer > Internet Control Panel > Security Pages.

The Group Policy Object Editor window appears.

Cross-Release
Third Party Technical Guidelines (C5) -124 -



5: Internet Explorer

Manually Adding NICE Interaction Management/NICE Perform Applications to the Trusted Site List

Figure 5-11: Group Policy Object Editor Window
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4. Double-click the Site to Zone Assignment List policy.

The Site to Zone Assignment List Properties window appears.
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Figure 5-12: Site to Zone Assignment List Properties Window

Site to Zone Assignment List Properties
Setting | Explain

E} Site to Zone Assignment List

7 Mot Configured
@ Enabled
(") Disabled

Enter the zone assignments here.

Supported on: At least Intemet Explorer 6.0 in Windows XP Service P...
Previous Setting ] [ Mext Setting ]

hicetces] |wabmon) |ubon

5. Select Enabled and click Show.
The Show Contents window appears.

Figure 5-13: Show Contents Window

; Show Contents
Enter the zone assignments here.
Value Name Value
Remove .
6. Click Add.

The Add Item window appears.
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Figure 5-14: Add Item Window

Add Item

Enter the name of the item to be added: |T|

| | Cancel |

Enter the value of the item to be added:

7. Inthe Enter the name of the item to be added field, enter the name of the Web Application Site.
8. Inthe Enter the value of the item to be added field, enter the digit 2 and click OK.
The Show Contents window reappears.
9. Click OK.
The Site to Zone Assignment List Properties window reappears.
10. Click OK.
The Group Policy Object Editor Window reappears.
11. Close the Group Policy Object Editor Window.

Configuring Internet Explorer 8/9 to Disable Protected Mode

Perform the following procedure to configure Internet Explorer 8/9 to disable Protected Mode.

& To disable Protected Mode:

1. Run Internet Explorer 8/9.

When working with Windows Server 2008 or Windows Vista, right-click the Internet Explorer icon and
select Run as Admin.

2. Onthe Menu Bar, select Tools, and then Internet Options.

The Internet Options windows appears:
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Figure 5-15: Internet Options Window

Internet Options K
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@ & v O

Internet Local intranct  QEVEEEEEE — Restricted
sites

Trusted sites .
F i 5 . Sites |
© This zone conkains websites that wou

& trust mok ko damage your compuker ar
waur files,
Y¥ou have websites in this zane.

r Security level for this zone
Allowed lewels For this zone: Al

- - Medium
- Prompts before downloading potentially unsafe
content

_|_| - Unsigned ActiveX contrals will not be downloaded

" Enable Prokected Mode (requires restarting Internet Explorer)

Cusktom level. .. Default level |

Reset all zones ko defaulk [evel |

o4 I Cancel | Gpply |

3. Click the Security tab. In the Security level for this zone area, make sure that Enable Protected
Mode is not selected.

4. Click OK.

Adding the NICE Interaction Management/NICE Perform Web
Application URL to the Local Intranet Site List

€» To add the NICE Perform Web application URL to the Local Intranet Site list:

1. Inthe Tools menu of the Internet Explorer, select Internet Options.

2. Click the Security tab.
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Figure 5-16: Internet Options - Security Tab

Select a zone to views or change: security settings,

meneral  Security | Priv.acy l Cantent I Connections I Programsl advanced I

@ & / O

Inkernet [RTENNEREE  Trusted sibes Restricked
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Local intranet
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Sites
This zone is For all websites that are ‘—l

Allowed levels For this zone: All
- - Medium-low

- - - Appropriate for websites om wour local network
B - {intranet)

_ _ - Most content will be run withouk prompting wou
-rl_ - Unsigned AckiveX contrals will not be downloaded
- Same as Medium level withouk prompts

[~ Emable Protected Mode (requires restarking Inkermet Explorer)

Cuskarn lewel.. . mefaulk | ewel

Reset gl zanes o default [ewvel

O I Cancel Apply

3. Click al intranet

4. Click Sites.

The Local Intranet window appears.
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Figure 5-17: Local Intranet Window

Local intranet x|

Yfou can add and remowe websites from this zone, All websites in
this zone will use the zone's security se=ttings.

Add this website to the zone:

Websites:
hep:ffsystem RErove
http: ffocalhost
hitps: {focalhost

\_ II.
L
e

[~ Require server verification (https:) for all sites in this zone

Close

Enter the NICE Interaction Management/NICE Perform Web applications URL in the Add this

website to the zone field.
Click Add.

Click Close.

Click OK.
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Internet Explorer 9

Compatibility of NICE Web Applications with Internet Explorer 9 32-
bit

Product NICE Interaction Management, NICE Perform, NICE Sentinel

Release NICE Interaction Management R4.1
NICE Perform: R3.1, R3.2, R3.5
NICE Sentinel: R2.1, R2.5

Synopsis This section describes the compatibility of Internet Explorer 9 with NICE
Web Applications when Internet Explorer 9 is installed on:

Windows Vista Enterprise SP2

Windows 7 Professional SP1 32/64-bit

Windows 7 Enterprise SP1 32/64-bit

Windows 7 Ultimate SP1 32/64-bit

Windows Server 2008 Standard Edition 32-bit
Windows Server 2008 Standard Edition 64-bit
Windows Server 2008 Enterprise Edition 32-bit
Windows Server 2008 Enterprise Edition 64-bits
Windows Server 2008 R2 Standard Edition 64-bit
Windows Server 2008 R2 Enterprise Edition 64-bit

General Description and Conclusions

General tests were performed using Internet Explorer 9 (IE9) with:
¥ NICE Perform

¥  Release 3.1

¥  Release 3.2

¥  Release 3.5

NICE Interaction Management Release 4.1

NICE Sentinel

®  Release 2.1

B  Release 2.5
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Conclusions

The NICE Interaction Management/NICE Perform Applications Suites are compatible with all tested
operating systems with the following limitation:

You should only run one NICE Interaction Management/NICE Perform Applications Suite per browser.

See NICE Perform Release 3.1/3.2/3.5 and NICE Interaction Management 4.1 Known Issues with
Internet Explorer 9 below.

NICE Perform Release 3.1/3.2/3.5 and NICE Interaction
Management 4.1 Known Issues with Internet Explorer 9

The following section describes known issues when using Internet Explorer 9:

Issue 1

The NICE Interaction Management/NICE Perform Web application URL must be added to the Trusted Site
list. See Manually Adding NICE Interaction Management/NICE Perform Applications to the
Trusted Site List on page 124.

Issue 2

NICE Interaction Management/NICE Perform Web applications can be used in Internet Explorer 9 tab or
Quick tab modes. However, in these modes, you can run one tab only with the NICE Interaction
Management/NICE Perform Applications suite.

Issue 3
When the NICE Application Server is identified as an Internet site, the following message may appear:
NICE Performi
Applications Suite requires
Microsoft .NET framework
version 3.5 or higher
Installed on this computer.
Install the proper version
and restart the Web
browser.

See Adding the NICE Interaction Management/NICE Perform Web Application URL to the Local
Intranet Site List on page 128.

Issue 4

You must configure IE9 to work with the Protected mode set to off. See Configuring Internet Explorer
8/9 to Disable Protected Mode on page 127.
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Issue 5

To correctly display the NICE Interaction Management/NICE Perform Application, the default
documentation mode in Internet Explorer 8 should be Quirks mode. If a different mode is used, the

application screen appears as shown below:

@ ncepetome 1

Welcome to
NICE Perform e

«/ Trusted sites | Protected Mode: Off

-~

Rizw -
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Internet Explorer 10

Compatibility of NICE Web Applications with Internet Explorer 10 32-
bit

Product NICE Interaction Management, NICE Perform

Release NICE Interaction Management R4.1
NICE Perform 3.2
NICE Perform 3.5

Synopsis Windows 7 Professional SP1 32/64-bit

Windows 7 Enterprise SP1 32/64-bit

Windows 7 Ultimate SP1 32/64-bit

Windows Server 2008 R2 SP1 Standard Edition 64-bit
Windows Server 2008 R2 SP1 Enterprise Edition 64-bit

General Description and Conclusions

General tests were performed using Internet Explorer 10 (IE10) with NICE Interaction Management
Release 4.1 and NICE Perform Release 3.2 and 3.5.

Conclusions

The NICE Interaction Management and NICE Perform Applications Suites are compatible with all tested
operating systems with the following limitations:
¥ You should only run one NICE Interaction Management Applications Suite per browser.

B When opening the Package and Evaluation windows in NICE Perform 3.2, these windows become
inactive and move behind the main window. To use these windows, click theiricons in the taskbar.

See NICE Interaction Management 4.1 Known Issues with Internet Explorer 10 below.

NICE Interaction Management 4.1 Known Issues with Internet
Explorer 10

The following section describes known issues when using Internet Explorer 10:

When the NICE Application Server is identified as an Internet site, the following message may appear:

NICE Perform Applications Suite requires Microsoft. NET framework version 3.5 or higher Installed on this
computer. Instal the proper version and restart the Web browser.
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NICE Perform@
Applications Suite requires
Microsoft .NET framework
version 3.5 or higher
Installed on this computer.

Install the proper version
and restart the Web
browser.

See Adding the NICE Interaction Management/NICE Perform Web Application URL to the Local
Intranet Site List on page 128.

Adding the NICE Interaction Management Web Application URL to
the Compatibility View Settings List
To ensure that NICE Interaction Management works properly when using Microsoft Intermet Explorer 10,

you should make sure to add the URL from the application server to the Windows Compatibility View
settings.

0 To add the NICE Interaction Management Application URL to the Compatibility
List:

1. Inthe Tools menu of Internet Explorer, click Compatibility View Settings. The Compatibility View
Settings dialog box is displayed.
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Figure 5-18: Compatibility View Settings

m You can add and remove websites to be displayed in
m Compatibility View.

Add this website:

| Add
Websites you've added to Compatibility View:

dh-app-m-acg Remove

nice.com

pt.local

[ ] pisplay all websites in Compatibility View
[ | visplay intranet sites in Compatibility View
[ pownload updated compatibility lists from Microsoft

Learn more by reading the Internet Explorer privacy statement

2. Type the Application Server URL for the instance of NICE Interaction Management that you are using.
For example, dh-app-m-acg.

3. Click Add.
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Internet Explorer 11

Compatibility of NICE Web Applications with Internet Explorer 11 32,

64-bit
Product NICE Interaction Management,
Release NICE Interaction Management R4.1
Synopsis Windows 8 Professional 32/64-bit

Windows 8 Enterprise 32/64-bit
Windows 8.1 Professional 32/64-bit
Windows 8.1 Enterprise 32/64-bit
Windows 7 Professional SP1 32/64-bit
Windows 7 Enterprise SP1 32/64-bit
Windows 7 Ultimate SP1 32/64-bit

Windows Server 2008 R2 SP1 Standard Edition 64-bit
Windows Server 2008 R2 SP1 Enterprise Edition 64-bit

General Description and Conclusions

General tests were performed using Internet Explorer 11 (IE11) with NICE Interaction Management

Release 4.1.

Conclusions

The NICE Interaction Management is compatible with all tested operating systems with the following

limitations:

¥ You should only run one NICE Interaction Management Applications Suite per browser.

¥ You should only use the XBAP technology with the Windows 8.1 client system.

B For Internet Explorer 11 on Windows 8.1, you must have NICE Interaction Management Release

4.1.46 or above.

See NICE Interaction Management 4.1 Known Issues with Internet Explorer 11 on the next page.
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NICE Interaction Management 4.1 Known Issues with Internet
Explorer 11

The following section describes known issues when using Internet Explorer 11:

When the NICE Application Server is identified as an Internet site, the following message may appear:

NICE Perform Applications Suite requires Microsoft.NET framework version 3.5 or higher Installed on this
computer. Install the proper version and restart the Web browser.

NICE Perform@

Applications Suite requires
Microsoft .NET framework
version 3.5 or higher
Installed on this computer.
Install the proper version
and restart the Web

browser.

See Adding the NICE Interaction Management Web Application URL to the Compatibility View
Settings List below

Adding the NICE Interaction Management Web Application URL to
the Compatibility View Settings List
To ensure that NICE Interaction Management works properly when using Microsoft Intemet Explorer 11,

you should make sure to add the URL from the application server to the Windows Compatibility View
settings.

O To add the NICE Interaction Management Application URL to the Compatibility
List:

1. Inthe Tools menu, click Compatibility View Settings. The Compatibility View Settings dialog box is
displayed.
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Figure 5-19: Compatibility View Settings

m You can add and remove websites to be displayed in
m Compatibility View.

Add this website:

| Add
Websites you've added to Compatibility View:

dh-app-m-acg Remove

nice.com

pt.local

[ ] pisplay all websites in Compatibility View
[ | visplay intranet sites in Compatibility View
[ pownload updated compatibility lists from Microsoft

Learn more by reading the Internet Explorer privacy statement

2. Inthe Add this website field, enter the Application Server URL for the instance of NICE Interaction
Management that you are using. For example, dh-app-m-acg.

3. Click Add.
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Microsoft .NET Framework

This chapter provides information, support, and solutions for Microsoft .NET Framework.
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Nice Applications Software Requirements

Product NiceLog & NiceUniverse

Release

Synopsis

Nice Applications suite version 8.8, runs today with MDAC 2.6.1 SP1 installed. This software is also
installed when installing the Nice Applications suite. In those instances where there is a lower MDAC
version installed, it must be upgraded.

The installation will detect the lower version and install the MDAC 2.6.1 SP1. The upgrade can also be a
higher version than 2.6.1 SP1 such as 2.7 and in this case use the following procedure to upgrade the
MDAC.

© To upgrade the MDAC file:

1. Access the Microsoft downloads from
http://www.microsoft.com/data/download.htm
2. Click Microsoft Data Access Components and select the MDAC version you require.

Download and install the relevant file.

¥ NOTE: For OS in different languages, a suitable MDAC should be download (by
choosing the language from the Combo Box
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NICE Interactions Center Server Workaround for
Microsoft .NET 3.5 Framework

Product NICE Perform
Release NICE Perform® Release 3
Synopsis This section describes the workaround to enable configuration of the
Integration software on the NICE Perform Release 3 SP4
Interactions Center server, when Microsoft .NET 3.5 Framework is
installed.
Problem

The Integration software cannot be configured on the NICE Perform Release 3 SP4 Interactions Center

server, when Microsoft .NET Framework 3.5 is installed. An error message that .NET 2.0 SP1 is not
supported, is received.

Workaround

To work around the problem, uninstall both .NET Framework 3.5 and .NET Framework 2.0 SP1. Then

install .NET Framework 2.0 and configure the Integration software. After verifying successful installation
and operation, re-install .NET Framework 3.5, which automatically installs .NET 2.0 SP1.

€» To Work around the Problem:

1. Uninstall Microsoft .NET Framework 3.5.:

a. Navigate to: Start > Settings > Control Panel > Add or Remove Programs.

b. Select Microsoft .Net 3.5 Framework.

c. Click Change/Remove.

Microsoft .NET Framework 3.5. is uninstalled.

2. Uninstall Microsoft Framework .NET 2.0 SP1.:

a. Navigate to: Start > Settings > Control Panel > Add or Remove Programs.

b. Select Microsoft .Net 2.0 SP1 Framework.

c. Click Change/Remove.

Microsoft .NET Framework 2.0 SP1 is uninstalled.
3. Install Microsoft .NET Framework 2.0.:

Install Microsoft .NET Framework 2 from the CD provided by Microsoft. Follow installation

instructions.

4. Configure the Integration software:
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Workaround

a. Insert the NICE Perform Release 3 Interactions Center CD.
b. Navigate to Integration > Connection Manager > Drivers.
c. Select SP4.

d. Double-click setup.exe.
The Integration software is configured.

5. Verify that the NICE Perform Release 3 Interactions Center has successfully configured the
Integration software and is fully operational. This is assured when no error messages are displayed.

6. Install MS .NET Framework 3.5:
Install MS .NET Framework 3.5 from the CD provided by Microsoft. Follow installation instructions.

This installation will also install .NET 2.0 SP1.
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NICE Support for Microsoft .NET Framework

Product .NET Framework Support
Release Version 8.9, NICE Perform® Release |, 11, 3, and 3.1 and above
Synopsis This section describes support for Microsoft .NET Framework (versions

1.1, 2.0, 3.0 and 3.5) by NICE products, from V8.9 system through
NICE Perform Releases |, Il, 3, and 3.1 and above.

This section incorporates previous NICE technical support notes for
Microsoft .NET Framework (versions 1.1, 2.0 and 3.0.).

Overview

This section provides information regarding NICE products support for Microsoft .NET Framework
(versions 1.1, 2.0, 3.0 and 3.5).

NICE Logger Requirements

The following NICE Logger versions require Microsoft .NET Framework 2.0:
Logger PCI 9.01 SP8 and above

Logger PCI 9.03 SP3 and above

B Logger9.06

B LoggerVolP 9.12

-

Microsoft .NET Framework Server-Side Support

The following table lists the NICE release versions and indicates which version supports Microsoft .NET
Framework (versions 1.1, 2.0, 3.0, 3.5, 4, and 4.5)

Table 6-1:
NICE Release Versions support Microsoft .NET Framework - Server-Side

No. | Release Status
Version

Approved for all environments, except Playback Organizer version 2.

NICE Perform Only .NET 1.1 is approved.
Release |
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Microsoft NET Framework Server-Side Support

No. | Release Status
Version

NICE Perform For Service Packs prior to SP4: Only .NET 1.1 is approved.
Release For Service Packs SP4 and above: .NET 2.0 and .NET 3.0 are
approved.

For Service Packs SP5: .NET 3.5 is approved.

IPC 9.09 .NET 1.1 and .NET 2.0 are approved. If .NET 2.0 is installed on server,
run relevant SetSecurity applicable to .NET 2.0.

NICE Perform Prior to and including SP1, only .NET 1.1 is approved.

Release 3 For SP2 and above, .NET 2.0 is required; see the warning below. .NET

3.0is approved.

For SP4, .NET 3.5is approved. See NICE Logger Requirements on
the previous page.

NICE Perform .NET 2.0 is required. See the warning below.
Release 3.1 and

above/NICE
Interaction .NET 3.0 is approved.

Management 4.1 | NET 3.0 Service Pack 1 is approved.
.NET 3.5is approved.

.NET 3.5 SP1 is approved.

.NET 4.0 is approved.

.NET 4.5is approved*.

.NET 2.0 Service Pack 1 is approved.

Notes:
Microsoft .NET Framework 3.5 is required for the Telephony Services Server.

Installing Microsoft .NET Framework 3.5 Service Pack 1 also installs .NET Framework 2.0
Service Pack 2 and .NET Framework 3.0 Service Pack 2. Installing Microsoft .NET Framework
4.0 also installs Microsoft .NET Framework 3.5 Service Pack 1.

*Microsoft .NET Framework 4.5 may be installed on the server-side machine, but it is not required.
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Microsoft NET Framework Client-Side Support

WARNING!
.NET Framework 2.0 must be installed before installing the Applications Suite.

If you started installing the Applications Suite without .NET 2.0 Framework, the Applications
Suite installation will fail. To solve this problem, abort the Applications Suite installation,
install .NET 2.0 Framework, and then run the Applications Suite installation again.

Microsoft .NET Framework Client-Side Support

The following table lists the NICE release versions and indicates which version supports Microsoft NET
Framework (versions 1.1, 2.0, 3.0, 3.5, 4, and 4.5).

Table 6-2:
NICE Release Versions support Microsoft .NET Framework - Client-Side

No. | Release Status
Version
8.90 Approved.

NICE Perform Approved with Applications SP7 and above. Must be installed side by
Release | side with.NET 1.1 and the relevant hot fixes.

See RN0444 NICE Perform Applications V9.01.7.42 (SP7) for the list of
known issues.

NICE Perform Approved with Applications SP3. Must be installed side by side
Releasell with.NET 1.1 and the relevant hot fixes.

See RN0431 NICE Perform RIl Applications 9.08.3.09 (SP3) for the list
of known issues.

SP4 resolves the known issues which are described in RN0431.
However, .NET 1.1 and .NET 2.0 must be installed side by side.

For Service Pack SP5: .NET 3.5 is approved.

IPC 9.09 .NET 1.1 and .NET 2.0 are approved. If .NET 2.0 is installed on server,
run relevant SetSecurity applicable to .NET 2.0.
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No. | Release Status
Version

NICE Perform For Release 3 SP1, only .NET 1.1 is approved.
Release 3 Above Release 3 SP1, .NET 1.1, .NET 2.0 and .NET 3.0 are approved.

See RN0466 NICE Perform Applications Suite Release 3 (SP1) for the
list of known issues.

For Release 3 SP2 and above, .NET 2.0 is required.

For Release 3 SP4, .NET 3.5 is approved. See Microsoft
.NET Framework Server-Side Support on page 145

NICE Perform .NET 2.0is required.
Release 3.1 and

above/NICE
Interaction .NET 3.0is approved.

Management 4.1 | NET 3.0 Service Pack 1 is approved.
.NET 3.5is approved.

.NET 3.5 SP1 is approved.

.NET 4.0is approved.

.NET 4.5 is approved*.

.NET 2.0 Service Pack 1 is approved.

Notes:

Installing Microsoft .NET Framework 3.5 Service Pack 1 also installs Microsoft .NET Framework
2.0 Service Pack 2 and Microsoft .NET Framework 3.0 Service Pack 2. See Figure 1-1 (from the
.NET Framework Developer’s Guide). Installing Microsoft .NET Framework 4.0 also installs
Microsoft .NET Framework 3.5 Service Pack 1.

*Microsoft .NET Framework 4.5 may be installed on the client-side machine, but it is not required.

Figure 6-1: .NET Framework Developer’s Guide

HET Framens s Develoger's Gude
.NET Framework 3.5 Architecture
The archiecturn of the MET Framemerk wersicn %8 and 1.5 Servon Pack § (591} bulds upen the marcker wersicns of the KET Frammmmork

MET Framawsrc 20 These service paces are avaiable o mey ravide nddsieal funtionabty for fulure

ere avaiable as saparste domrnizads.
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Microsoft .NET Framework 4 Requirement for NICE
Interaction Management 4.1

Microsoft .NET Framework 4 is now required for all NICE Interaction Management 4.1 sites. See the
Certified Servers Guide for more details about requirements.

SRT release 2.5.6 and later will check for Microsoft .NET Framework 4. SRT releases before 2.5.6 will not
fail if Microsoft .NET Framework 4 is installed, but also will not notify if Microsoft .NET Framework 4 is not
installed. Therefore, you must manually check whether Microsoft .NET Framework 4 is installed by looking
at the components in the Add/Remove Programs window.

If 1IS is installed after Microsoft .NET Framework 4, change the Application Pool to .NET2 as described
below.

#» To change the Application Pool to .NET2:

1. Select Start > Run. The Run window appears.
2. Enterinetmgr and then click OK.

The Intemet Information Services (11S) Manager window appears.

Figure 6-2: Internet Information Services (lIS) Manager Window

@. § | uFr MICEWMEZIOCOC  Acckcation Pock w o e

CComections | e e
Q- 1 12 18, U‘J'l Application Pools .

L e bcee Deimoonar | T B lets you ot of the server,
4 MICEHEHCOCIDEIMIIRA | i with ke pricessss, contain e or maore appicabens, and rorids soiton amor
! Accation Pocks dffarart sooboations.

. e

% ) Defont Web ks Fhens - Gshow sl | Gowby: NoGromeg

Sots | vEr... | Managed .. | igereiy Lcokcatc || = pecpe.

AP ET 0 0 Darted w40 Intagated  Apphtstorfoolidertity O —

g Tvi0dasc  Sated w40 s o

ks ETmphu Swwd w21 Cksc  Apceaseny © e Setigs...
A2 CutmbigePod Rarted V20 Intograted  ApplcationPoalldertity 6 Recyding...

hupgktofod  Rarted  v20 O DCI000RS |
Udvcesecmelogripph . Sated V0 IMegated  LocalSystem 2

3. Inthe Connections pane on the left side, click Application Pools.

4. Inthe Application Pools list, double-click DefaultAppPool. The Edit Application Pool window
appears.
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Figure 6-3: Edit Application Pool Window

Edit Application Pool TS|

IName:

DefaultAppPool

JMET Framework wersion:

&

M .NET Framework v4.0.30319 ‘

JMET Framework w2.0.50727

Mo Managed Code

Start application pool immediately

[ ] 4 i | Cancel

5. Fromthe .NET Framework dropdown menu, select .NET Framework v2.0.50727.
6. Click OK.

7. Inthe Actions pane on the right side, click Recycle.
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Microsoft .NET Framework 4.5 with NICE Perform 3.2/3.5
and NICE Interaction Management 4.1

¥ NOTE:

B The information in this section is relevant when using ASP.NET. For example you will
have a URL with an .aspx exention as shown in the following example:

http://<server
name>/NiceApplications/Desktop/webpage/DeskTopWebForm.aspx

= For.Net4.0 support and up using NICE Interaction Management 4.1.46, please see
Microsoft .NET Framework 4.0 and up with NICE Interaction Management 4.1.46
and Later on page 154

Microsoft .NET Framework version 4.5 has been tested and approved for use with NICE Perform 3.2/ 3.5,
and with NICE Interaction Management 4.1

Installing Microsoft .NET 4.5 on machines may cause a problem with the login procedure to NICE
Perform/NICE Interaction Management. The following error message may appear during the initialization
phase.

Figure 6-4: Error Message During Initialization Phase of NICE Perform/NICE Interaction Management

Error occurred during
initialization phase.
Click Relogin to try
again.

A existing connection
was forcibly closed by the
remote host

Relogin |

To fix this problem, the EnablelEHosting value of the registry subkey
HKLM/SOFTWARE/MICROSOFT/.NETFramework must be set to 1. For more details please read the
Microsoft article Application Compatibility in the .NET Framework 4.5.

©» To work around the problem:

1. Click Start>Search, and in the search field, type Regedit.
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Figure 6-5: Regedit Search Results

Praoagrams {13

ﬁ regedit

' Seemore results

| regedit]

3 Logoff Pl

2. Right-click the Regedit icon and select Run as Administrator from the menu.

3. Enterthe correct user credentials for working with registries.

4. Follow the link mentioned above to find the required registry folder.

I NOTE: The registry path is different for 32-bit and 64-bit Windows operating systems:

B 32-bit: HKLM\SOFTWARE\MICROSOFT\.NETFramework
B 64-bit: HKLM\SOFTWARE\Wow6432Node\Microsoft\.NETFramework

5. Right-click in the registry folder and select New>DWORD (32-bit) Value to create a new DWORD

value key.

Figure 6-6: Creating a New DWORD Value Key in the .NET Framework Registry

&' Registry Editor
Fle Edt View Favorites Help

=8 Computer
HKEY_CLASSES_ROOT
HKEY_CURRENT _LISER
B | HKEY_LOCAL MACHINE
ECDO0000000
HARDWARE
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SECURITY
SOFTWARE
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s Classes
Clients
. Microsoft
MICE Systems

-

T

o-@8--EB-05-6-5-80-0

ODBC

. Policies
RegisteredApplications
Symantec

. WowE432Node

AUBYA

Classes

Clierts

B | Microsoft

3 METFramework

= |

Hame | Type | Data

28] (Default) REG_SZ

(value not set)
2bHnstalRoot REG_SZ

String Vale
Binary Yalue

[oworD 32-bi) Vake
QWORD (6+-bit) Value

Mult-String value
Expandable String Yalue

4] |

C:\wincdows|icrosoft NETiFramework|

(Compuker |HKEY_LOCAL_MACHINE\SOF TW ARE \Wow6< 32 ode  Microsoft| NETFramewar]

Al

6. Rename the new key as follows: EnablelEHosting

Figure 6-7: New EnablelEHosting DWORD

| Twpe | Data
REG_S5Z (value not set)
REG_5Z Ciiiindows\Microsoft, MET'\Framework),
REG_DWORD 0500000000 {0

7. Right-click the EnablelEHosting key and select Modify from the menu.
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Figure 6-8: Modify New EnablelEHosting DWORD

Modity Binary Data. ..

Delete
Rename

[=] B3
[ame | Tvpe | Daka
ab|{Default) REG_S57 {value nok set)
.a!'\}InstallRoot REG_52Z Ci\ywindows\Microsoft, NET|Framewark),
________ Ox00000000 (0
I Modify i (o)

i

4

8. Inthe Edit DWORD (32-bit) Value window that appears, type 1 in the Value data field and click OK.
Figure 6-9: DWORD Value

Walle name:

Edit DWORD {32-bit} ¥alue

Yalue data;
1|

IEnaI:uIEI EHosting

baze

{* Hexadecimal

" Decimal

I Cancel |

I NOTE: If this procedure must be performed on multiple client/server machines, use the
SCCM/SMS package that contains the registry file to create the EnablelEHosting registry subkey.
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Microsoft .NET Framework 4.0 and up with NICE
Interaction Management 4.1.46 and Later

If your client machine has the Microsoft .NET Framework version 4.0 and up, when you signin to NICE
Interaction Management, you will notice that the extension is .XBAP. You must note the following when
working with an XBAP page.

m

Internet Explorer 10 works with XBAP only when using compatibility mode (Compatibility mode is
the Microsoft Internet Explorer default mode). For information on using NICE Interaction
Management in compatibility mode, see Adding the NICE Interaction Management Web
Application URL to the Compatibility View Settings List on page 135.

If you changed your system configuration to work with .NET Version 4.5 when using Release
4.1.45, you can revert back to the original system configuration if you install NICE Interaction
Management 4.1.46 or later.

When using XBAP, the Tool menu disappears from the Internet Explorer tool bar. To view the tool
menu, you can do one of the following:

B Open anew tab. The Tools menu will be available in the new tab.

B Click the Internet Options button in Internet Explorer and use the Internet Options window. If
this button does not appear, right-click in the Button bar and add it.

The URL address to any NICE Interaction Management projects you were using will be different
when using XBAP.

Instead of the ASPX link http://<server
name>/NiceApplications/Desktop/webpage/DeskTopWebForm.aspx, the new address will be
http://<server name>/NiceApplications/Desktop/XbapApplications/NiceDesktop.XBAP.

NICE Interaction Management 6.3 is designed to work only with XBAP, but not with ASPX.

If you previously created shortcuts/favorites,then replace all previously saved links to the new
address.

For information on setting up the client computer to work with ASPX, see Using ASPX to Log In To NICE
Interaction Management When Using .NET 4.0 or Higher in the Workstation Setup Guide.
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Beginning with NICE Interaction Management 4.1.46, XBAP can be used to log in to NICE Interaction
Management / NICE Engage Platform when the client workstation is working with Microsoft .NET4.0 or
higher.

Why XBAP?

XBAP is a Windows Presentation Foundation (WPF) technology deployed with ClickOnce by Microsoft. It
allows Internet Explorer (IE) hosting when .NET4.5 is installed.

If you are working on a system with Microsoft .NET 4.0 or higher, XBAP is automatically used to signin to
NICE Interaction Management / NICE Engage Platform.
Limitation:

Internet Explorer 10 works with XBAP only when using compatibility mode (Compatibility mode is the
Microsoft Internet Explorer default mode).

For information on using NICE Interaction Management / NICE Engage Platform in compatibility mode,
see the section Interet Explorerin Third-Party Guidelines.

Why ASPX?

ASPX is used if you are working with a .NET version lower than 4.0.

Contents
USING XBAP 156
USING ASPX (ASP.NET) « oo 166
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Using XBAP

When using with Microsoft .Net Version 4.0 or higher, you automatically log in to an XBAP page. If you
need to log in to NICE Interaction Management in ASPX, you must manually configure your client machine

touse ASPX.
Contents
Installing the NICE Security Certificate for XBAP ... . 156
Using XBAP Without the NICE Security Certificate ... ... ... ... 158
Configuring XBAP with NICE Interaction Management 4.1.4X ... .. . 161
Using XBAP with Release 4.1 and 6.3 0nSame Site ... ... .. L 161
Uninstalling XB A P L 164

Installing the NICE Security Certificate for XBAP

This section describes how to install XBAP with the NICE XBAP Security Certificate. This procedure
prevents the security warning messages from appearing on the clients workstations. See Figure 7-8 in
Using XBAP Without the NICE Security Certificate.

Before You Begin

J—
|

J—
|

J—
|

L]

L]

You must have Microsoft .NET 4.0 or higher installed on your client machine.
You must install NICE Interaction Management / NICE Engage Platform.

Enter the URL for the NICE Interaction Management / NICE Engage Platform Application Server to
the trusted site groups in Internet Explorer.

Deploy the NICE XBAP Security Certificate to workstations using a Group Policy (GPO).
Install XBAP on workstations.
¥ NOTE: XBAP can only work with the latest UrlScan. If you installed UrlScan before 20

July 2014, download the latest version from the Software Download Center (SDC) and
install it according to the instructions in the Hardening Guide for Windows 2008 R2.

To install the NICE XBAP Security Certificate:

On the relevant Active Directory Domain Controller (DC) Server, download and install the NICE XBAP
Security Certificate by doing the following:

a. Fromthe NICE Software Download Center, download the ZIP file containing the
NICE XBAP Security Certificate ZIP file. For example: NICEVerisignXBAP.zip.

b. Extract the content of the NICE Security Certificate ZIP file.
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Installing the NICE Security Certificate for XBAP

¥ NOTE: File names in the NICE XBAP Security Certificate ZIP file may change.

C.

Follow Microsoft instructions in http://technet.microsoft.com/en-us/library/cc770315
vws.10).aspx for deploying the NICE XBAP Security Certificate by creating an Active Directory

Group Policy.

In the Group Policy, import the extracted *.p7b certificate to the Trusted publishers folder.

Figure 7-1: Trusted Publishers Folder

Fle Action View Help

|8 Group Policy Management Editor

es[2@0lc=EE
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5[] Polcies L) verisian Class 3 Code Signing 2010 CA VeriSign Class 3 Public Primary Certfication Authoriey - G5 2/8/2020
Softwars Settings L5 verisign Class 3 Public Primary Certfication Autherity - G5 VeriSian Class 3 Public Primary Certfication Authoriey - G5 7/17/2036
=

In the Group Policy, move the file VeriSign Class 3 Code Signing 2010 CA to the Intermediate
Certifications Authorities folder.

Figure 7-2: Intermediate Certifications Authorities Folder
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D Mk b Areoce Orntectinn
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and is not mandatory for the Group Policy Object (GPO).

The following window appears:

¥ NOTE: The Public Primary Security Certificate is included by default in every machine,

In the workstation computer, when logging in for the first time, open a new Internet Explorer window
and enter the following URL: http://<server name>/nice. The server name is the name of the
NICE Interaction Management / NICE Engage Platform Applications Server.
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Figure 7-3: NICE Interaction Management / NICE Engage Platform Applications Suite Security Windows

NICE Interaction Management

* Nice Systems

Verifying Application Requirements

Bytes already downloaded: 0 KB
Total bytes: 0 KB

Cancel

3. Once the installation finishes, you are prompted to log into NICE Interaction Management / NICE
Engage Platform with your credentials.

¥ NOTE:

B When using XBAP the Internet Explorer Tools menu item disappears from the display.

Figure 7-4: Normal Internet Explorer Display

e New Tab - Windows Internet Explorer

p—

= =
| Ele Edt View lees_deb

Figure 7-5: XBAP Internet Explorer Display

5 htp:/ /ppeu-nice/nice - Windows Internet Explorer

e ippeu-nice NiceAppications| 30y i b 0 =[] i@ ppetrnica
e oo oo rorai o>,
NICE®

My Reports
8 | Group By: [Topic - al=el |5

My Reports Scope Report Name Template Name Template ... Creator Last Run | Avg |
=/ Topic: General
@ Public| ITP Quality Score by ... Quality Score by Param... Advanced QA ... NICE, Superu... | 2/4/2014

G Priv... 1A anal... €l... |NICE, Superu... | 1/31/2014
% Priv... word spotting word Search Audio Analysi... NICE, Superu... |1/31/2014
(B Priv... user details Users Details User Administ... NICE, Superu... | 2/4/2014

B When using XBAP the URL address changes from .aspx to NICEDesktop.xbap.
Figure 7-6: XBAP URL

£ http://ppeu-nice/nice - Windows Internet Explorer

*1| @ ppeurnice

Using XBAP Without the NICE Security Certificate

This topic describes how to prepare the client machine to work with XBAP.
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¥ NOTE:

= If you followed the instructions in Installing the NICE Security Certificate for
XBAP on page 156, XBAP is already installed and you do not need to follow this
procedure.

F  Toavoid the Application Run - Security Warning Window on the next page
security warning, follow the procedure described in Installing the NICE Security
Certificate for XBAP on page 156.
Before you begin, note the following:
B You must have Microsoft .NET 4.0 or higher installed on your client machine.

B Enter the site for your NICE Interaction Management application server in the Local Intranet Group
in Internet Explorer.

B Install XBAP on the client machine.

© To install XBAP:

1. Open a new Internet Explorer window and enter the following URL:
:http://<server name>/nice or : https://<server name>/nice.

The server name is the name of the NICE Interaction Management / NICE Engage Applications
Server.

The following windows appear:

Figure 7-7: NICE Interaction Management / NICE Engage Platform Applications Suite Verifying
Application Requirements Window

NICE Interaction Management

* Nice Systems

Verifying Application Requirements

Bytes already downloaded: 0 KB
Total bytes: 0 KB

Cancel
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Figure 7-8: Application Run - Security Warning Window

Application Run - Security Warning
D t to run this application? >y
0 you want to run this application: % \\,_:'

Mame:
MICE Interaction Management

From [Hover over the string below to see the full domain):
as-rn-app pgerd.corm

Publisher:
MICE Systerns Ltd,

While applications from the Internet can be wseful, they can potentially harm your computer, If
wou do not trust the source, do not run this software. More Information...

2. Click Run and wait for the XBAP installation to finish.

3. After the successful installation, you are prompted to log into NICE Interaction Management / NICE
Engage Platform with your credentials.

¥ NOTE:
B Administrative rights are not required for this action.

B When using XBAP the Internet Explorer Tools menu item disappears from the display.

Figure 7-9: Normal Internet Explorer Display

e New Tab - Windows Internet Explorer

)
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Figure 7-10: XBAP Internet Explorer Display

5 htp:/ /ppeu-nice/nice - Windows Internet Explorer
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B When using XBAP the URL address changes from .aspx to NICEDesktop.xbap.
Figure 7-11: XBAP URL
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*?| 2 ppeunice
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Configuring XBAP with NICE Interaction Management 4.1.4x

If you are already using NICE Interaction Management 4.1.46 or higher, and have .NET 4.0 or higher
installed on the client machine, you can switch to using XBAP.

{» To switch to XBAP if you are using .NET 4.0:

1. Loginto NICE Interaction Management at http://<ServerName>/nice or
https://<ServerName>/nice.

Where the server name is the name of the NICE Interaction Management Applications Server.
2. Install the XBAP applications as described in Using XBAP Without the NICE Security Certificate
on page 158.

& To switch to XBAP if you are using .NET 4.5:

-_—

From the search box in the Start menu, type regedit.
From the menu list, right-click regedit and select Run as Administrator.

Enter the correct user credentials

> 0D

In the Registry Editor, browse to the registry folder. The registry folder that you need differs for 32-bit
and 64-bit systems.

For 32-bit: HKLM\ SOFTWARE\MICROSOFT\ . NETFramework

For 64-bit: HKLM\ SOFTWARE\Wow6432Node\Microsoft\.NETFramework
5. Right-click EnableIEHosting and select Delete.
6. Click Yes to confirm that you want to delete this key from the Registry.

7. Install the XBAP applications as described in Using XBAP Without the NICE Security Certificate
on page 158.

Using XBAP with Release 4.1 and 6.3 on Same Site

XBAP has to be installed with the same version across the site to work.

! Important!

Both NICE Interaction Management 4.1.48 and NICE Engage 6.3.4 include integration with
XBAP 7.0.0.0.

This procedure is only applicable for NICE Interaction Management 4.1.47 and below.

In sites that use NICE Interaction Management and NICE Engage Platform 6.3, different versions of XBAP
may be installed. In such cases, when attempting to use XBAP an Application Deployment Error appears.
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Figure 7-12: Application Deployment Error

o Application Deployment Error
The application cannot be deployed. Contact

the application publisher for assistance.

More information about this application can be
found by visiting the site here

Open Errer Log

Resolve this error by setting XBAP to the same release on all Application Servers.

Before You Begin

This procedure is only applicable for NICE Interaction Management Release 4.1 4.1.47 and below. If a
higher version is installed, do not complete this procedure.

€ To set the same XBAP version for all releases:

1. Determine which Application Server hosts NICE Engage Platform, and which Application Server hosts
NICE Interaction Management.

2. Inthe Application Server that hosts NICE Interaction Management, create a backup of the
XbapApplications folder which is located in:

<drive>:\Program files\NICE\Systems\Applications\Desktop\XbapApplications
In the Application Server that hosts NICE Engage Platform, copy the XbapApplications folder.

4. Paste the XbapApplications folder into the same location in the NICE Interaction Management
Application Server.

5. Clearthe catch in Internet Explorer (IE) by doing the following:

a. Open IE and from the Safety drop-down menu, select Safety > Delete Browsing History...
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b.

Figure 7-13: Internet Explorer Safety Tab

ﬁ - « [ Qég - Eagev EEfEt!f' Tools = @v =

-I ¥ Delete Browsing History... Ctrl+ Shift+Del
#p InPrivate Browsing Ctrl+Shift+P
L-:;b cEUpayc
InPrivate Filtering Ctrl+Shift+F
InPrivate Filtering Settings
E@ SmartScreen Filter r
Windows Update

The Delete Browsing History window appears.

In the Delete Browsing History make sure the following options are selected:

B Temporary Internet files
E  Cookies

B History
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Figure 7-14: Delete Browsing History

Delete Browsing History @

[|iPreserve Favorites website data:

Keep cookies and temparary Internet files that enable your favarite
websites to retain preferences and display faster.

Temporary Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

Cookies
Files stored on your computer by websites to save preferences
such as login information.

History
List of websites you have visited.

[ Form data
Saved information that you have typed into forms.

[7] passwords
Saved passwords that are automatically filed in when you sign in
to a website you've previously visited,

[7] InPrivate Filtering data

Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit.

About deleting browsing history Delete ] [ Cancel

c. Click Delete.

6. Inthe NICE Interaction Management Application Server, Restart the following services:
B Microsoft Interet Information Server (11S)
¥ NICE System Administrator

Uninstalling XBAP

In case an error occurs during XBAP deployment, use this section to uninstall XBAP.

After XBAP is uninstalled, it is automatically installed again, when Internet Explorer is next run.

€ To uninstall XBAP:

1. Inthe client workstation, close Internet Explorer.
2. Navigate to: <user>\AppData\Local\.
3. Delete the Apps folder.
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4. Run Intemet Explorer and start NICE Interaction Management / NICE Engage Platform. XBAP installs
again on the workstation.
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Using ASPX (ASP.NET)

Tolog in to NICE Interaction Management / NICE Engage Platform in ASPX, you must manually configure
your client machine to use ASPX .

¥ NOTE: XBAP is used only for NICE Interaction Management Version 4.1.46 and higher.

Contents
Setting up ASP X With INET 4.0 166
Setting up ASPX with INET 4.5 . 168

Setting up ASPX with .NET 4.0

If Microsoft .Net 4.0 is installed on the client machine, do the following:

©» To set up ASPX for .NET 4.0:

1. Inthe Windows Internet Explorer window, from Tools select Internet Options.
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Figure 7-15: Internet Options Window

Internet Options " o e S|

General | Security |Privaq-' I Content | Connections I Programs I Aduancedl

Select a zone to view or change security settings.
Internet  [BIEN0EGEE  Trusted sites  Restricted
sites
Local intranet

This zone is for all websites that are

found on your intranet.

Security level for this zone
Allowed levels for this zone: Al

Medium-low
- Appropriate for websites on your local netwark
(intranet)
- Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

[]Enable Protected Mode {requires restarting Internet Explorer)
Custom level. ..

[ Reset all zones to default level ]

£

Default level

[ 0K ][ Cancel ] Apply

2. Inthe Security tab, select Local intranet, and then click Sites.

The Local Intranet window appears.

Figure 7-16: Local Internet Window

Local intranet

“w

lUse the settings below to define which wehsites are induded in
the local intranet zone.
[] automatically detect intranet network
Indude all local (intranet) sites not listed in other zones
Include all sites that bypass the proxy server
Indude all network paths (UNCs)

What are intranet settings? [ Advanced l [ O ] l Cancel
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3. Click Advanced.

© N o o &

The Local Intranet-Add Website window appears.
Figure 7-17: Add Websites

Local intranet &'

- —

‘”ﬁ You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

Add
Websites:
http://nicevm-52107.aaaaaaaaaa Remove

[] Require server verification (https:) for all sites in this zone

Close

Enter the name of the NICE application server in the Add this website to the zone field.
Click Add.

Click Close to close the window.

Click OK to close the Intermet Options window.

Run the NICE SetSecurity Application. See NICE SetSecurity Application in the Workstation Setup
Guide.

Setting up ASPX with .NET 4.5

If you are using Microsoft .NET 4.5 and need to use ASPX, you must do the following in the Registry
Editor, then follow the directions in Setting up ASPX with .NET 4.0 on page 166.

#» To make changes in the Registry Editor

1.

2
3.
4

From the search box in the Start menu, type regedit.
From the menu list, right-click regedit and select Run as Administrator.
Enter the correct user credentials

In the Registry Editor, use the path below to browse to the .NETFramework registry folder. Select that
folder.
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The registry folder that you need differs for 32-bit and 64-bit systems:
B For 32-bit: HKLM\ SOFTWARE\MICROSOFT\ .NETFramework
B For64-bit: HKLM\ SOFTWARE \Wow6432Node\Microsoft\.NETFramework

5. Right-click the correct folder and go to New then select DWORD (32-bit) Value.
Figure 7-18: DWORD Value

Name Type Data
Eh] (Default) REG_5Z 'WPF v2.0.6920.5011

ab]InstallRoot REG_SZ C:AWindows\Microsoft. NET\Framework\
RéEnableHosting  REG_DWORD 0x00000000 (0)

New 3 Key

String Value

Binary Value

DWORD (32-bit) Value
QWORD (64-bit) Value
Multi-String Value

Expandable String Value

6. Rename the new key EnablelEHosting.

7. Right-click the EnablelEHosting key that you just created and select Modify.
8. The Edit DWORD (32-bit) Value window appears.
Figure 7-19: Edit DWORD Value

e

Edit DWORD (32-bit) Value [

Walue name:

EnableHosting

Walue data: Baze
i @ Hexadecimal
") Decimal

| ok || Cancel

9. Inthe Edit DWORD (32-bit) Value window, type 1 in the Value data field.
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Microsoft SQL Server

This chapter describes support for the various Microsoft SQL Server versions.

Contents
SQL Server 2000 SPA 172
SQL Server 2005 for NICE Perform Release 3 . ... ... 173
SQL Server 2008 ..o 178

Cross-Release
Third Party Technical Guidelines (C5) -171 -



8: Microsoft SQL Server
SQL Server 2000 SP4

SQL Server 2000 SP4

Product SQL Server 2000 SP4

Release

Synopsis

Microsoft SQL Server 2000 SP4 was tested on all NICE components running with Microsoft SQL Server
2000 as set out in the table below.

Table 8-1:
Microsoft SQL Server 2000 SP4
SQL Server 2000 Type Component oS
SQL Server 2000 Server Edition CLS 8.70 Windows NT Server
CLS 8.80 Windows 2000 Server
CLS 8.90 Windows 2003 Standard Edition
CLS 8.93 Windows 2003 Standard Edition
NICE Perform Windows 2003 Standard Edition
SQL Server 2000 Personal Edition NCF I Windows NT WS
NCF I Windows 2000 Professional
NCF 11l Windows XP
Loggers Only 8.80 Windows 2000 Professional
Loggers Only 8.90 Windows 2003 Standard Edition
Advantage Windows 2000 Professional
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SQL Server 2005 for NICE Perform Release 3

Product NICE Perform®

Release NICE Perform Release 3

Synopsis This section describes the Microsoft SQL Server versions supported by
NICE Perform Release 3.

NICE Perform Release 3 uses Microsoft SQL Server 2005 (Standard Edition) for its database and Data
Mart infrastructure.

NICE upgraded to SQL Server 2005 for its outstanding security and advanced business intelligence
capabilities, as well as its improved performance and maintainability.

Supported SQL Server Versions

NICE Perform Release 3 is designed for optimal use of SQL Server 2005, with new features such as:

B Media Encryption — For securing the cryptographic information that is used for encrypting the
captured voice and screen media, and is stored in the Cryptographic Database.

NICE Perform - IEX Integration.
Interaction Analytics’ ClearSight™ — For Root-Cause Analysis.
Interaction Analytics’ Transcription (Speech to Text).

For a detailed overview of SQL Server 2005 additional benefits see Microsoft’s The Business Value of
Upgrading to SQL Server 2005 white paper, (October 2005).

For all new installations, SQL Server 2005 Standard Edition is used by default. Use of SQL Server 2000 will
not be allowed for any new installation of NICE Perform Release 3.

Existing implementations using SQL Server 200, either 8.9 or NICE Perform Releases 1 and 2, wishing to
upgrade to NICE Perform Release 3, will also require database migration.

Existing implementations of NICE Perform Release 3 pre-GA version, using SQL Server 2000, will be able
to continue using the existing SQL Server 2000 installation for a limited time, unless they want to take
immediate advantage of the NICE Perform Release 3 features mentioned above. NICE Perform Feature
Pack 1, which is expected mid 2008, will require SQL Server 2005. Therefore, NICE strongly recommend
prompt migration to SQL Server 2005 for all customers.

SQL Server Clustering
SQL Server 2005 Standard Edition supports SQL Server clustering.

SQL Server clustering also requires Microsoft Windows Server 2003 Enterprise Edition and certified
hardware.
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SQL Server Licensing

Customers can purchase SQL Server software and licenses from NICE or provide SQL Server software
and licenses on their own.

¥ NOTE: The NICE Perform Application Suites do not include SQL Server
software and licenses for the database servers.

SQL Server Software and Licenses Purchased from NICE Systems
Customers can purchase the following types of SQL Server 2005 Standard Edition licenses from NICE:

Table 8-2:
SQL Server Licenses

SQL Server Price List Item Description

License

Server and Client SQL-CAL-LIC User based licensing suitable for deployments where
Access License only a limited number of users are using the NICE
(CAL) applications.

The customer needs to purchase as many CALs as
the number of users/devices that access the SQL
Server directly or indirectly.

Each Device CAL permits one device, used by any
user to access the SQL Server.

Each User CAL permits one user, using any device, to
access the SQL Server.

Any Device and User CAL combination can be used:
You may select to purchase the minimum number of
required CALs based on number of seats or number of
users, but the purchase order must include a certain
minimum number of CALs (see note below).

Per-Processor SQL-CPU-LIC SQL Server Per-Processor licensing is based on the
License number of CPUs on the server machine that runs the
SQL Server. A Per-Processor license supports an
unlimited number of users.

To encourage the use of dual-core processors,
Microsoft charges the same amount of money per
processor, regardless of the number of cores in the
processor.
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¥ NOTE:

SQL-CAL-LIC and SQL-CPU-LIC price list items see SQL Server 2005 only. For a
limited time, you may continue and use the former DUAL-CPU-SQL price list item to
order additional Per-Processor licenses for SQL Server 2000 for existing pre-GA
installations of NICE Perform Release 3. See Special Notes for New and Old Price
Lists on page 177 below.

= Userbased licensing shall be used for the NICE Perform Interaction Package
only. For all NICE Perform application packages other than the Interaction
Package, and for Interaction Package deployments with a large number of
users/seats (50 or more users/seats), Per-Processor (CPU) based licensing
shall be used.

T Inuserbased licensing, a CAL is required for each user/seat that accesses the
database server directly or indirectly. Hence, users of the ROD application also
require CALs.

B For user based licensing, the purchase order must include a minimum of five
CALs, (5 SQL-CAL-LIC).

If the SQL Server software and licenses are purchased from NICE, then NICE provides the customer with
the SQL Server Auto-Setup Installation CD and a printed SQL Server End-User License Agreement
(EULA) stating the number of licenses and their type. The Auto-Setup CD can also be used to upgrade an
existing SQL Server 2000 installation to SQL Server 2005.

SQL Server software and licenses purchased from NICE cannot be used for any purpose other than to
serve NICE products. The SQL Server installation is embedded in the NICE Perform SQL Server Auto-
Setup installation and cannot be separated from it. The installation is performed by a certified installer of
NICE or a business partner.

The SQL Server Auto-Setup installation is followed by the NICE Perform Database Suite installation and
the NICE Perform Application Server installation.

Customer-Provided SQL Server Software and Licenses

NICE allows customers to provide SQL Server software and licenses on their own.

In this case, the customer is responsible for providing a machine with an installed SQL Server. The
following is required:

The server machine must satisfy the minimal hardware and network connectivity requirements
published by NICE.

The SQL Server configuration must fully comply with the NICE Perform SQL Server configuration
requirements.

The customer must present valid SQL Server licenses for the servers to be used by NICE
applications. See SQL Server License Requirements below.
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The NICE Perform Database Suite installation ensures that the SQL Server configuration meets NICE
requirements. The Database Suite installation may automatically stop if the SQL Server configuration
deviates from the NICE guidelines, to prevent any future performance difficulties or system malfunctioning
that may arise. If the server is improperly configured, the installation clearly presents the configuration
problem encountered, so the customer can make the necessary corrections.

The customer takes full responsibility for the support of the SQL Server, and communicates directly with
Microsoft. However, the customer needs to follow NICE maintenance and backup guidelines and consult
NICE on any configuration change. NICE remains fully responsible for the NICE Perform database itself.

Upgrading from SQL Server 2000 to SQL Server 2005

The NICE Perform Release 3 upgrades do not include SQL Server 2005 software and licenses.

In case an upgrade from SQL Server 2000 to SQL Server 2005 is required, customer needs to purchase
new SQL Server 2005 licenses from NICE or provide the necessary software and licenses independently.
SQL Server 2000 licenses cannot be reused.

There are no discounts on SQL Server licenses sold by NICE for SQL Server upgrade. Same prices apply
to both new SQL Server licenses and upgrades from SQL Server 2000 to SQL Server 2005.

SQL Server License Requirements

For all NICE Perform application packages, other than the Interaction Package, an SQL Server CPU-
based licensing scheme should be employed. Here are a few examples on how to use SQL Server Per-
Processor licenses for different deployments.

Single Site Deployment

In most deployments, the NICE Perform database and the Data Mart database are installed on and
managed by the same SQL Server.

Customer needs to purchase as many SQL Server Per-Processor licenses as the number of CPUs on the
server machine that runs the SQL Server. For example, a dual-processor machine requires two Per-
Processor licenses. SQL Server 2005 Standard Edition supports up to four CPUs.

In some deployments, for scalability reasons, the Data Mart will be installed on and managed by a separate
SQL Server. In this type of deployment, additional SQL Server Per-Processor licenses must be purchased.

Multi-Data Hub Deployment

A data hub is a combination of a NICE Perform Application Server and Database at a certain site.

A multi-data hub deployment includes several such data hubs located in different sites, of which one is
considered the Primary Data Hub and the others are considered to be secondary Data Hubs. Usually,
the Primary Data Hub site also features the Data Mart database, installed on and managed by a separate
SQL Server.
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An adequate number of Per-Processor licenses should be purchased according to the number of CPUs on
each server machine that runs SQL Server, both for Database Server(s) and Data Mart.

¥ NOTE: In a multi-data hub deployment, all SQL Server instances must have the
same SQL Server version.

Network Management Station (NMS)

NICE NMS uses a Microsoft SQL Server database to store and efficiently manage the information
contained in the NICE Management Information Base (MIB) file.

The NMS uses its own SQL Server 2000 Standard Edition installation, separated from the NICE Perform
database and Data Mart database.

¥ NOTE: The NICE Perform Application Suites, including NICE Perform SMB
Applications, do not include the NMS software. The NMS should be ordered
separately (NMS-NP-SRYV price list item).

The NMS requires a single SQL Server 2000 Standard Edition CAL, which is included in the NMS license
(NMS-NP-SRYV price list item). There is no need to separately order an SQL Server license.

If Unicenter Remote Admin Client is used on remote workstations, an additional CAL is required for each
Remote Admin Client. The additional CAL is included in the Remote Admin Client license (NMS-NP-CLNT
price list item). There is no need to separately order an SQL Server license.

NICE Perform SMB

NICE Perform SMB also employs Microsoft SQL Server 2005 Standard Edition. The NICE Perform SMB
Applications packages include 10 Client Access Licenses (CALs). Additional CALs can be purchased
using the SQL-CAL-LIC price list item.

Special Notes for New and Old Price Lists

The new price list for release 3, with SQL-CAL-LIC and SQL-CPU-LIC price list items, is effective as of
June 1st, 2007.

After June 1st 2007, orders for Release 3 that do not include the new price list items, will be treated based
on the new GA price list, and NICE will assume that the customer will supply the SQL Server software and
licenses on its own. Orders for new Release 3 installations that include DUAL-CPU-SQL will be
rejected.

Orders for upgrades from NICE Perform Release 3 pre-GA version that wish to continue using SQL Server
2000, require NICE Product Management and Project Management approval (commitment).

After June 1st 2007, orders for Release 3 will no longer include the NMS software and licenses by default.
The NMS software and licenses must be explicitly ordered using the adequate price list item.
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Enabling Microsoft Distribute Transaction Coordinator (MSDTC) to
Function in Multi Site Environments

Product NICE Perform, NICE Interaction Management

Release NICE Perform Release 3.x

NICE Interaction Management Release 4.1

Synopsis This section describes procedures that enable MSDTC to function
properly in multi site environments.

The SQL Server uses Microsoft Distribute Transaction Coordinator (MSDTC) to execute distributed
transactions.

A distributed transaction is a transaction between two SQL Servers. NICE Perform/NICE Interaction
Management creates a distributed transaction in multi site environments, for instance when the Rule
Engine writes storage tasks from the secondary site to the master site.

MSDTC will not function properly in an environment where the two servers are using the same Windows
OS image, for example where the ‘Ghost’ program is used to copy the Windows image to the disk. The
reason for the problem is that both servers that are installed from the same image, have an identical key in
the MSTDC section in the SQL Server registry.

If the distributed transaction fails and the registry keys are different, there may be other reasons for the
failure. See Final Verification on page 191.

This document describes how to fix the problem without re-installing the entire system.

! Important!

Make sure that your system is fully backed up before proceeding.

The process includes the following steps:

1. Removing the Network DTC Access.
Uninstalling the DTC.

Removing the MSDTC key from the registry.
Installing the MSDTC.

Re-installing the network DTC access.

S T

Restoring the original security settings.

Cross-Release
Third Party Technical Guidelines (C5) -178 -



8: Microsoft SQL Server

Removing the Network Distribute Transaction Coordinator (DTC) Access

Removing the Network Distribute Transaction Coordinator (DTC)

Access

The following procedure enables you to remove the DTC access.

©» To remove the network DTC access:

1. Select Start, and select Settings > Control Panel > Add or Remove Programs. The Add or

Remove window appears.

Figure 8-1: Add or Remove Programs Window

® Add or Remove Programs

terprise 10 Embedded

(@) intel Audio Studio 2.0

B Intel(R) PRO Network Connections Drivers
B micrasoft SQL Server 2000
Prceas

ozt NICE Database Suite

#5) nacE Perform Applications Suite 9,10
ﬁ Nice Perform Integrations

150 raxce Player

150 narce sams server

ﬁ NiceScreen Logger

ﬁ] ScreenSense Server

T sigmaTel Audio

5 windouws Server 2003 Service Pack 1

8 xLinst

e it from your computer, dick Change/Remave.

2. Click Add/Remove Windows Components.

The Windows Components Wizard starts.
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Figure 8-2: Windows Component Wizard

® Add or Remove Programs

Windows Compenents

You can add or remove components of Windows.

=T

Sortby: INﬂy“E -

Size

Size

To add or remove a component, click the chackbox. A shaded box means that only Size
part of the component will be installed. To see what's included in a component, click

Size

=) Accassories and Lkiities
T ‘B Application Server
] [ Centficate Services
] M E-mail Services

7] i Fax Sarvices

Description: Includes ASP.NET, Intemat Information Sarvices {IIS), and the
Application Server Console.

Size
Size

Size

Size

Size

Total disk space required: 124 MB
Space avaiable on disk: £959.9 MB Do | S
Size
Size
cprok [ Met> | cowd | Hen | Sze

LCg '
45 smLinst

Size

Change /Remove I

0.97VE

297.00MB
10.52MB

67,12MB
18.61MB
16,56MB
358.00M8
8.18MB
13.94MB
1,34MB
1.45MB
24.02MB

23.93MB

1.28MB

3. Inthe Components list, select Applications Server, and click Details. The Application Server

window appears.

Figure 8-3: Application Server Window

Windows Components Wizard

Application Server

Subcomponents of Application Server:

To add or remove a component, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in @ component, click Details.

I &0 Enable network DTC access
&y Intemet Information Services {1IS)
=4 Message Queuing

“ﬁu Application Server Console 0.0 MB ;I
Wl 5 ASPNET 0.0 MB
@ Enable network COM+ access 0.0MB

0.0 MB
26.5MB
6.5 MB

|

Description:  Allow your DTC process to participate in network transactions.

R

Total digk space required: 124 MB Ditails. |
Space available on disk: 8558.5 MB I
ok | Cancel |
<Back | Net> | cancel | Hep |

4. Clearthe Enable network DTC access checkbox.

5. Click OK. The Windows Components Wizard window reappears.

6. Click Next. The Configuring Components window appears.
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Figure 8-4: Configuring Components Window

Windows Components Wizard

Configuring Components
Setup is making the configuration changes you requested.

— Please wait while Setup configures the components. This may take
g several minutes, depending on the componerts selected.

Status: Completing configuration of Cluster Service...

B

< Back | et > | Hels |

7. When the configuration of the Cluster Service is completed, click Next. The Completing the Windows
Components Wizard window appears.

Figure 8-5: Completing the Windows Components Window

Windows Components Wizard |

Completing the Windows
Components Wizard

You have successfully completed the Windows
=

Components Wizard.

To cloge this wizard, click Finish.

< Back

Hel |

8. Click Finish to close the wizard.
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Uninstalling the DTC

¢» To uninstall the DTC:

1. Click Start, and select Run. Type cmd, and click OK. The following window appears.
Figure 8-6: C:\WINDOWS\System32\cmd.exe

Microsoft Windows
{C> Copyright 1985- Microsoft Corp.

IC:~Documents and Settings:\Administrator>_

2. Tostopthe MSDTC, enter the following command: net stop msdtc.
Figure 8-7: C:\WINDOWS\System32\cmd.exe

Microsoft Windows [Versio
{C> Copyright 1985-2883 M

C:“\Documents and Settings“Admini »>net stop msdic

The following window appears.
Figure 8-8: C:\WINDOWS\System32\cmd.exe

osoft Windows [Uersion
(C> Copyright 1985-2883 Microsoft C

C:“Documents and Settings“Admin

The Disteibuted Transaction Coor 3 e opping.
The Distributed Transaction C 3 ruice pped successfully.

IC:~Documents and Settings™Mdminist
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3. Change the directory to c:\WINDOWS\system32
Figure 8-9: C:\WINDOWS\System32\cmd.exe

WINDOWS \system32\omd.exe

Microsoft Wind iom 5.2.37981
(C> Copyright 1985 Microsoft Corp.

C:“\Documents and tt dninistrator?net stop msdtc
The Di buted T on Coordinator service topping.
The Distributed Tr on Coordinator service was stopped

G:~\Documents and Setting dministrator>cd C:\UITNDOWS system

The following window appears.
Figure 8-10: C:\WINDOWS\System32\cmd.exe

ndows [Uersion 2.3798
Copyright 1985-2083 Microsoft C

ents and Settings“Adninistwr
buted Transaction Coord e topping.
buted Transaction Coordin. stopped successfully.
ocuments and Settings“Administrat C:\WINDOWS\system32

SHWINDOWS® tem32>

4. Write command msdtc -uninstall to uninstall MSDTC, as shown in the following window.

Figure 8-11: C:\WINDOWS\System32\cmd.exe

WINDOWS\system32\cmd.exe

Microsoft Windows [
{C» Copyright 1985

C:~\Documen and §

The Dist d Tr e g

The Distributed Tr tion Coordinator rvice opped successfully.
C:\Documents and Settings“Adm tratorrcd C:sWINDOWS\system32

C:\WINDOWS te —uninstall

When the uninstall is completed, the following window appears.
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Figure 8-12: C:\WINDOWS\System32\cmd.exe

e C\WINDOWS\system32\cmd.exe

Microsoft Windows [U
<C> Copyright 1985-2

C:“\Documents
The Distributed Transa 0 i pping.
The Distributed T pped successfully.

C:~Documents and Set dmini S\UINDOWSNsystem32
C:\UINDOWS\syst
C:\WINDOWS \systen32)

Removing the MSDTC Key from the Registry

{» To remove the MSDTC key from the registry:

1. Navigate to Start, and select Run.

Figure 8-13: Run Window
Run 2| x|

Type the name of a program, Folder, document, or
Inkternet resource, and Windows will open it For you,

Qpen; ] regedit EI

(04 I Cancel | Browse. .. |

2. Inthe Open field, type regedit and click OK. The Registry Editor window appears.
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Figure 8-14: The Registry Editor

1ol x|
File Edit \iew Favorites Help
{:l IPSec ;I Name | Type | Data
EI-E3 Jet (Default) REG_SZ {value not set)
E-(Z3 Keyring A\Im\-OnlySecureRp... REG_DWORD 0x00000000 {0)
-0 LANManagerMIE 24gent [R¥) Clusteringversion REG_DWORD OxFFFFFFFF (42945
- MediaPlayer ) [B¥FallbackTolnsecure... REG_DWORD 0x00000000 (3)
{0 MessengerService [E8MaxLogsize REG_DWORD 0X00000200 (512
5 Microsaft SQL Server [R¥)TurnoffRncSecurity  REG_DWORD 0x00000001 (1)
-3 MMC
(I3 MMCtisFarlE
-1 Mabile
E-Z3 MosTrace J
{211 MS Design Tools
o
-3 MSLicensing
B MSMQ
-] MssQLServer
F-ZA Multimedia
[l NET Framework Setup
-3 MetDDE =
B = " | >
|I'~"I\-I Computer'\HKEY L OCAL_MACHINE\SOFTWARE WMicrosoft\MSDTC A

3. Right-click MSDTC, and select Delete. The following dialog box appears.
Figure 8-15: Confirm Key Delete Message

Confirm Key Delete

4. Click Yes. MSDTC is deleted from the Registry Editor.
Figure 8-16: Registry Editor

&' Registry Editor ) =101 x|
Fie Edit View Favorites Help

) 1Psec ] [heme | Type | Dats
w0 et (Defa..-'::} REG_SZ (value not set)
ﬁ Keyring
) LANManagerMIB24gent
- MedizPlayer
(L] MessengerService
(£ Microsoft SQL Server
-3 MMC
(£ MMCtsForIE
123 Mabile
() MosTrace
{23 ™S Design Tools

3 MsMQ
() MSSQLServer

(£ Multimedia

(2] NET Framework Setup
(2 MetDDE

| {3 Netsh _lll
4 | » 4| |

|My Computer\HKEY_L OCAL_MACHINE\SOFTWARE Microsoft\MSLicensing

]
#
[
o

A=

5. Close the Registry Editor.
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Re-Installing the MSDTC

&> To re-install the MSDTC:

1. Inthe command prompt window, type the command msdtc -install.
Figure 8-17: C:\WINDOWS\System32\cmd.exe

C\WINDOWS \system32\amd.exe
t Wind Ve io

ings™Admnini
action Coor - .
tion Coor 3 ed successfully.

s and Settings™Administratoricd C:AWINDOWSNsystem32
32omsdte —uni all

32>msdte —in

2. When the installation is completed, the following window appears.

Figure 8-18: C:\WINDOWS\System32\cmd.exe

v GA\WINDOWS \system32\cmd.exe
Microsoft Windows [
{C> Copyright 1985-2I

C:\WINDOWS system323

Re-Installing Network DTC Access

This procedure is very similar to the To remove network DTC access procedure. See Removing the
Network Distribute Transaction Coordinator (DTC) Access on page 179

¢» To re-install network DTC access:

1. Select Start, and select Settings > Control Panel > Add or Remove Programs. The Add or
Remove window appears.

2. Click Add/Remove Windows Components. The Windows Components Wizard starts.

3. Inthe Components list, select Applications Server, and click Details. The Applications Server
window appears.
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Figure 8-19: Applications Server Window

Application Server ! x|

To add or remove a companent, click the check box. A shaded box means that only part
of the componert will be installed. To see what's included in @ component, click Details.
Subcomponents of Application Server:
%.'—"-pplicaﬁon Server Console
By ASPNET

@ Enable network COM+ access

%Imeme’c Information Services (115)
= Message Queuing

Description:  Allow your DTC process to participate in networlc transactions.

Total disk space required: 124 MEB [t |
Space available on disk: 89376 MB
QK I Cancel |

4. Select the Enable network DTC access checkbox, and click OK. The Windows Components Wizard
window reappears.

5. Click Next. The Configuring Components window appears.

6. When the configuration of the Cluster Service is completed, click Next. The Completing the Windows
Components Wizard window appears.

Figure 8-20: Completing the Windows Components Window

Windows Components Wizard ' |

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components Wizard.

To close this wizard, click Finish.

< Back

Helg |

7. Click Finish to close the wizard.
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Restoring the Original Security Settings

Since MSTDC has been re-installed, the security definitions required by the NICE system must be reset.

& To restore the original security settings:
1.

Select Start, and select Settings > Control Panel > Administrative Tools > Component
Services. The Component Services window appears.

Figure 8-21: Component Services Window

i+ Component Services

@ EBle action vew window Help ST
- B3R

Hﬁshwm« Console Tree Console Root

[+ (B Component Services Name I

::: % ::::E::(T:::;“w @Componsnt Services

:EﬂEvent Yiewer (Local)
%Services (Localy

Expand Computer Services, and Computers. The following window appears:
Figure 8-22: Component Services Window

+Component Services

|=tst

3. Right-click My Computer, and select Properties. The My Computer Properties window appears.
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Figure 8-23: My Computer Properties Window

Delod Protoccls [ MSDTC )|  COM Secuity
Gewd | Opies Dielisut Propedtes

g BENTZIE

Deserpleers

v Comnter Properties R T |

ITI Carcal I Aoy

4. Click the MSDTC tab. The following window appears.
Figure 8-24: My Computer Properties - MSDTC Tab

|
Diefat Pretacols MSDTC | COM Sasuty

| Pemote Hot I Salect

- Log Information (Cumensy owned by CRESRO,
Lecttan: |: WHDOW S ayabern L M5 e Browne... I
O Besat log I

e «E PR ——
[rcrae =

[~ Senvce Conteel St for MEDTC verson 52,2750 2452
Status: Started 2t 1:01:13 FM - 7792006

S| |

5. Click the Security Configuration button. The Security Configuration window appears.
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Figure 8-25: Security Configuration Window

20

™ Enabtla Trarsaction et Brotocal (TIF) Transacions

DT Logon Ancount

: |-|,— Bty Natwork Sarocae frewse I
¢ ¢ |
sl |

IDKI{hm:\dl

Make sure that the settings are identical to those in the above window, in particular:

¥ The Allow Inbound, Allow Outbound and Enable XA Transactions checkboxes must be

marked.

¥ The No Authentication Required radio button must be selected.

Click OK. The My Computer Properties window re-appears.
Click OK. The DTC Console Message dialog box appears.

Figure 8-26: Console Message

DTC Console Message

Flease press ves to proceed.,

\‘{) MS DTC service will be stopped and restarted. All dependent services will be stopped.

Click Yes. The following message is issued:

Figure 8-27: DTC Console Message

DTC Console Message L |

L.
\!‘) M5 OTC service has been restarted
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Final Verification

[® NOTE: If the SQL Server is already installed, you need to also restart the SQL Server service.

Final Verification

In the secondary site, execute the following query from the Query Analyzer:

BEGIN TRANSACTION

SELECT * FROM nice_rule_link.nice_admin.dbo.tbISCTasks

COMMIT

If there is an error in the output, there might be causes other than those that were discussed previously in

this document, which resulted in the MSDTC failure.

©» To check for other causes for MSDTC failure:

1. Access the Tools folder of the NICE Application installation, and select the DTCPing utility.

2. Inthe Remote Server Name field, type the name or IP of the Master Database Server, as shown in
the following illustration:
Figure 8-28: MSDTC Simulation V1.9

MSDTC Simulation ¥1.9 5'

Rermote Senver MName: IJERUSALEW

DTCping log file: D:AWin Lkilities, DTCFing BENTZIS6068.log =]
RPC server is reacy
Flease Start Partner DTCping before pinging

Kl LI_I
EIMNG Close |

3. Click PING. The utility generates a log file with detailed information.
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Microsoft Security Bulletins

This chapter describes Microsoft security bulletins.

Contents

Patch Management ToOlS ... L 194

Cross-Release
Third Party Technical Guidelines (C5) -193 -



9: Microsoft Security Bulletins

Patch Management Tools

Patch Management Tools

DBM Error on Loggers due to MS Security Patch KB921883

Product DBM Error on Loggers

Release

Synopsis This section describes an issue as a result of installing a security
patch.

General Description

J—

This issue can occur either during a new Logger installation, or after installing the Microsoft
Security Patch on an existing Logger.

This can affect all Loggers running on Microsoft Windows Server 2003 (HD, NCFIII, VolIP).
The Microsoft patch is KB 921883 (MS 06-040).

Problem Symptom

1. During Logger startup, the following messages can be seen in the LogSrv window, as well as in the
Logger log file (LogFile.dat):

BUG: DBM: DBM.DLL: Exception EAccessViolation in module DBM.DLL at 00026ECD. Access
violation at address 01266ECD in module 'DBM.DLL'. Write of address 00 0 0 8/26/2006 6:48:07 AM

BUG: DBM: DBM.DLL: MapFile Address: 00025ECD 0 0 8/26/2006 6:48:07 AM
2. Immediately after this, the window hangs as shown below, and the Logger will not initialize.

Figure 9-1: NICE Digital Logger

dle input o
o

it channe

Additional information of the issue from MS point of view can be found on MS site:
http://support.microsoft.com/kb/924054
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DBM Error on Loggers due to MS Security Patch KB921883

Resolution

Install MS Hot-fix KB924054.
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Daylight Savings Time

This chapter provides the Microsoft Daylight Savings Time (DST) updates supported by NICE Systems.

For Microsoft Daylight Savings Time configurations, see the Maintenance Guide.

Contents

Microsoft Daylight Savings Time Updates ... .. 198
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Microsoft Daylight Savings Time Updates
The following table lists the Microsoft Daylight Savings Time Updates supported by NICE Systems:

Microsoft DST Updates Supported in: Comments

KB 928388 NICE Perform Release 3.1 Approved

KB 929120 NICE Perform Release 3.2
NICE Perform Release 3.5

KB 933360

NICE Interaction Management
KB 942763 Release 4.1

KB 951072

KB 955839

KB 970653

KB 976098

KB 981793

KB 2158563

KB 2443685

KB 2570791

KB 2633952

KB 2756822

KB 2779562

KB 2863058
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Antivirus

This chapter includes installation instructions and limitations for Antivirus products on client computers and loggers.

¥ NOTE: The information in this chapter refers to software versions only. In
addition, customers, business partners, and services must verify that the
servers and Loggers meet the minimum hardware requirements as defined by
the third party software vendor.

Contents
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General Antivirus

General Antivirus

B Antivirus Certifications for NICE Products below

Antivirus Certifications for NICE Products

Product Antivirus Certifications for NICE Products
Release
Synopsis This section includes general instructions and limitations for Antivirus

Certifications for NICE Products, NICE Products and Antivirus
Certifications matrices, as well as procedures for installing antivirus
products on client computers and Loggers.

General Instructions

A list of general instructions follows:

During the installation of the antivirus software, all applications and screens must be closed.
The same applies when upgrading the antivirus software.

Scan and Live Updates should be scheduled to run in system idle time.

Do not run Scan or Live Update during NICE software installation.

W owW ™ W

Always set Scan Priority to Low.

General Limitations

B Toavoid playback, performance, and retention issues, the destination paths of all Storage Units must be excluded from antivirus scans. See

the System Administrator - Configuration Guide- for more information regarding setting up Storage Units.

B When installing an antivirus on a cluster, take the following guidelines into account:
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B The antivirus software should be cluster-aware. An application is cluster-aware if it has the following characteristics:
B It uses TCP/IP as a network protocol.
B It maintains data in a configurable location.
B It supports transaction processing.
B Onthe clustered servers, Microsoft recommends excluding the following folders from antivirus scanning:
B The path of the \mscs folder on the quorum hard disk. For example, exclude the Q:\mscs folder from virus scanning.
B The %Systemroot%\Cluster folder.

B The temp folder for the Cluster Service account. For example, exclude the \clusterserviceaccount\Local Settings\Temp folder
from virus scanning.

McAfee ePO

McAfee ePO 3.5 works with McAfee Antivirus 8.5/8.5i.

McAfee ePO 4.0 works with McAfee Antivirus 8.5/8.5i and 8.7/8.7i.
McAfee ePO 4.5 works with McAfee Antivirus 8.5i and 8.7.
McAfee ePO 4.6 works with McAfee Antivirus 8.5i, 8.7i and 8.8

Make sure that when using ePO for Microsoft patches update, the configured policy matches the NICE policy concerning Microsoft Windows
updates and Service packs.

W ow ™

McAfee

B Make sure to clear the option to install the McAfee firewall. Do not install the firewall, as it would cause network problems.
B Itis recommended to set the CPU Utilization for the On Demand Scan in McAfee AV to 10%.

® The McAfee’s VirusScan version 8.0 feature Buffer Overflow Protection does not allow applications to overflow the buffer, including the CLS
Log Manager. This causes the Log Manager to write logs (Channel server, Call server etc.) with a very long delay, or not write them at all.
Therefore this feature should be disabled for all machines running CLS. See also to TN0640 McAfee ePO 3.5 and McAfee Antivirus
Certification for NICE 8.80.
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McAfee Limitation:
B Memory Scan process in McAfee 8.5/8.7 on some TDM Loggers can cause the system to crash with BSOD. This problem was resolved in
McAfee 8.7 Patch 3, and in later versions, but still exists in McAfee 8.5.

Do not use versions earlier than McAfee 8.7 Patch 3 on servers with TDM Loggers.

SEP
B NICE Products support Symantec Endpoint Protection.

m Insome cases SEP 12.1 can detect NICE or even Microsoft binaries as malware and place them in the Quarantine folder. To prevent false-
positive detection, follow the recommendations available in the Symantec white paper Sizing and Scalability Recommendations for
Symantec Endpoint Protection (http://clientui-
kb.symantec.com/resources/sites/BUSINESS/content/staging/DOCUMENTATION/4000/DOC4448/en
US/1.0/Endpoint%20Protection%20Sizing%20and%20Scalability % 20Best%20Practices %20v2.3.pdf).

Exceptions can be added from within the Symantec Endpoint Protection Manager console to provide false-positive mitigation on the client. For
example, you can do the following:

B Exclude your domain from Insight detection.
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Figure 11-1: Exceptions Window

@ certrabrd bornbompebey =
g‘ Exceptions Exceptions
oy
Contigas snceptions 1or scans srd Tamper Profachion, 83 spglcsbis
Chent Bttt |[ Excegption Rem | Platfosim | Apphes To Exception Type | Action

warse e £ B wdeerae Al chartr Trugtesd st Cromar: Igrere

rrwits Pt s
| Trusted'vet Domen

[® NOTE: You can select Trusted Web Domain, to add a Web domain to the exceptions policy.
B Add exclusions or exceptions for critical files, folders, URLs, and IP addresses.
[® NOTE: When you add exceptions, you can select more than one application, file, URL, or IP address at a time.

A known-good application can appear in the Risk Logs as a false-positive. You can configure log settings to allow the application and thereby
prevent it from appearing in the Risk Log. This same functionality is also available in the SONAR Logs.
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Figure 11-2: Risk Logs Window
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For more information, see the Symantec Endpoint Protection and Symantec Network Access Control Implementation Guide.

SEP Limitations

Starting with SEP (Symantec Endpoint Protection) version 12.1.2 and 12.1.4, the SEP firewall causes issues with Microsoft Cluster setup and
functionality. To avoid this issue change the SEP settings to allow IP traffic.

©» To change the SEP settings:

1.  Open Symantec Endpoint Protection (SEP).
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Status

Status

Scan for Threats

Change Settings

Yiew Quarantine
View Logs

LiveUpdate...

The following Symantec security cormponents are installed on your compter:

2
&
v

Yirus and Spyware Protection

Protects against viruses, malwars, and spyware
Definitions: Tuesday, March 18, 2014 r17

Proactive Threat Protection

Provides zero-day protection against unknown threats
Definitions: Tuesday, March 4, 2014 ri1

Network Threat Protection
Protects against Web and network threats
Definitions: Tuesday, March 18, 2014 r11

2. Intheleft column, click Change Settings. The Change Settings area appears on the right.
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w Change Settings - Symantec Endpoint Protection

Change Settings

Status | vou can change the following settings:
Scan for Threats

Q Virus and Spyware Protection
Protects against viruses, malware, and spyware
View Quarantine g B 2 g
View Logs
@ Proactive Threat Protection
LiveUpdate... Provides zero-day protection against unknown threats Conrfigure Settings
Network Threat Protection
Protects against Web and network threats Configure Settings
@% Exceptions
vi Exceptions provide the capabiity to exclude files, folders, and Configure Settings
processes from being scannad
Client Management
Provides functionality to manage this client Configure Settings

v

3. Inthe Network Threat Protection area, click Configure Settings. The Network Threat Protection Settings window appears.
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Cross

Metwork Threat Protection Settings

EiTEW-3”| Intrusian F'reventiu:unl Microzoft Windows Netwnrkingl ﬂu:utifiu:atiu:unsl Logs |

Enable Firewall

Built-in Rules

Enable Smart DHCF Enable Smart DMS
Enable Smart WINS

Traffic Settingz

[ ] Enable MetBIOS pratection

[ ] &llows taken ting braffic

[ ] Enable anti-MAL spoofing

[ ] Enable netwark, application monitaring

[ ] Block all traffic until the firewall starts and after the firewsall stops
Allow imitial DHCP and MetBIOS traffic

Enable denial of service detection

Enable port scan detection

Inmatched 1P Traffic Settings

() Allow only application traffic

Frompt before allowing application traffic

Active Responze Settings

MHumber of zeconds to automatically block an attacker's |P addreszs:

Stealth Settings

Cautior: There can be compatibility izzuesz when uzsing these stealth settingz. Only uze

these features after you have confirmed compatibility.
[ ]Enable TCP rezequencing

[ ] Enable 05 fingerprint masguerading

[ ] Enable stealth mode 'web browsing

| (] || Cancel ||

Help
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4. Inthe Firewall tab, in the Unmatched IP Traffic Settings area, select Allow IP traffic. By default, Allow only application traffic is selected.
5. Click OK.

6. Restart your computer.

Trend Micro

B Trend Micro AV requires that the NICE servers belong to the same domain.

Sophos

F  Sophos 9.5 exception with Web: Web Intelligence feature in Sophos 9.5 should be disabled in case Nice Perform configured with Active
Directory authentication, since it can cause crash of |[E during login to Nice Perform with domain users. Web Intelligence feature can be
enabled in case Nice Perform configured with Nice Authentication.

B Sophos Exclusions: In a NICE Interaction Management 4.1 site with Sophos antivirus deployed, before beginning to use NDM to install or
update the site, add psexec.exe to Exclusions list. Otherwise, it can cause a problem with running NDM Agents (http://www.sophos.com/en-
us//threat-center/threat-analyses/adware-and-puas/PsExec.aspx).
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NICE Products and Antivirus Certification Matrices

Table 11-1:
NICE Products and Antivirus Certifications Matrix - Version 8.90
NICE Products SAV_ SEP | SEP | McAfe | McAfe | McAfe | McAfe | McAfe | McAfe | Trend Trend Sopho | Sopho | Sopho
10.1.5.50 11.0 | 11.0 eePO [eePO |eePO |eePO | e e Micro Micro s7.6 s 9.0 s9.5
00 Clie | Serv | 3.5 4.0 4.5 4.6 2:5/8. $:7/8. OfficeSc | OfficeSc
ng | Qo ! ! an 10 an 10.5
TDM 9.0 | Yes No | No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No
Logger 1
9.0 | Yes Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6
9.0 | Yes Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
7
VolP 9.1 [ No Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Logger 0
CLS 8.9 | Yes Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3
NiceCall | 8.9 | No Yes | Yes | Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes
FocusIll |0
NiceScre | 8.9 | Yes Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
en Logger
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NICE Products SAV_ SEP | SEP | McAfe | McAfe | McAfe | McAfe | McAfe | McAfe | Trend Trend Sopho | Sopho | Sopho
10.1.5.50 110 110 |eePO |[eePO [eePO [eePO |e e Micro Micro s7.6 s 9.0 s 9.5
00 Clie | Serv |35 4.0 4.5 4.6 :.5/8. 3:7/8. OfficeSc OfficeSc
L ! ! an 10 an 105
Storage 8.9 | Yes Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Center
Web 8.9 | Yes Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Apps
SNMP 8.9 | Yes No | No No No No No No Yes No No Yes Yes Yes
Manager

Note: Third-Party Software is approved per NICE product for all operating systems certified by NICE.
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Table 11-2:
NICE Products and Antivirus Certifications Matrix - NICE Perform Release 1, Release 2, and Version
9.09
NICE Products *SA | SEP | SEP *McAfe | *McAfe | McAfe | McAfe | *TM Trend Trend
V 11.0 | 11.0 e 8.0i eePO |eePO |e85 Serve | Micro Micro
10.1 | Clie | Serve 35 4.5 r OfficeSca | OfficeSca
i r Prote |n7.3 n 8.0
ct
55.8
TDM Logger | 9.0 | Yes | No No Yes Yes Yes Yes Yes Yes Yes
1
9.0 | Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes
6
VolP Logger | 9.1 | Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes
2
Interaction Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes
Server
NiceScreen Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes
Logger
Playback Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes
Server (incl.
NICE
Feedback)
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NICE Products *SA | SEP | SEP *McAfe | *McAfe | McAfe | McAfe |[*TM Trend Trend
\Y 11.0 [11.0 e 8.0i eePO |eePO |e85 Serve | Micro Micro
10.1 | Clie | Serve 3.5 4.5 r OfficeSca | OfficeSca
i r Prote |n7.3 n 8.0
ct
55.8
SNMP Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes
Manager
(NMS)
Storage Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes
Center
Media Yes | Yes | Yes Yes Yes Yes Yes Yes Yes Yes
Library
Application Yes | Yes | Yes Yes Yes Yes Yes Yes Yes No
Server
Audio Yes | Yes | Yes Yes Yes Yes Yes Yes Yes No
Analysis
ScreenSens Yes | Yes | Yes Yes Yes Yes Yes Yes Yes No
e Server
Reporter Yes | Yes | Yes Yes Yes Yes Yes Yes Yes No
Database Yes | Yes | Yes Yes Yes Yes Yes Yes Yes No
Server
* This antivirus was certified for NICE Perform Release 1 and NICE Perform Release 2
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I NOTE: Third-Party Software is approved per NICE product for all operating systems certified by NICE.
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Table 11-3:
NICE Products and Antivirus Certifications Matrix - NICE Perform Release 3, SP3 and Higher

NICE *SAV |S |SE |S |[Mc |Mc [Mc |Mc |Mc |[Mc | Mc | Trend | Trend | Trend | Trend |[So [So [So |So |So |Sop
Products 1015 [E |P E | Afe | Afe | Afe | Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 [P |11 [P |e e e e e e e Office | Office | Office | Office | S s s s s 10
11 |Se |1 |eP |eP |eP |[eP |85/ |87/ |8.8/ 76 |90 [95 |97 |10 |2
R P Scan | Scan | Scan | Scan
.0 |rve f (@] (0] (0] (0] i i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

t

TDM 9.0 Yes No [ No | Y |Yes |Yes | Yes [ Yes [ Yes | Yes | Yes | Yes Yes Yes Yes |[Yes | No No No | Yes | Yes
Logger |1 e

9.0 Yes Y |Ye | Y |Yes |Yes | Yes [ Yes | Yes [ Yes | Yes | Yes Yes Yes Yes |[Yes | Yes | Yes | No | Yes | Yes
6 es s e

9.0 Yes Y [ Ye | Y |Yes |Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes |[Yes | Yes | Yes | No | Yes | Yes

94 Yes Y [ Ye | Y |Yes |Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes |[Yes | Yes | Yes | No | Yes | Yes
es | s e
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NICE *SAV [S |SE |S |[Mc |Mc [Mc |Mc |Mc |Mc | Mc | Trend | Trend | Trend | Trend [So [So |So |[So |So | Sop
Products 1015 |[E |P E | Afe | Afe | Afe |Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 1P |11 |P e e € e e e e Office | Office | Office | Office | ° S S S s 10.
11 [Se |1 |eP |eP |eP |eP |85/ |8.7/ | 8.8/ 76 |90 (95 |97 |10 |2
a5 o | @ Scan | Scan | Scan | Scan
.0 |[rve ? (0] (0] (0] O .Si i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

VolP 9.1 Yes Y [ Ye | Y |Yes |Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes |[Yes | Yes | Yes | Yes | Yes | Yes
Logger |0 es | s e

9.1 Yes Y [ Ye | Y |Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes |[Yes | Yes | Yes | Yes | Yes | Yes
2 es s e

10. Yes Y [ Ye | Y |Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes |[Yes | Yes | Yes | Yes | Yes | Yes
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NICE *SAV [S |SE |S |[Mc |Mc [Mc |Mc |Mc |Mc | Mc | Trend | Trend | Trend | Trend [So [So |So |[So |So | Sop
Products 1015 |[E |P E | Afe | Afe | Afe |Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 1P |11 |P e e € e e e e Office | Office | Office | Office | ° S S S s 10.
11 [Se |1 |eP |eP |eP |eP |85/ |8.7/ | 8.8/ 76 |90 (95 |97 |10 |2
a5 o | @ Scan | Scan | Scan | Scan
.0 |[rve ? (0] (0] (0] O .Si i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

Interacti | Re Yes Y [ Ye | Y |Yes |Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes |[Yes | Yes | Yes | Yes | Yes | Yes
on 13 es s e
Server SP

an

ab
ov
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NICE *SAV [S |SE |S |[Mc |Mc [Mc |Mc |Mc |Mc | Mc | Trend | Trend | Trend | Trend [So [So |So |[So |So | Sop
Products 1015 |[E |P E | Afe | Afe | Afe |Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 1P |11 |P e e € e e e e Office | Office | Office | Office | ° S S S s 10.
11 [Se |1 |eP |eP |eP |eP |85/ |8.7/ | 8.8/ 76 |90 (95 |97 |10 |2
a5 o | @ Scan | Scan | Scan | Scan
.0 |[rve ? (0] (0] (0] O .Si i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

NiceScr | Re Yes Y [ Ye | Y |Yes |Yes | Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes |[Yes | Yes | Yes | Yes | Yes | Yes
een 13 es s e
Logger | SP

an

ab
ov
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NICE *SAV [S |SE |S |[Mc |Mc [Mc |Mc |Mc |Mc | Mc | Trend | Trend | Trend | Trend [So [So |So |[So |So | Sop
Products 1015 |[E |P E | Afe | Afe | Afe |Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 1P |11 |P e e € e e e e Office | Office | Office | Office | ° S S S s 10.
11 [Se |1 |eP |eP |eP |eP |85/ |8.7/ | 8.8/ 76 |90 (95 |97 |10 |2
a5 o | @ Scan | Scan | Scan | Scan
.0 |[rve ? (0] (0] (0] O .Si i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

Playbac | Re Yes Y | Ye | Y |Yes |Yes |Yes | Yes | Yes | Yes | Yes | Yes Yes Yes Yes |[Yes [ Yes | Yes | Yes | Yes | Yes
k 13 es | s e
Server/ | SP
Teleph |3
ony an
Service | d
s ab
Server | ov
(incl. e
NICE
Feedba
ck)
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NICE *SAV [S |SE |S |[Mc |Mc [Mc |Mc |Mc |Mc | Mc | Trend | Trend | Trend | Trend [So [So |So |[So |So | Sop
Products 1015 |[E |P E | Afe | Afe | Afe |Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 1P |11 |P e e € e e e e Office | Office | Office | Office | ° S S S s 10.
11 [Se |1 |eP |eP |eP |eP |85/ |8.7/ | 8.8/ 76 |90 (95 |97 |10 |2
a5 o | @ Scan | Scan | Scan | Scan
.0 |[rve ? (0] (0] (0] O .Si i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

NMS Re | Yes Y |[Ye|Y|Ye|Ye | Ye|Ye | Ye | Ye| Ye | Yes Yes Yes Yes | Ye | Ye | Ye | Ye | Ye | Ye
13 es| s

(¢}
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]

P3
an

ab
ov
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NICE *SAV [S |SE |S |[Mc |Mc [Mc |Mc |Mc |Mc | Mc | Trend | Trend | Trend | Trend [So [So |So |[So |So | Sop
Products 1015 |[E |P E | Afe | Afe | Afe |Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 1P |11 |P e e € e e e e Office | Office | Office | Office | ° S S S s 10.
11 [Se |1 |eP |eP |eP |eP |85/ |8.7/ | 8.8/ 76 |90 (95 |97 |10 |2
a5 o | @ Scan | Scan | Scan | Scan
.0 |[rve ? (0] (0] (0] O .Si i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

Storag |([Re| Yes [ Y |Ye|Y|Ye |Ye|Ye | Ye|Ye|Ye |Ye | Yes | Yes | Yes | Yes | Ye | Ye | Ye | Ye | Ye | Ye
e 3 es| s
Center | S ]
P3
an

(¢}
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]

ab
ov
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NICE *SAV [S |SE |S |[Mc |Mc [Mc |Mc |Mc |Mc | Mc | Trend | Trend | Trend | Trend [So [So |So |[So |So | Sop
Products 1015 |[E |P E | Afe | Afe | Afe |Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 1P |11 |P e e € e e e e Office | Office | Office | Office | ° S S S s 10.
11 [Se |1 |eP |eP |eP |eP |85/ |8.7/ | 8.8/ 76 |90 (95 |97 |10 |2
a5 o | @ Scan | Scan | Scan | Scan
.0 |[rve ? (0] (0] (0] O .Si i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

Media Re | Yes Y |[Ye|Y|Ye|Ye | Ye|Ye | Ye | Ye| Ye | Yes Yes Yes Yes | Ye | Ye | Ye | Ye | Ye | Ye
Library |13 es | s

(¢}
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]

P3
an

ab
ov
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NICE *SAV [S |SE |S |[Mc |Mc [Mc |Mc |Mc |Mc | Mc | Trend | Trend | Trend | Trend [So [So |So |[So |So | Sop
Products 1015 |[E |P E | Afe | Afe | Afe |Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 1P |11 |P e e € e e e e Office | Office | Office | Office | ° S S S s 10.
11 [Se |1 |eP |eP |eP |eP |85/ |8.7/ | 8.8/ 76 |90 (95 |97 |10 |2
a5 o | @ Scan | Scan | Scan | Scan
.0 |[rve ? (0] (0] (0] O .Si i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

Applica [Re| Yes [ Y |[Ye|Y | Ye | Ye|Ye|Ye|Ye | Ye |Ye | Yes | Yes | Yes | Yes [ Ye | Ye | Ye | Ye | Ye | Ye
tion 13 es| s
Server | S s
P3
an

(¢}
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]

ab
ov
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NICE *SAV [S |SE |S |[Mc |Mc [Mc |Mc |Mc |Mc | Mc | Trend | Trend | Trend | Trend [So [So |So |[So |So | Sop
Products 1015 |[E |P E | Afe | Afe | Afe |Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 1P |11 |P e e € e e e e Office | Office | Office | Office | ° S S S s 10.
11 [Se |1 |eP |eP |eP |eP |85/ |8.7/ | 8.8/ 76 |90 (95 |97 |10 |2
a5 o | @ Scan | Scan | Scan | Scan
.0 |[rve ? (0] (0] (0] O .Si i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

Audio Re| Yes [Y [Ye|[Y | Ye | Ye|Ye | Ye | Ye | Ye | Ye | Yes Yes | Yes | Yes | Ye | Ye | Ye | Ye | Ye | Ye
Analysi |13 es| s [e| s s s S S s s s 5 s s 5 s
s S s
Server | P3

an

d

ab

ov

e
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NICE *SAV [S |SE |S |[Mc |Mc [Mc |Mc |Mc |Mc | Mc | Trend | Trend | Trend | Trend [So [So |So |[So |So | Sop
Products 1015 |[E |P E | Afe | Afe | Afe |Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 1P |11 |P e e € e e e e Office | Office | Office | Office | ° S S S s 10.
11 [Se |1 |eP |eP |eP |eP |85/ |8.7/ | 8.8/ 76 |90 (95 |97 |10 |2
a5 o | @ Scan | Scan | Scan | Scan
.0 |[rve ? (0] (0] (0] O .Si i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

Screen |[Re| Yes | Y [Ye|Y | Ye | Ye | Ye | Ye | Ye | Ye | Ye | Yes Yes | Yes | Yes | Ye | Ye | Ye | Ye | Ye | Ye
Sense |13 es| s
Server | S s
P3
an

(¢}
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]

ab
ov
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NICE *SAV [S |SE |S |[Mc |Mc [Mc |Mc |Mc |Mc | Mc | Trend | Trend | Trend | Trend [So [So |So |[So |So | Sop
Products 1015 |[E |P E | Afe | Afe | Afe |Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 1P |11 |P e e € e e e e Office | Office | Office | Office | ° S S S s 10.
11 [Se |1 |eP |eP |eP |eP |85/ |8.7/ | 8.8/ 76 |90 (95 |97 |10 |2
a5 o | @ Scan | Scan | Scan | Scan
.0 |[rve ? (0] (0] (0] O .Si i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

Report |Re| Yes | Y |Ye|Y|[Ye | Ye | Ye|[Ye | Ye | Ye | Ye| Yes | Yes | Yes | Yes | Ye | Ye | Ye | Ye | Ye | Ye
er 13 es| s

(¢}
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]

P3
an

ab
ov
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NICE *SAV [S |SE |S |[Mc |Mc [Mc |Mc |Mc |Mc | Mc | Trend | Trend | Trend | Trend [So [So |So |[So |So | Sop
Products 1015 |[E |P E | Afe | Afe | Afe |Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 1P |11 |P e e € e e e e Office | Office | Office | Office | ° S S S s 10.
11 [Se |1 |eP |eP |eP |eP |85/ |8.7/ | 8.8/ 76 |90 (95 |97 |10 |2
a5 o | @ Scan | Scan | Scan | Scan
.0 |[rve ? (0] (0] (0] O .Si i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

Databa |Re | Yes | Y |Ye|[Y|[Ye | Ye | Ye | Ye | Ye | Ye | Ye| Yes Yes | Yes | Yes | Ye | Ye | Ye | Ye | Ye | Ye
se 13 es| s
Server | S s
P3
an

(¢}
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]

ab
ov
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NICE *SAV [S |SE |S |[Mc |Mc [Mc |Mc |Mc |Mc | Mc | Trend | Trend | Trend | Trend [So [So |So |[So |So | Sop
Products 1015 |E |P E | Afe | Afe | Afe |Afe | Afe | Afe | Afe | Micro | Micro | Micro | Micro | pho | pho | pho | pho | pho | hos
5000 1P 11 1P e e € e e e e Office | Office | Office | Office | ° S S S s 10.
11 [Se |1 |eP |eP |eP |eP |85/ |8.7/ | 8.8/ 76 |90 (95 |97 |10 |2
a5 o | @ Scan | Scan | Scan | Scan
.0 |[rve ? (0] (0] (0] O .Si i 8i 8.0 10 105 106
0 |r 35 |40 |45 |46
Cli
en

Sentine |Re | Yes | Y [Ye|Y | Ye | Ye | Ye | Ye | Ye | Ye | Ye | Yes Yes | Yes | Yes | Ye | Ye | Ye | Ye | Ye | Ye
| I es| s
3. s
1
an
d
ab
ov
e

(¢}
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]
(2]

* In some cases SEP 12 can detect NICE's binaries as a potential security risk. For further details, see SEP on page 1.

I® NOTE: Third-Party Software is approved per NICE product for all operating systems certified by NICE.
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Table 11-4:

NICE Products and Antivirus Certifications Matrix - NICE Interaction Management 4.1

NICE SEP | SEP | McAf | McAf | McAf | McAf | McAf | Trend Trend Trend Trend Soph | Soph | Soph | Soph | Soph

Products 1. | 12. ee ee ee ee ee Micro Micro Micro Micro 0595 | 0s9.7 |0os10 |os os
00 1-21 ePO |ePO |[ePO |87 8.8 OfficeSc | OfficeSc | OfficeSc OfficeSc 10.2 10.3

" 40 145 146 an10 |an105 |an106 |2"!

TDM Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y

Logger

VolP Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y

Logger

Interaction | Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y

Server

NiceScree |Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y

n Logger

Playback |Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y

Server/

Telephony

Services

Server

(incl. NICE

Feedback)

NMS Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y
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NICE SEP | SEP | McAf | McAf | McAf | McAf | McAf | Trend Trend Trend Trend Soph | Soph | Soph | Soph | Soph
Products 11. | 12. ee ee ee ee ee Micro Micro Micro Micro 0s9.5 | 0s9.7 |os10 |os os
00 :]1-2 1 ePO |ePO |[ePO |87 8.8 OfficeSc | OfficeSc | OfficeSc OfficeSc 10.2 10.3
. 40 145 146 an10 |an105 |ant06 | "M
Storage Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y
Center
Media Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y
Library
Applicatio |Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y
n Server
Audio Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y
Analysis
Server
ScreenSe |Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y
nse Server
Reporter Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y
Database |Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y
Server
Sentinel Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y
* In some cases SEP 12 can detect NICE’s binaries as a potential security risk. For further details, see SEP on page 1.
Cross-Release
Third Party Technical Guidelines (C5) -229-



11: Antivirus

NICE Products and Antivirus Certification Matrices

Cross-Release
Third Party Technical Guidelines (C5) -230-



11: Antivirus

McAfee

McAfee
McAfee ePO 3.5 and McAfee Antivirus 8.0 Certification for NICE 8.80

Product Antivirus Certification

Release

Synopsis This section displays the procedures for McAfee ePO 3.5 and McAfee
Antivirus 8.0 Certification for NICE 8.80.

[ NOTE:
*Nice Perform certification includes the following components:

Interaction Server, PBS, SNMP Manager, Storage Center, Application Server, Audio
Analysis

Purpose and Scope

This section summarizes the certification that was performed for NICE 8.80 recording system when using McAfee 8.0 and EPO server 3.5 clients.
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McAfee ePO 3.5 and McAfee Antivirus 8.0 Certification for NICE 8.80

NICE Servers
Table 11-5:
NICE Servers
Server NICE Version CPU RAM oS + SP
NicelLog 8.80 SP8 233MHz 256MB Windows 2000 Professional +
SP4
CLS 8.80 (Core SP3, 2.4 GHz 512MB Windows 2000 Server + SP4
Integrations SP3)
Storage 8.80 SP5 800MHz 256MB Windows 2000 Professional +
Center SP4
Web Server | 8.80 SP6 2.4 GHz 1GB Windows 2000 Server + SP4

Test Description

Running the EPO Tasks

1. When the Logger is in resting state - no calls recorded and no calls are archived, start EPO task, then run recording system.
2. When the Logger is under high load (all calls are recorded and archived), then begin with EPO tasks.

In both scenarios, specify the EPO utilization that will keep all recording and archiving functions with no errors and/or exceptions.

Cross-Release
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Table 11-6:
EPO Tasks
Test Test Description | Test Results Performance for CPU and
memory
Pre-EPO tests Verify that in the SC archivingwith | ® Per connection, 2000-
specified system default 10 3000 files are being
load, all calls are connections archived (per hour)
being recorded with | caused high ®  SC archiving only, takes
no CommManager about 30-40%

errors/exceptions,
prior to EPO task
run

CPU. As aresult,
Logger failed to
record by CLS
commands, and
many calls entered
with exceptions
(#8, 12and 17)

To enable good
Logger recording
performance, we
reduced the
amount of SC
connections to 3.

CommManager CPU on
the Logger
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Test Test Description | Test Results Performance for CPU and
memory
Simulate During system When runningthe | ® Scan32 takes almost
recordings problem | running with its EPO tasks in 100% 100% CPU
specified utilization the CommManager is almost
performance, Logger did not on 0% CPU
Running the EPO record any call, ® Al calls entered with
tasks in 100% mostly with exception 8.
utilization exception 8
(“unspecified error
in Logger”)
Reduce EPO When runningthe | All calls are B Storage Center archiving
Utilizationto 30% | ePOtasks on 30% | inserted to DB with tasks takes about 30%
utilization the Recorded “Yes” CommManager CPU in
logger continued to | and Status “OK the Logger.
function with no Voiceis archivedto | @ CLS pause-resume
errors. Storage Center. recording commands
takes about 30%
CommManager CPU in
the Logger.
®  Running the EPO tasks

for an hour — all calls
were recorded in status
OK
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Utilization 50%

service from Task
Manager to “Real
Time” priority

Run same test as
#3, but with higher
(50%) utilization

conclude if the
process Priority
definition is
effective for the
CommManager, in
away it keeps its
required CPU,
while EPO server
tasks are not
harmed (=not
display error or stop
running)

Test Test Description | Test Results Performance for CPU and
memory
Run EPO Set CommManager | We expect to ®  All calls were recorded

with status OK

B Logger runs with high
CPU (not recommended
in the long term)

Functionality test
on McAfee servers

Certify functional
actions with
servers that are
installed with
McAfee 8.0

Passed
successfully, to
review the tests
and actions
response time. See
attached test report
(separate)

Remarks and Notes

1. DAT update does not have Utilization setting option, it does not affect the performance; the most consuming-resources task is the Scan.
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2. Enforcing the EPO task caused after a few hours of high load, the logger's CPU time rises dramatically to around 95%. At this point the entire
machine hangs, the logger doesn’t start unless the McAfee is disabled. When disabling the McAfee the logger manages to start, however the
CPU of the machine remains very high.

3. From this, we conclude that it is recommended to set the CommManager priority to Real Time in the Task Manager.

Conclusions

The parameters affecting recording performance and recommendations:

a. CommManager priority: It is highly recommended to set the ComMngr process of the logger at the highest priority (real-time), to prevent the
process of the EPO taking all of the CPU and thus preventing the logger from running during the execution of the ePO tasks. (Note: Priority
reverts back to Normal after machine restart).

b. The number of open connections from the Storage Center to the logger; It is recommended to lower the number of connections from the default
10, to decrease the load on the logger. We found that 3 was the optimal solution for the above mentioned settings. With more open connections,
about 50% of the calls were not recorded (regardless EPO) due to exception 8.

c. TheVirus Scan task should run in utilization lower than 100% to enable the logger to keep functioning during the scan. In our settings it was found
that 30% utilization didn’t interrupt the logger’s performance. We do not recommend a higher utilization than this.

¥ NOTE:

VolP and PCI loggers running on Windows 2000 are approved to use ePO 3.5. This is
based on the following facts:

B PCI Loggers and VolP loggers use a stronger CPU
B Certification for Windows 2000 ISA based loggers has been completed.

Troubleshooting

Problem

When updating the McAfee antivirus software, the logger capture card stops receiving interactions, resulting in a Fatal error message.
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Solution

©» To troubleshoot, do the following

1. Navigate to Start, and then select Run.
The Run window appears.

Figure 11-3: Run Window
Run 2 x|

= Type the name of a program, Folder, document, or
Inkternet resource, and Windows will open it For wou,

CIpen: I regedit| j

(8] 4 Zancel | Browse. .. |

2. Inthe Open field, enter regedit, and click OK.
The Registry Editor appears.
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egistry Editor

File Edit Wiew Favorites Help

Figure 11-4: Registry Editor Window

My Compuker

{0 HKEY_CLASSES_ROOT
{1 HKEY_CURRENT_USER.
=L HKEY_LOCAL_MACHINE
-] HARDWARE

-2 5aM

{7 SECURITY

=] SOFTWARE

{0 Mebwork Assaciakes
: D ePolicy Orchestrato
=0 Tvo

ED Shared Compor

fanl e T o Vo

Mame | Twpe | Data

(DeFauIt) REG_SZ {walue not set)

Data Path REG_SZ C:\Documents and Settings\all UsersiApplication Datal,...
Event Path REG_SZ CiDocuments and Settingstall Usersiapplication Datat,..
Extended Path REG_SZ C:\Program Files\Mcafee\Cormon Framewaork; C:Docu, .,
Installed Path REG_SZ C:YProgram Files\Mcafee)Common Framewark,
IPF\ddress REG_52 172.21.27.45

LastUpdateCheck REG_5Z 20100619171102

E REG_5Z

[R¥]7C_attributeCall... REG_DWORD 0x00000000 (0)

Uninstall Tool REG_SZ C:\Program Files\Mcafee\Cormon FrameworkiFrmInst, ..
Versidn REG_52 3.6.0.453

Navigate to HKEY_LOCAL_MACHINE > SOFTWARE > Network Associates > TVD > Shared Components > Framework.
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Figure 11-5: New Menu- DWORD Value

S ——

Fl et View Fyeites Help
= My Congats Mare | Type | Data
& HKEY_CLASSES_ROOT (Yt iy RiEG_52 T
- EEY_CLRRENT_USER: [S¥nuata Path REG_ST CiMDocumants and Settings|il Lsars| sookcation Dutsl...
500 HEY_LOCM _HACHINE [3E verst Path REG_ST CiMDocusments s Settingsl &l Liers| Appkeation Diatal, .
| HAADWARE [Sjetonded Path  REG_ST CiiProgram Fles\Moes| Common Frammwork 00,
B 5am 889 frest i Pty REG_5Z CiProgram Fles|Matfes|Common Framsuork,
|-I=] SEaLRITY | Faddress REG 52 172.21.27 45
T _.] fgﬁ; [ astupdatecheck  REG_SZ 20100619178102
B 5 s [assry REG 52
-0 Cherts BT Arbutecol... FEG_DWORD OoDEONO00 (i)
BB Gsipks (3 it ol Tood REG_ST CilPrognarm Fes\MeibestCommon FramevwrkIFralrat.,
O mm it REG 52 3.6.0,453
] Mcefes
] ol
# Mozlla
B0 Mozllafiugns
= I Network Sssociates
B ) ePoly Orghiile slo
=43 ™
NET )

4. Inthe right-hand pane, right-click in the empty space, and select New > DWORD Value. A new registry key appears.

Figure 11-6: Registry Editor Window

& Reqgistry Editor

Fle Edt View Fovorkes Help

-] AFFL Ghostscript
-3 Batkn
[ comtsy
) Classes
-] Chents
— . '

Hame
| efak) REG_SZ (v ot set)
BEG_DWORD ThaDOO0000 (1)

5. Change the name to LowerWorkingThreadPriority, and press Enter. The new file name LowerWorkingThreadPriority is reflected.
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Figure 11-7: Modify Window

E:'lgLu:n.--.lEr"-.-'-.-'n:nrl::jru:lThrE:an:IF'r'in:nr'it'-.-' REG_DWORD Q00000001 (1)
B8]New value  Modify DWORD 000000000 {0
Modify Binary Data
Delete
Renarme

6. Right-click LowerWorkingThreadPriority, and select Modify. The Edit DWORD Value window appears.
Figure 11-8: Edit DWORD Value Window

Walue narme:

IL::uwer‘-.-'-.-’DrkingT bireadPricrity

Walue data: Baze
{* Hexadecimal
" Decimal
k. Cancel

7. Inthe Value datafield, enter 1, and click OK.
8. Exit the registry.
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9. Restart the McAfee Framework Service:

a. Navigate to Start > Run.
b. Enter Services.msc.
c. Click OK.

The McAfee Framework Service window appears.

Figure 11-9: McAfee Framework Service Window

File  Action Yiew Help

= | B @2E >0

McAfee Framework Service

Stop the service
Restart the service

Description:
Shared component Framework For
Mcafes products

Name | Description | Status | Startup Type | Logonas |
mET Runtime Cptimization Service v2.0.50727_X86 Microsoft ... Manual Local System
%Alartar Motifies sel... Disabled Local Service
%Application Experience Lookup Service Process ap... Started Autonmatic Local System
%Apphcatlon Layer Gateway Service Provides s... Marwal Local Service
%Apphcatlon Managerment Processes .., Marwal Local System
%ASP‘NET State Service Provides 5., Manual Network 5.,
4 Altomatic Updates Enablesth... Started  Automatic Lacal System
%Batkgmund Intelligent Transfer Service Transfers f...  Started Automatic Local System
%CI\pBook Enables li... Disabled Local System
%COM+ Ewent System Supports ... Started Automatic Local System
%COM+ Syskem Application Manages t... Started Marwal Local System
%Cumputer Browser Maintains a... Started Aubomatic Local System
4 Cryptographic Services Providesth... Started  Automatic Lacal System
%DCOM Server Process Launcher Pravidesla... Started Automatic Local System
%DHCP Client Registets a...  Started Autonmatic Nebwark 5. ..
%Dlstnhuted File Systern Integrates ... Marwal Local System
%Dlstnhuted Link Tracking Clisnt Enables cli...  Started Automatic Local System
%Distrihuted Link Tracking Server Enables th... Disabled Local System
%Distrihuted Transaction Coordinatar Coordinate...  Started Automatic Network 5.
%DNS Client Resolves a.,.  Starked Autamatic Nebwark 5.,
%Error Repoarting Service Collects, st... Started Autonmatic Local System
%Event Log Enables ev... Started Autonmatic Local System
%F\Ie Replication Allowves Files. ., Marwal Local System
%Help and Suppork Enables He.., Started Automatic Local System
%HTTP 541 This servic... Manual Local System
%Human Interface Device Access Enables ge... Disabled Local System
%IMAPI CD-Burning COM Service Manages C... Disabled Local System
%Indexmg Service Indexes ca... Disabled Local System
%Iﬂtsrslte Messaging Enables me. .. Disabled Local System
%IPSEC Services Providese..,  Started Automatic Local System
kerberos Key Distribution Center On domain ... Disabled Lacal System
%Licanse Lagaing Monitors a. .. Disabled Nebwork 5. ..
%Liveundate Livellpdate. .. Marwal Local System
%Log\cal Disk Manager Detects an... Started Autonmatic Local System
%Lug\cal Disk Manager Administrative Service Zonfigures. Marwal Local System

B Mcafee Mcshield

Provides M...

Started

Automatic

Lacal System
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There is no need to restart the logger in the above process.

For more information, see https://kc. mcafee.com/corporate/index ?page=content&id=KB53690&pmv=print.
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This chapter includes Remote Desktop Connection related issues.
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PcAnywhere

PcAnywhere

Symantec pcAnywhere 11 Compatibility

Product

Symantec pcAnywhere 11 compatability

Release

Synopsis

Symantec pcAnywhere 11 compatibility is determined by the operating system running on the machine. To
ensure proper system functionality, you must install the appropriate Symantec pcAnywhere 11 subversion
on each NICE serverinstalled at the site.

The following table lists the pcAnywhere subversions that must be installed on NICE servers.

! Important!

Ensure that you install the correct subversion on your NICE machine!

Table 12-1:

PC Anywhere Subsessions Installed on NICE Servers

pcAnywhere 11.0.0 | pcAnywhere 11.0.1 (build
(build 730) 764)

Windows 2000 Pro Yes No

Windows 2000 Server Yes No

Windows 2003 Standard/Appliance No Yes

Edition

WinXP Pro No Yes

NICE Products Certified to Work with pcAnywhere 12

Product NICE Products Certified to Work with pcAnywhere 12

Release Version 8.9 and NICE Perform

Synopsis This section contains lists of the NICE products that are certified to
work with pcAnywhere 12.
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General Description

The NICE products that are certified to work with pcAnywhere 12 (remote solution) are listed below.

Version 8.9 Products

The following Version 8.9 products are certified to work with pcAnywhere 12.

Table 12-2:
Version 8.9 Products

NICE Component

Operating System

NicelLog Logger Windows Server 2003 SP1

NiceUniverse Web Applications Windows Server 2003 SE SP1
NiceCLS Windows Server 2003 SE SP1
NICE Storage Center Windows Server 2003 SE SP1
NiceScreen Logger Windows Server 2003 SE SP1
SNMP Manager Windows Server 2003 SE SP1

NICE Perform Products

The following NICE Perform products are certified to work with pcAnywhere 12.

Table 12-3:
NICE Perform Products

NICE Component

Operating System

Voice Logger Windows Server 2003 SE SP1
CLS Windows Server 2003 SE SP1
NICE Storage Center Windows Server 2003 SE SP1
NiceScreen Logger Windows Server 2003 SE SP1
Media Library Windows Server 2003 SE SP1
Audio Analysis Windows Server 2003 SE SP1
Applications Server Windows Server 2003 SE SP1
Database Server Windows Server 2003 SE SP1
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Microsoft Remote Desktop Connection

Remote Connection Certifications for NICE Products

Product NICE Products

Release

Synopsis This section lists remote connection software certified with NICE
products.

NICE Products and Relevant Remote Connection Certifications
The following tables provide lists of NICE products and the relevant remote connection certifications for

these products.

Table 12-4:
Remote Connection Certifications for NICE Products

NICE Products Version PC PC Remote VNC Server
Anywhere | Anywhere | Desktop 4.0
11.5* 12.0 Protocol
6.0/6.1/
7.0/7.1*
TDM Logger 9.01 Yes Yes Yes Yes
9.06 Yes Yes Yes No
VolP Logger 9.10 No No Yes No
NiceCLS 8.93 Yes Yes Yes Yes
NiceCall Focus IlI 8.90 Yes Yes Yes No
NiceScreen Logger 8.9 Yes Yes Yes Yes
NICE Storage Center | 8.9 Yes Yes Yes Yes
Web Applications 8.9 Yes Yes Yes Yes
SNMP Manager 8.9 Yes Yes Yes Yes

¥ NOTE: All NICE Products run on Microsoft Windows Server 2003/2008 (see the
relevant Certified Servers Guide), except NiceCall Focus Il (NCF II1), which
runs on Microsoft Windows XP Professional SP2.
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Table 12-5:

NICE Products - NICE Perform Releases I, II, 9.09, 3, and 3.1

NICE Products | Version PC PC PC Remote VNC
Anywhere | Anywhere | Anywhere Desktop Server
11.5* 12.0 12,97 Protocol 4.0 ***
6.0/6.1/7.0/7.1**

TDM Logger 9.01 Yes Yes Yes Yes No
9.06 Yes Yes Yes Yes No

VolP Logger 9.12 Yes Yes Yes Yes No

NICE Yes Yes Yes Yes No

Interactions

Center

NiceScreen Yes Yes Yes Yes No

Logger

Playback Server Yes Yes Yes Yes No

SNMP Manager Yes Yes Yes Yes No

(NMS)

NICE Storage Yes Yes Yes Yes No

Center

Media Library Yes Yes Yes Yes No

Application Yes Yes Yes Yes No

Server

Audio Analysis Yes Yes Yes Yes No

Server

ScreenSense Yes Yes Yes Yes No

Server

Reporter Yes Yes Yes Yes No
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NICE Products | Version PC PC PC Remote VNC
Anywhere | Anywhere | Anywhere Desktop Server
11.5* 12.0 12.1%*** Protocol 4.0 ***
6.0/6.1/7.0/7.1**
Database Server Yes Yes Yes Yes No

RDP 6.0: Console switch
RDP 6.1 and higher: Admin switch

*To verify compliance of older versions of PCAnywhere, see PcAnywhere on page 1.

*** Virtual Network Computing (VNC) support in NICE Perform is commitment-based.

** Microsoft Windows Remote Desktop Protocol (RDP) - Console Mode (use Console/Admin switch:

¥ NOTE: All NICE Products run on Microsoft Windows Server 2003/2008 (see the
relevant Certified Servers Guide).

Enabling Remote Connection on Microsoft Windows Server 2003

€>» To enable Remote Connection in Microsoft Windows Server 2003:

1. Start the Terminal Services service.

2. Right-click My Computer, and select Properties.
3. Click the Remote tab.
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Figure 12-1: System Properties - Remote Tab (2003)

System Properties

General I Hardwsare I

Syztem Restore I Automatic Lpdates

A = Select the ways that thiz computer can be uzed from another
T location.

Advanced I
Remate

2=

— Remote Asziztance

[ iallow Bemote Assistance invitations to be sent from this computer

“Wwhat iz Bemote Assigtance’?

Sdvanced.. |

— Remote Desktop
I Allow users to connect remaotely to this computer
Full computer name;
zoharn. nice. com
What iz Bemaote Desktop™

Select Femote Uzers.

have a pazsword,

Windows Firewsall will be configured to allow Femote Deskiop
conhechions ta thiz computer.

For users to connect remotely to this computer, the user account must

|

Cancel

Apply

4. Select Allow users to connect remotely to this computer.

5. Click OK.

Enabling Remote Connection on Microsoft Windows Server 2008

€> To enable Remote Connection Microsoft Windows Server 2008:

1. Start the Terminal Services service.

¥ NOTE: In Microsoft Windows Server 2008 R2, Terminal Services are called

Remote Desktop Services.

2. Right-click Computer, and select Properties.
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Figure 12-2: System Window (2008)

i system

[ O] =]
P - Cont - « £ [=o
i ¥ ol Parel = System 4] m.
L]
Tasks View basic information about your computer
i Device Manager
¥ Eemobe settings Windows Serven® Erterprice.
¥ Advanced syster settings Copyright €) 2007 Microsoft Corporation. Al rights reserved
Sarvice Pack |
=
System
Frocessor: IntekR) XeondR) CPU ESEX) @ 2.40GHz 240Gz
Memery (RAM): LG
Per ating System
‘Computer name, domain, and workgroup settings
Computer name: réCeTEe 1647 i Change settings
Full computer name: ricewr16-47 hardering.us
Computer description:
Domain: hardening.us
WINGOWS SCTH 0N
Windows ks activated
See also Frosduct I0: i Change product ey
‘Windows Update

Leann more onkne...

3. Click Remote Settings.

Figure 12-3: System Properties Window - Remote Tab (2008)

System Properties |

- Computer Namel Hardwarel Advanced Remote |

— Remote Aszistance

I~ Allaw Bemate £ssistance conmections ta thiz computer

~ Remate Desktop

Click an option, and then specify wha can connect, if needed.

" Don't allow connections to this computer

(s

Bllow connections from computers minning any version of
Femate Desklop [less secure)

™ Allow connections only from computers running Femate
Desktop with Netwark Level Authentication [more secure]

Help me choose Select Users. .. |

(0] 4 I Cancel | Aoy |
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4.

5.

In the Remote tab, select Allow connections from computers running any version of Remote
Desktop (less secure).

Click OK.

Remote Desktop Recommendations

m

m

To access the logger through VPN, access the server that connects to the logger on the LAN.

Close any RDP session when done (click ), or use the traditional logoff function.

In environments where the network between the RDP client to server is not stable, or when working
with VPN that may disconnect due to inactivity timeout, do not leave an RDP session open when
not needed.

Access the logger with Console Mode. If the network disconnects during the RDP session, close
the session and reconnect again. Verify that there is no problem with IPCapture; if there is a
problem, restart IPCapture.

Remote Desktop Limitations

¥ NOTE: The Console Mode for Microsoft Windows Remote Desktop Protocol
has different switch names, depending on the RDP version:

¥ RDP 6.0: Console switch

¥ RDP 6.1 and higher: Admin switch

The following limitations apply to remote desktop:

m

m

Only Console mode is supported.

When you use remote desktop in Console mode, only one user can connect to the server at any
one time. Once a user connects to the server, all other open sessions to that server are closed.

Once a user connects to the server, no one else can view the session. However, when working
with PCAnywhere, the user can see the actions performed by the installer or technician.

Ports Used in the Remote Connection

The following table lists the ports that must be opened when working under Microsoft Windows Server
2003 with the Firewall enabled.

Table 12-6:

List of Ports
Service TCP UDP Comment
PCA 22 22
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Service TCP uUbP Comment

PCA 5631 PCAnywheredata
PCA 5632 5632 PCAnywherestat
PCA 65301

VNC 5900

RDP 3389

PCA - PCAnywhere

RDP - Remote Desktop Protocol

VNC - Virtual Network Computing

RDP (Remote Desktop Protocol) Delay Solution

Product RDP (Remote Desktop Protocol)

Release

Synopsis This section provides information regarding an RDP (Remote Desktop
Protocol) delay issue and its solution.

Symptoms

When connecting to a machine using RDP (Remote Desktop Protocol), a serious delay could occur both
on the client side (console "freeze") and on the server side (processes hang). As a result, crucial processes
(for example, IP Capture process on the VolP Logger) will face unexpected situations due to not receiving
the necessary resources.

Cause

There are several different parameters and system configurations that could cause such delays. Some are
related to the network configuration and others to the RDP version installed on either the client or the
server.

1. The order of Network Providers in the registry could be incorrect. The key to be selected is HKEY _
LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\NetworkProvider\Ord er. The default
order is "RDPNP,LanmanWorkstation,WebClient". Note that in Vista clients (prior to SP1) there is a
bug and the order is not as stated above (when installing Vista SP1 from a clean installation this bug is
fixed). RDPNP should be the first provider in the list (before the LanmanWorkstation).
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2. InRDP version 6.0, a network query is launched during the connection attempt (which does not
happen in RDP version 5.x). If a WINS server is configured on the client, and this server does not
respond, the query will time out. As a result, the server waits for a response from the client and this
causes the symptoms as described above.

Solution

In general, the Remote Desktop Connection could affect both the client and the server, causing delays and
process starvation.
Verify the following to solve the delays:

1. Theregistry key stated above (HKEY_LOCAL_
MACHINE\SYSTEM\CurrentControlSet\Control\NetworkProvider\Ord er) is set to the default
order ("RDPNP,LanmanWorkstation,WebClient").

2. If using RDP version 6.0 make sure all network configurations (for example, WINS servers) are
available.

Remote Desktop- Remote Connection Console Mode for NICE 8.90

Product Remote Desktop

Release

Synopsis This section displays the procedures for Remote Desktop- Remote
Connection.

This section specifies the support and approval of Remote Connection — Remote Desktop Console mode
on NICE 8.90 systems.

Environment

NICE System Components

Table 12-7:
Supported Products
NICE Product (03] Version
Voice Loggers Windows 2003 (Enterprise, ISA 8.91 SP1
Appliance) SP1 PCI19.01 SP7
Web Applications (Universe) | Windows 2003 SE SP1 8.80 SP6
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Desktop Applications)

NICE Product (0] Version
CLS Windows 2003 SE SP1 8.90 SP4
Storage Center Windows 2003 SE SP1 8.90 SP2
Screen Logger Windows 2003 SE SP1 8.80 SP3
SNMP Manager Windows 2003 SE SP1 2.02 SP5
Client (Screen Agent and Windows 2000 Pro SP4

Installation Instructions

Remote Desktop Solution

€ To install Remote Desktop Solution:

1. Install the NICE servers and clients.

2. Remove other remote connection SW (if exist).

3. Enable Remote connection by starting the Terminal Services service, and enabling the remote option
on My Computer > Properties > Remote tab):
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Figure 12-4: System Properties - Remote Tab

System Properties ; B l[ﬁ[
General ] Hardware | Advanced I
System Restore | Automatic Updates Remote
/& = Select the ways that this computer can be used from another
location.

i~ Remote Assistance

™ Allow Bemote Assistance invitations to be sent from this computer

What is Remote Assistance?

edyvanced..,

 Remate Desktop
[V Allow users to connect remotely to this computer

Full computer name:
zoharn.nice.com

What is Remote Desktop?

Select Remote Users...

For users to conhect remotely to this computer, the user account must
have a password.

Windows Firewall will be configured to allow Remote Desktop
connections to this computer.

ok | cencel | ooy |

4. Synchronize all the servers time using NTP (optional).

5. Set up a dial-up connection using MODEM (connected external server part of sites network area).

Limitations

B Using remote desktop in console mode means that only one user can connect to the server at any
onetime. Once a user connects to the server, any other open sessions to that server will be closed.

¥ Once a user connects to the server, no one else can see the session (unlike PCAnywhere in which
the user can see that actions performed by the installer/technician).
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Discontinued Technical Notes

This appendix lists the Technical Notes that were discontinued and whose information is now included in
this document.
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List of Discontinued Technical Notes

List of Discontinued Technical Notes

Table A-1:
List of Discontinued Technical Notes

Technical Note Number Technical Note Title

TNO0509 NICE Software Components Running on Windows XP Machines

TNO0513 McAfee ePO 3.5 — Configuration Guide For Nice Products

TN0528 Windows Server 2003 Appliance Notes

TNO0538 Windows Server 2003 Service Pack 1 Integration with NICE
Servers

TNO0539 Anti Virus

TNO0549 Symantec pcAnywhere 11 compatibility

TNO0552 SQL Server 2000 SP4

TNO0555 Anti Virus Certifications for NICE Products

TNO0564 Anti Virus Certifications for NICE Products Il

TNO0569 Windows 2000 Update Rollup 1 for Service Pack 4

TNO577 McAfee VirusScan products

TNO0578 Norton Anti-Virus products

TNO0616 ScreenAgent Configuration in Citrix Published Application
Environment

TN0628 How to configure Voice and Screen best performance on Citrix

TNO0640 McAfee ePO 3.5 and McAfee Antivirus 8.0 Certification for NICE
8.80

TNO0642 Remote Desktop - Remote Connection Console Mode

TNO0651 DBM Error on Loggers due to MS Security Patch KB921883

TNO0656 PC Anywhere 12 certification in 8.90 NICE systems

TNO0672 Compatibility of NICE Web Applications with Internet Explorer 7
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List of Discontinued Technical Notes

Technical Note Number | Technical Note Title

TNOG676 Fixing MSDTC in a Multi Site Environment

TNO0680 NICE Support for Microsoft .NET Framework 2.0.

TNO0688 NICE Support for Microsoft .NET Framework 2.0.-Playback
Organizer

TNO0698 NICE products certified to work with pcAnywhere 12

TNO701 Remote Connection Certifications for NICE Products

TNO705 MS SQL Server for NICE Perform Release 3

TNO719 Windows Server 2003 Service Pack 2 (SP2) Support

TNOQ736 .Net 3.0 Support

TNOQ776 RDP (Remote Desktop Protocol) - Delay Solution

TNO790 Incompatibility Citrix hotfix

TNO0806 NICE Product Support for MS Windows XP Service Pack 3

TNO0815 Resolving Citrix Connection Issues Related to ScreenSense

TN0820 .NET Framework Support for NP 3.1

TNO0838 Interactions Center workaround for .NET 3.5

TNO0867 Compatibility of NICE Web Applications with Internet Explorer 8

TNO0889 Installing NICE Perform 3.2 on Windows 7

TNO0890 Installing NICE Perform 3.1 on Windows 7

TNO897 Microsoft Software Service Packs Certified by NICE Systems
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Using Real-Time Solutions with App-V

This appendix lists the limitations and rules for working with Real-Time Solutions in an App-V environment.

Contents
Working with the App-V Sy stem 262
App-V Limitations when Working With Real-Time Solutions ... . ... 263
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B: Using Real-Time Solutions with App-V
Working with the App-V System

Working with the App-V System

The App-V Sequencer (Microsoft Application Virtualization Sequencer) is a wizard-based tool that
administrators use to transform traditional applications into virtual applications. The Sequencer produces
an application package that contains several files. These files include a sequenced application (.sft) file,
one or more Open Software Description (.osd) application configuration files, one or more icon (.ico) files, a
manifest xml file that can be used to distribute sequenced applications with electronic software delivery
(ESD) systems, and a project (.sprj) file. The Sequencer can also generate a Windows Installer file (.msi)
that can be deployed to clients configured for standalone operation. All files are stored in a shared content
folder on the Management and/or Streaming Server and are used by the App-V Client to access and run
sequenced applications.

The App-V Management Server (Microsoft Application Virtualization Streaming Server) has streaming
capabilities that including active/package upgrade without Active Directory or SQL Server requirements.
However, it does not have a publishing service, licensing, or metering capabilities. The publishing service
of the App-V Management Server is used in conjunction with the App-V Streaming Server, so the
Management Server configures the application but the Streaming Server delivers it (usually in branch
offices).
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App-V Limitations when Working With Real-Time Solutions

App-V Limitations when Working With Real-Time
Solutions

In App-V environments a bubble is an isolated environment streamed from the App-V server to the App-V
client. On the client machine the application does not have to be installed.

When streaming the Real-Time Client to the App-V client, both clients must be in the same bubble as the
application(s) you want to interact with.

If the Real-Time Client needs to interact with two App-V applications from separate bubbles, you must
install the Real-Time Client on each bubble and interact using C2C (client to client) communication
between the Real-Time Clients. In his case you must instal another Real-Time Client on the local computer
and interact with the streamed clients using C2C.
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Using Real-Time Solutions with Citrix
Streaming

This appendix describes the limitations and rules for working with Real-Time Solutions with Citrix

streaming.
Contents
Working with CitrixX Streaming . ... . L 266
Citrix Streaming Limitations when Working With Real-Time Solutions ... . ... ................ 267
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C: Using Real-Time Solutions with Citrix Streaming

Working with Citrix Streaming

Working with Citrix Streaming

A streamed application in Citrix resides in a separate memory space and environment and is delivered to
the Citrix client without installing an application on the client side. The streamed application is located in a
controlled isolated environment (sandbox).

To set a package for Citrix application streaming so that the Real-Time Client can capture other streamed
applications both applications must run inside the same sandbox. The citrix profiles must be installed on a
separate dedicated machine.
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C: Using Real-Time Solutions with Citrix Streaming

Citrix Streaming Limitations when Working With Real-Time Solutions

Citrix Streaming Limitations when Working With Real-
Time Solutions

The Real-Time Client must be part of the same streaming package as the monitored applications. Another
option is to use Inter-Isolation communication for Real-Time Client interaction with other streamed
packages. You can install the Real-Time Client on the client computer to interact with one or more Citrix
streamed applications.

Make sure of the following when setting up the Citrix Profiler:

-
|

-
|

L]

L]

In the Support Legacy Offline Plug-ins page, select Enable support for 6.0 Offline Plug-ins.
In the Select Install Page, select Advanced Install.

In the Set up Inter-Isolation Communication page make sure to enter the path to the Profiler
Package if you want to link between the profile package for the Real-Time client and other
streamed applications.

In the Select Install Method page, select Run install program or command line script.

In the Choose Installer page, browse to or type in the path to the Process Optiization Client.msi.

When the Profiler is finished and the Citrix package is ready, make sure of the following:

J—
|

For a streamed Real-Time Client package, open the Target Properties configuration window and
clear Enable pre-launch analysis.

The remaining Target Properties rules should remain with their default values.

¥ NOTE: The Real-Time Client can interact with two streamed applications (each
from a different server) only wheniit is installed locally.
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